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4.1.2.10 JIabopaTopHas padora. O01mmue cBeJeHHsI 0 IpOorpaMmme
Wireshark.

Buptyanbnas mamuna CyberOps pacnionaraet cuieHapuit Python, koTopsiid,
OyIyuu 3aImmylieH, yCTaHaBJIMBAeT U HACTPAUBAET YCTPOMCTBA, TOKA3aHHbIC HA
MPUBEICHHOM BBIIIE PUCYHKE. 3aTE€M BbI OJYUUTE JOCTYI K 4 y311aMm,
KOMMYTATOpy ¥ MaplIpyTu3aTopy BHYyTpu ogHoM BM. D10 no3Boiaut
MOJICTUPOBAThH PA3IMYHBIE CETEBbIC MPOTOKOJIBI U CITYKObI 0€3 HEOOXOAMMOCTH
HACTpauBaTh (PU3UUYECKYIO CETh YCTPOMCTB.

Wireshark — »To mporpamMma /ijist aHas#3a MpoOTOKOJIOB (aHATH3aTOP
MAaKETOB), KOTOpasi UCTIOIB3YETCs JIJIs IOMCKA U YCTPAHEHUS HEMOJIAJ0K B CETH,
aHalm3a, pa3paboTKH MPOTrPAMMHOT0 OOECIICUECHHUS U TIPOTOKOJIOB, a TAKXKE
oOy4JeHwUS.

Yacrs 1: YcranoBka u nmpoBepka Tonosjoruu Mininet

B aroit vactu nabopaTopHoit paboTHI BBl OyAeTe UCHOIB30BaTh CIICHAPUI
Python ans Hactpoiiku Tononoruu Mininet BHyTpY BUPTYaJIbHON MalTUHBI
CyberOps. 3aTem Bbl 3anuiiete IP- u MAC-aapeca nis H1 u H2.

3amycTuTe U BBITIOJHUTE BXOJI B CBOIO pabouyto ctaniuio CyberOps,
YCTaHOBJICHHYIO B MPEJBIYIICH TabopaTopHOU paboTe, UCOB3YS CISAYIONINe
YYETHBIC TaHHBIC.

Nwms nonb3oBarens: analyst.

OTkpoiiTe SMyJISATOp TepMUHAJA JJIS 3allycKa mininet ¥ BBEIUTE
CJIEAYIONIYI0 KOMaHay B KOMaHHOM cTpoke. B oTBeT Ha 3ampoc BBeguTe cyberops
B KQ4E€CTBE MapoJisl.

[Taposs: cyberops.

bherops_topo

Pucynok 1 — 3amyck cuienapust Python ijist ycTaHOBKH TOITOJIOTHA



B xoMaHHO# cTpoke mininet 3amycTUTe OKHA TepMHuHania Ha y3nax H1 u
H2. ByayT OTKpBITHI OTAENIbHbIE OKHA AJIs ATUX y3510B. Kaxplil y3en OyeT uMeTh
COOCTBEHHYIO OT/AEIBHYI0 KOHPUIypaLuIo JUIsl CETH, B YACTHOCTU YHUKaJIbHbIE [P-
n MAC-aapeca.

x x "Node: H2"

[raotBseclps analyst]# [] [root@seclps analust]# Il

Pucynok 2 — V3ne1 H1 u H2

[rootBzeclps analyst]# ifconfig
Hl-etho: flags=4163<UP,EROADCAST  RUMMING MULTICAST> mtu 1500
inet 10,0,0,11 netmazk 285,200,250,0 broadcast 10,0,0,205
ineth fedl:iBlabiedffifed0:3f22 prefixlen B4 zcopeid Ow20<1link>
ether Ba:ab:e2:20:3F:22  txqueuslen 1000  (Ethernet)
R¥ packetz 29 bytes 3022 (2,9 KiB)
B¥ errorz O dropped O overrunzs Q0 frame 0
T¥ packetz 11 bytes 865 (865,0 B)
T errors O dropped O overruns O carrier 0 collizions O

lot flage=73<UP.LOOPRBACE RUNMING: mtu E5536
inet 127,0,0,1 netmazk 255,0,0,0
ineth 331 prefixlen 128 =zcopeid Ox10<host>
loop  txqueuelen 1000 (lLocal Loopback)
R packets 0 bytes O (0,0 B)
B¥ errors O dropped O overruns 0 frame O
TH packets 0 bytes O (0,0 B)
T errors 0 dropped 0 overruns 0 carrier 0 collizions 0

[root@seclps analystl# []

Pucynox 3 — Kondurypanus yzna H1



x "Mode: H2" qr = (=]

[FootBzecOps analyst]# ifconfig
H2-ethi)t flags=4163<UP,BROADCAST .RUMNING MULTICAST: mtu 1500
inet 10,0,0,12 netmask 259,250,2560,0 broadcast 10,0,0,200
ineth fedl::daZ:73ffifeld:ba2d prefixlen B4  scopeid Ox20<1ink>
ether 06:a?:73:1d:6a:24 txqueuslen 1000 (Ethernet)
F¥ packets 42 bytes 3248 (3,1 KiE)
B errors 0 dropped 0 overrunz @ frame 0
T¥ packetz 11 bytes 856 (BEE,0 B)
T# errorz 0 dropped O overruns O carrier O collizions O

lot flage=73<UP,LOOPBACK  BUMNING:  mtu ERS3E
inet 127,0,0,1 netmask 255,0,0,0
inetk ::1 prefixlen 128 =copeid Oxl0<host>
loop  txgueuelen 1000  {Local Loopback)
R packets 0 bytes O (0,0 B)
E¥ errorz 0 dropped O overruns 0 frame 0
T4 packetzs 0 bytes 0 (0,0 B)
T{ errors 0 dropped O overrunzs O carrier 0 collisions O

[roctBsecOps analyst]# 1

Pucynox 4 — Kondurypanus yzna H2

Nurepdeiic y3na IP-anpec MAC-anpec
H1-ethO 10.0.0.11 6a:a5:e3:30:3f:22
H2-ethO 10.0.0.12 06:a2:73:1d:6a:24

Yacrs 2: Coop n anaau3 naHHbIX npoTokoaa ICMP B nporpamme
Wireshark.

B aroit wvactu nabopaTopHoit pabOTHI BBl Oy€Te MOCHUIATh 3X03aMPOCHI
MeXIy IByMs y3i1amu B Mininet u nepexBateiBaTh [CMP-3anpochl 1 OTKIIMKY B
nporpamme Wireshark. Kpome Toro, Bam Hy>kHO OyJeT HAalTH HEOOXOIUMYIO
uHdopmaiuio B coopanubix PDU. DTOT aHaNU3 MOMOXET MOHSTh, KaK
UCITOJIB3YIOTCS 3ar0JIOBKU MAaKETOB AJI Mepeadyn JaHHbIX B MECTO Ha3HAUEHUS.

ITporpamma Wireshark oroOpakaeT naHHbIe B TpeX pasnenax: 1) B BepXxHeM
pazzeinie 0ToOpaXkaeTcsi CIUCOK MmojydeHHbIX kKaapoB PDU co cBogHOM
uHdopmarueit 06 IP-makerax; 2) B cpeaHeM pazneinie mpuBOaUTCS HHGOpMAIUS O
PDU nns xagpa, BBIOpaHHOTO B BEpXHEW YaCTH 3KpaHa, a TAaKKe pa3JieieHue
nepexBadueHHoro kajapa PDU no ypoBHSIM IPOTOKOJIOB; 3) B HUKHEM paszelie
MOKa3bIBAIOTCSl HEOOpaOOTaHHbIE JaHHbIE KaKI0r0 YpoBHS. HeoOpaboTanHbie
JAaHHBIE 0TOOPAXKAIOTCA KaK B MIECTHAAIATEPUIHOM, TaK U B ACCITUIHOM
dbopmarax.

Ha y3ne H1 BBenute wireshark gtk &, 4ToObI 3amycTUTh IporpamMmy
Wireshark (BcriisiBaroriee npexynpekaeHue He MMEET 3HaYSHUS B paMKax 3TOU
nabopaTopHoit paboTsl). J{ns mpogomkenus Haxmute OK.



‘ The Wireshark Network Analyzer [Wireshark 2.5.1] | a8 o=l Rl
File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
©e® 4 m =] Q 8 = -~
Filter: - Expression... Clear Apply -
[
. Interface List =1 Open &

1 1
S Live list of the capture interfaces
{counts incoming packets)

Open a previously captured file

Open Recent:

E

. ‘ Start

Sample Captures

Arich assortment of example capture files on the wiki

Choose one or more interfaces to capture from, then Start

g#lany

£ Loopback: lo

€ bluetooth-monitor
£ nflog

£ nfqueue

£# | dbus-system

£# | dbus-session
i usbmon1

@

Ready to load or capture No Packets Profile: Default

Pucynox 5 — Okno nporpammsr Wireshark

B oxune Wireshark mox 3aromoskom Capture (IToayuuth) BbIOEpHTE
untepdeiic H1 eth0. Haxxmute kaonky Start (Hauarts) mist mepexBaTa Tpaduka.

Pucynok 6 — Ilepexsat Tpaduka

Id Capturing from H1-eth0 [Wireshark 2.5.1] [ E R )
| File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
eeodmag o Q & 2% s Y B @ -
Filter: - Expression... Clear Apply -
No. Time Source Destination Protocol Length Info




Ha y3ne H1 naxxmute knaBuury Enter, ecnn He00X0JUMO MOIYYHUTH 3aMpoc.
Brenute ping -¢ 5 10.0.0.12, yto6s1 nocnatek 3x03anpoc H2 nare pas. [lapamerp
KOMaH/Ibl -C YKa3bIBAE€T YMCIIO MPOBEPOK CBS3U. 5 YKa3bIBAET, YTO JOJKHO OBITh
OTMPABIICHO MATh 3X03aMPOCOB. ITa MPOBEPKA CBSA3U OYyI€T YCHEIIHOM.

\

T "Node: H1" B E 53
E4 bytes from 10,0,0,12¢ icmp_zeq=Z2 ttl=64 time=0,093 ms

(wireshark-gtk:120G)+ Gtk-CRITICAL **: 15:13+12,656% gtk_box_gadget_distribute:
azzertion 'size >= 0' failed in GtkScrollbar
B4 bytes from 10,0,0,12¢ icmp_szeq=3 ttl=64 time=0,09% ms

(wireshark-gtk:120G)+ Gtk-CRITICAL **: 15:13+13,679: gtk_box_gadget_distribute:
azzertion 'size >= 0' failed in GtkScrollbar
B4 bytes from 10,0,0,12¢ icmp_zeq=4 ttl=64 time=0,094 ms

(wireshark-gtk:120G)+ Gtk-CRITICAL **: 15:13:14,703: gtk_box_gadget_distribute:
azzertion 'size >= 0' failed in GtkScrollbar
B4 bytes from 10,0,0,12¢ icmp_zeq=h ttl=64 time=0,094 ms

-—= 10,0,0,12 ping statistics —

b packets transmitted, 5 received, 0¥ packet loss, time 4068ms

rtt mindavg/maxcmdey = 0,094/0,161/0,426/0,132 ns

[rootBseclps analyst]#

(wireshark-gtk:1206): Gtk-CRITICAL **: 16:12+15,727: gtk_box_gadget_distribute:
azzertion 'size »= Q' failed in GtkScrollbar

(wireshark-gtk:1208): Gtk-CRITICAL **: 16:13:17,264: gtk_box_gadget_distribute:
azsertion 'size »= 0' failed in GtkScrollbar

Pucynoxk 7 — IIpoBepka cBsA3u

[lepeiinutre B okHo Wireshark, menkaute Stop (OcTaHOBHUTH), YTOOBI
OCTaHOBHTH MEPEXBAT MAKETOB.

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

o@4dm oD@hxg Q ez BE voul WEER
Filter: ~ | Expression... Clear Apply Save

14 5412715344 6ara5:e3:30:3f:22 06:82:73:1d:6a:24 ARP 42 10.0.0.11 is at 6a:a5:e3:30:3f:22

15 36.644415211 fe80::68a5:e3ff:fe30:3f22 ff02::2 ICMPV6 70 Router Solicitation from 6a:a5:e3:30:3f:22

» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
» EthernetIl, Src: 6a:a5:e3:30:3f:22 (6a:a5:3:30:3f:22), Dst: Broadcast (ff:f.ff:ff.ff:ff)
}» Address Resolution Protocol (request)

PULLRTf ff ff ff ff ff 6a a5 e3 3032208060001
pIRIR08 00 06 04 00 01 6a a5 e3 30 3f 22 0a 00 O
p[ey.i B00 00 00 00 00 00 0a 00 00 OC/N.. ...

Pucynok 8 — OctanoBKa nepexsara NakeToB

QOuUIbTp MOXET NPUMEHATHCA IS TMOKa3a TOJbKO HMHTEPECYIOUIEro Bac
Tpaduka. Beequte icmp B nose Filter (Gunbtp) u menkuure Apply (IlpumeHuTs).

Fiter: | icmp ~ | Expression..  Clear  Apply Save

_ICMP__ 98 Echo(ping) request id=0x0511, seq=1/256, ttl=64 (replyin4) _
4 0.000386121 10.0.0.12 10.0.0.11 ICMP 98 Echo (ping) reply id=0x0511, seq=1/256, ttl=64 (request in 3)
» Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0

» Ethernet II, Src: 6a:a5:e3:30:3f:22 (6a:a5:e3:30:3f.22), Dst: 06:a2:73:1d:6a:24 (06:a2:73:1d:6a:24)

» Internet Protocol Version 4, src: 10.0.0.11, Dst: 10.0.0.12

» Internet Control Message Protocol

Pucynox 9 — ®unbtp Tpaduka



[Ipu neoOxomumoctu BeIOepuTe Kaapbsl PDU mepBoro ICMP-3ampoca B
BepxHel yacTu okHa nporpammbl Wireshark. O6pature BHUMaHue, 4TO B CTOJIOINE
Source nmeetcs [P-anpec H1, a B cronbie HazHaueHus coaepxkurcs [P-agpec H2.

3 0.000306312 10.0.0.11 10.0.0.12 98 Echo (ping) request id=0x0511, seq=1/256, ttl=64 (reply in 4)
4 0.000386121 10.0.0.12 10.0.0.11 ICMP 98 Echo(ping)reply id=0x0511, seq=1/256, ttl=64 (request in 3)
5 1.001301703 10.0.0.11 10.0.0.12 ICMP 98 Echo (ping) request id=0x0511, seq=2/512, ttl=64 (reply in 6)
6 1.001355090 10.0.0.12 10.0.0.11 ICMP 98 Echo (ping)reply id=0x0511, seq=2/512, ttl=64 (request in 5)
7 2.021165411 10.0.0.11 10.0.0.12 ICMP 98 Echo (ping) request id=0x0511, seq=3/768, ttl=64 (reply in 8)
8 2.021215441 10.0.0.12 10.0.0.11 ICMP 98 Echo (ping)reply id=0x0511, seq=3/768, ttl=64 (request in 7)
9 3.044469540 10.0.0.11 10.0.0.12 ICMP 98 Echo (ping) request id=0x0511, seq=4/1024, ttl=64 (reply in 10)
10 3.044519007 10.0.0.12 10.0.0.11 ICMP 98 Echo(ping)reply id=0x0511, seq=4/1024, ttl=64 (requestin 9)
11 4.068466358 10.0.0.11 10.0.0.12 ICMP 98 Echo (ping) request id=0x0511, seq=5/1280, ttl=64 (reply in 12)
12 4.068516316 10.0.0.12 10.0.0.11 ICMP 98 Echo (ping)reply id=0x0511, seq=5/1280, ttl=64 (requestin 11)

Pucynok 10 — Kanpst PDU ICMP-3anpoca

He mensia Be160op kaapa PDU B BepxHeM pasjiene oKHa, NepeliuTe B CpeaHui
pasnen. llenkuure crpenky cineBa oT crpoku Ethernet II, uroOsl mpocMoTpeTh
MAC-anpeca nCTOYHHMKA ¥ HA3HAYCHUS.

3 0.000306312 10.0.0.11 10.0.0.12 98 Echo (ping) request id=0x0511, seq=1/256, tti=64 (reply in 4}

4 0.000386121 10.0.0.12 10.0.0.11 ICMP 98 Echo (ping)reply id=0x0511, seq=1/256, ttl=64 (request in 3)

~ Ethernetll, Src: 6a:a5:e3:30:3f:22 (6a:a5:e3:30:31:22), Dst: 06:a2:73:1d:6a:24 (06:a2:73:1d:62:24)
~ Destination: 06:a2:73:1d:6a:24 (06:32:73:1d:62:24)
Address: 06:a2:73:1d:6a:24 (06:a2:73:1d:6a:24)
wone T cits e = LG it Locally administered address (this is NOT the factory default)

0 . =G bit: Individual address (unicast)
¥ Source: 6a:a5:e3:30:3f:22 (6a:a5:e3:30:3f:22)
Address: 6a:a5:e3:30:3f:22 (6a:a5:e3:30:3f:22)
[ P LG bit: Locally administered address (this is NOT the factory default)
cen 00 s s e oo = G bit: Individual address (unicast)
Type: IPv4 (0x0800)

Pucynox 11 — ITpocmotp MAC-aapeca nctouHrka U Ha3HAYEHUS

Bo1 omxHBI Oyi€Te OTHPABUTH X0 3aMPOCHI C MOMOIIBI0 KOMaH/ bl ping Ha
yAaJICHHBIE Y3JIbl (PacIoJIOKEHHbIE 3a MpeiesiaMU JIOKAIHBHOW CETH) U U3YYHUTh
JlaHHbIe, C(OOPMUPOBAHHBIC STUMHU 3aMIPOCAMU. 3aTEM BaM HYKHO OyJeT
ONPEAECTUTD PA3TUUUA MEXKIY dTUMH JaHHBIMU U JAHHBIMH, KOTOPBIE BBl U3y4asn
B yacTu 1.

B xomanmHO#M cTpoke mininet 3amycTUTe OKHa TepMuHaia Ha y3nax H4 u R1.

“Node. H" . x
x one [rootBzeclps analystls []
[rootseclps analustl# ifconfigll

Pucynok 12 — Okna TepmuHana Ha y3nax H4 u R1

B xomangHoii ctpoke Ha y3ine H4 BBemute ifconfig nms mpomepku [Pv4-



aapeca u 3anuimmre MAC-aapec. [loBropure onepanuto s y3na R1.

[rootBzeclps analyst]# ifconfig

Hi-ethO: flagz=4163<UP,BROADCAST ,RUNMIMG MULTICAST> mtu 1500

inet 172,16,0,40 netmazk 200,240,0,0 broadcast 172,31,200,200
ineth fedl::fa33:2effifedd:ficd prefixlen B4 zcopeid Ow20<link>
ether Fa:39:22:48:F9:0d  tequeuslen 1000 (Ethernet)

R¥ packets 1F bytes 1256 (1,2 KiB)

R¥ ertors O dropped O owerrunzs 9 frame O

TH packets 14 bytes 1075 (1,0 Kil)

T errors O dropped O overruns O carrier 0 collizions O

lot flage=F3<UP,LOOPBACK  RUMNING:  mtu ERR3E
inet 127,0,0,1 netmask 255,0,0,0
inetE ::l prefixlen 128 scopeid Oxli<host>
loop  txqueuelen 1000 (Local Loopback)
F¥ packets 0 bytes 0 (0,0 B)
F¥ errors 0 dropped 0 overrunz 0 frame 0
TH packets 0 bytes 0 (0,0 B)
Té errors 0 dropped © overruns 0 carrier 0 collizionsz 0

[rootBzeclps analyst]# [

Pucynok 13 — Ilposepka IPv4-anpeca Ha y3ne H4

x "Mode: R1" i (3l

[rootRseclps analyst]l# ifconfig
Rl-ethl: flage=4163<UP,BROADCAST RUMMING, HULTICAST> mtu 1500
inet 10,0,0,1 netmazk 255,200,250,0 broadcast 10,0,0,200
inetE feli::1838:14Ff1feald:Bef? prefixlen B4 scopeid Ox20<1link>
ether 1a:359:14:49:8::F2 txqueuelen 1000  (Ethernet)
F¥ packetz 52 bytes 3904 (3.8 KiRE)
R¥ errors 0 dropped 0 overruns 0 frame O
T¥ packetz 14 bytes 1076 (1,0 KiBE)
T errors O dropped O overruns 0 carrier 0 collisions ©

Rl-eth2: flags=4163<UP,BROADCAST .RUMMING MULTICAST> mtu 1500
inet 172,16,0,1 netmask 205,240,0,0 broadcast 172,31,200,255
inetE feli:idclZiooffifedlibd3ab  prefixlen B4 scopeid Ox20<1link
ether 4e:l12:cc:7l:b3tab  txqueuelen 1000  (Ethernet)
F¥ packetz 14 bytes 1076 (1,0 KiRE)
R¥ errors 0 dropped 0 overruns 0 frame O
T¥ packetz 16 bytes 1256 (1,2 KiRE)
T errors O dropped O overruns 0 carrier 0 collisions ©

lo: flage=73<UP,LOOPEACK RUNMING> mtu BRL3GE
inet 127,0,0,1 netmask 285,0,0,0
inetk ::1 prefixlen 128 scopeid Oxl0<host>
loop  txqueuelen 1000 {Local Loopback)
R packets 0 bytes O (0,0 B)

Pucynox 14 — Ilposepka IPv4-anpeca na y3ne H4

Wnrepdeiic y3iaa IP-agpec MAC-aapec
H4-eth0 172.16.0.40 fa:392e:48:19:cd
R1-ethl 10.0.0.1 1a:38:14:a9:8e:f2
R1-eth2 172.16.0.1 4e:12:cc:71:b3:ab




Haunurte HOBBINM mepexBar gaHHbIX nporpammont Wireshark na H1, BeiOpaB
Capture > Start (Ilonmyuyenue > Hauats). MoxHO HaxkaTh kHonKy Start (Hauats) nmu
Beect Ctrl-E. I[llenkaute Continue without Saving (IIpomomkxutrs 63
COXpaHEHHUs1), YTOOBI HAYaTh HOBBIN MIEPEXBAaT.

H4 sBnsieTcs cMoaenMpoBaHHBIM YaJICHHBIM cepBepoM. Dxo3amnpoc ais H4
ot H1. Ha 3t; ping 3ampochl JOMKHBI IPUXOTUTH OTBETHI.

x "Node: H1" (SRR E
[rootRseclps analyst]# wireshark-gtk &

[1] 1367

[rootRBseclps analyst]#

(wireshark-gtk:13E7): dbind- tiks 1R+30:48,163: Couldn't comnect to access
ibility bus: Failed to connect to socket Atmp/dbus—-f¥8zAckGLe: Connection refuse
d

Ltk- r 16:a0:43,484: Gtklialog mapped without a tranzient parent, This iz
di=zcouraged,

[rootRseclps analyst]# ping —c 5 172,16,0,40

PING 172,16,0.40 (172,16,0,40) 56(84) bytes of data,

B4 butes from 172,16,0,40% icmp_segq=1l tt1=63 time=0,475 ms
B4 butes from 172,16,0,40% icmp_seq=2 tt1=63 time=0,108 ms
B4 butes from 172,16,0,40% icmp_seq=3 tt1=63 time=0,105 ms
B4 butes from 172,16,0,40% icmp_seq=4 tt1=63 time=0,105 ms
B4 butes from 172,16,0,40% icmp_seg=h tt1=63 time=0,073 ms

-—= 172,16.0,40 ping statistics —-

b packets transmitted, 5 received, OF packet lozs, time 4092ms
rtt mindavgdmaxdmdey = 0,07840,174/0,475,/0,151 ms

[FootRzecOpz analyzt]# |]

Pucynox 15 — 9xo3anpoc ana H4 ot H1

[Ipocmotpute coOpanubie nanubie B nporpamme Wireshark. Mzyuure IP- u
MAC-anpeca, Ha KOTOpbI€ BBl OTIpaBWIM 3x03arpoc. OOparure BHUMaHHUE, YTO
MAC-anpec — mns untepdeiica Rl-ethl. Vkaxurte IP- 1 MAC-aapec mecrta
Ha3HAYCHMUSI.

) ] Q e BB ol #EE®
Fitter: | icmp ~ | Expression Clear Save
6 1.001321746 172.16.0.40 10.0.0.11 ICMP 98 Echo (ping) reply id=0x0588, seq=2/512, ttl=63 (requestin 5)
7 2.044417670 10.0.0.11 172.16.0.40 ICMP 98 Echo (ping) request id=0x0588, seq=3/768, ttl=64 (reply in 8)
8 2.044478616 172.16.0.40 10.0.0.11 ICMP 98 Echo (ping)reply id=0x0588, seq=3/768, ttl=63 (requestin 7)
9 3.068634309 10.0.0.11 172.16.0.40 ICMP 98 Echo (ping) request id=0x0588, seq=4/1024, ttl=64 (reply in 10)
10 3.068695663 172.16.0.40 10.0.0.11 ICMP 98 Echo (ping)reply id=0x0588, seq=4/1024, ttl=63 (request in 9)
11 4.092272915 10.0.0.11 172.16.0.40 ICMP 98 Echo (ping) request id=0x0588, seq=5/1280, ttl=64 (reply in 12)
12 4.092320454 172.16.0.40 10.0.0.11 ICMP 98 Echo (ping) reply id=0x0588, seq=5/1280, ttl=63 (requestin 11)

~ Ethernet 11, Src bazab:e3:30:31:22 (barad:e3:30:31:22), Ust: Tar38:14:a9:8e:12 (1a:38:14:a9:8e:12)
~ Destination: 1a:38:14:a9:8e:f2 (12:38:14:a9:8e:12)
Address: 1a:38:14:a9:8e:f2 (12:38:14:39:8e:f2)
U DR = LG bit: Locally administered address (this is NOT the factory default)
SO =1G bit: Individual address (unicast)
- Source: 6a:as: f:22 (6a:a5:23:30:3F:22)
Address: 6a:a5:e3:30:3f:22 (6a:a5:e3:30:3f:22)

— LA hit: Lacalh adminictarad ardd

1 Ithic ic M
0000 1238 14 a9 8e 2 6baad e3 30 3f 22 08 00 =il .8, |
ALV B00 54 94 7240 0040 01 ef eb0a 00 00 0b ac 10QT.2@.@. .......
0020 [0 08 00 8c5c05 88 000156 0dac60 0000 [..\. V..

0030 0000 %ad9 0a000000 0000101112131415 ...

Pucynox 16 — IP- u MAC-angpec mecta Ha3HAYSHUS




B rmaaom okne BM CyberOps BBenute quit, 9T00b1 OCTaHOBUTH Mininet.

mininet: guit
¥*¥*¥ Stopping 0 controllers

Host=

Oone
[analystEsecOps ~1% I

Pucynox 17 — OcranoBka Mininet

J171s1 TOro 4TO0OBI OYMCTUTD BCE ITPOIIECCHI, KOTOPBIEC UCITOIL30BAIKCH Mininet,
BBEIMTE KOMaHTy sudo mn - ¢ B KOMaHTHOW CTPOKE.

[k[:.:ii;g_it.:]]»f:- ’

Pucynok 18 — Ouurienue nporeccoB Mininet



4.4.2.8 JlabopaTtopHas padota. AHaau3 kaapoB Ethernet ¢ nomomnbio
nporpammbl Wireshark.

Yacre 1: U3yuenne moJieii 3arosioBkoB B kajape Ethernet 11

B yactu 1 BbI U3yunTeE MO U COJIEPKAHUE 3arOJIOBKOB B ITPEAOCTABIEHHOM
Bam kazape Ethernet II. Jlns storo Oyner HCHoNb30BaH IepexBaT JJTaHHBIX
nporpammoit Wireshark.

[Iar 1: IIpocMoTpuTe AJIMHBI M ONTUCAHUS T0JIeH 3aroioBkoB Ethernet II.

Har 2: U3yuute xaapel Ethernet B maHHBIX, MepexBaueHHBIX MPOTPAMMOM
Wireshark.

[lokazaHHBIN HIDKE pe3yabTaT 3axBaTa JaHHbIX B mporpamme Wireshark
O0TOOpaKkaeT MaKeThl, KOTOPhIC OB CTCHEPUPOBAHBI C TTIOMOIIBIO KOMAaHBI ping,
otnpasieHHoil ¢ y3na I[IK Ha numo3 mo ymomuanuio. B mporpamme Wireshark
BKIIIOYeH GuibTp st mpocmorpa Toibko ARP- u ICMP-nmporokonos. Ceanc
HaunHaetcs ¢ ARP-3anmpoca MAC-aapeca MapuipyTu3aTopa 1UI03a, 32 KOTOPBIM
CJIIEAYIOT YETBIPE 3X03aIIpOCa U OTBETA.

[ar 3: U3yuute conepxanue 3aronoBkoB Ethernet II 8 ARP-3ampoce.

Anpeca ypoBHs 2 juis kajapa. JlJIMHa KakI0ro ajpeca CocTaBisieT 48 OUT win
6 OKTETOB, BRIpXKCHHBIX 12 miectHamauarepuunbiMu mudpamu: 0-9, A-F. OOmwuit
dbopmar — 12:34:56:78:9A:BC. IlepBbie mIECTh IIECTHAILATEPUYHBIX YHCEI
0003Ha4Yar0T MPOU3BOIUTEIIS CETEBOM IIIATHI, a MOCIETHUE — €€ CEPUMHBIN HOMED.
AJllpec Ha3HAuYCHHS MOXET OBITh aJApPecoOM IIUPOKOBEIIATEIBLHON PaCChUIKU
(COCTOSIIIIMM TOJIBKO U3 €IMHMI]) WIH OJHOAJAPECHOU PACCHUIKH. AJpec UCTOUYHHKA
BCET/Ia ABJISIETCS aIPECOM OJHOAIPECHON PACCHUIKH.

Yacrtp 2: IlepexBart u aHaau3 kaapos Ethernet ¢ nomoumbio nporpammsli
Wireshark

3amycTuTe W BBINIOJHUTE BXOJ B CBOIO pabouyto cranmuio CyberOps ¢
UCIIOJIb30BaHUEM CIICAYIOIIUX YUETHBIX JaHHBIX.

OTkpoliTe SMyJIATOp TEPMUHAIA AJIS 3allyCcKa mininet U BBEIUTE CIETYIOIIYIO
KOMaH/1y B KOMaHIHOH cTpoke. B oTBeT Ha 3ampoc BBeAUTE cyberops B KauecTBe
napossl.

Edit View Terminal Tabs Help

Pucynok 19 — Tononorus y3ios



B koMaHHO# cTpoke mininet 3amycTUTe OKHA TepMHHAJa Ha y37ie H3.

X "Mode: H3" T el
[rootRzeclps analuyst]s

Use Iface

0 Ri-eth2

Pucynox 20 — OxHo y3na H3

B xomangnoil ctpoke Ha y3ine H3 BBeaute ifconfig mns mposepku [Pv4-
anpeca u 3anumute MAC-aapec.

x_ "Mode: H3" =[]

[rootBzseclps analyst]# ifconfig
Hi-eth(: flags=4163<UP . BEOADCAST EUNMING MULTICAST> mtu 1500
inet 10,0,0,13 netmazk 205,250,250,0 broadcast 10,0,0,255
inetE feB0::dBdl:I1ff:febB:2140 prefixlen B4 zcopeid Ow20{link>
ether dardl:91:68:21:4% twxqueuslen 1000  (Ethernet)
R¥ packets 37 bytes 2914 (2.3 KilB)
R ertors 1 dropped O overruns O frame 0
TH packets 10 bytes 736 (736,00 B)
T¥ errors @ dropped O overruns 0 carrier O collizions O

lat flage=73<UP.LOOPBACK  RUNHING: mtu BR536
inet 127.0,0,1 netmask 205,0,0,0
ineth 11l prefixlen 128 scopeid Oxl0<host>
loop txgqueuelen 1000 (Local Loopback)
R¥ packets 0 bytes 0 (0,0 B)
B errors 0 dropped 0 overruns O frame 0
T¥ packets 0 bytes 0 (0,0 B)
T# errors 0 dropped O overrunz 0 carrier © collizions O

[root@secOps analyst]# ]

Pucynok 21 — BeiBoj ceTeBbIxX nHTEpdeiicoB y3na H3



Nurepdeiic yzna IP-aapec MAC-anpec
H3-ethO 10.0.0.13 da:d1:91:68:21:45

B xomangno#t ctpoke Ha y3ie H3 BBeauTe netstat -r, 4ToOBI MOKa3aTh
UH(OPMAITUIO O TILTI03E TI0 YMOJTYAHHUIO.

x "Node: H3" G = (O

Hi-ethi: flagz=4163<UP.BROADCAST . RUMMIMG MULTICAST>  mtu 1500
inet 10,0,0,13 netmask 205,200,250,0 brosdocast 10,0,0,255
ineth fel0irdddl:91ffifefd:214h  prefixlen B4 scopeid Ox20<link>
ether da:dl:91:68:21:4% txqueuelen 1000 (Ethernet)
F¥ packets 37 bytes 2914 (2.8 KiB)
R¥ ertors 0 dropped @ overrunzs 0 frame 0
T# packets 10 bytes 736 (736.0 B)
T ertors 0 dropped O overrunz O carrier 0 collizions 0

lo? flage=73<UP,LOOFBACK ,RUNNING: mtu EDL3E
inet 127,0,0,1 netmask 205,0,0,0
inetE 131 prefixlen 128 scopeid OxlO<hosts
loop  txqueuelen 1000 (Local Loopback)
F¥ packets 0 bytes 0 (0,0 B)
R¥ ertors 0 dropped @ overruns 0 frame 0
TH packets 0 bytes O (0,0 B)
T ertors 0 dropped O overrunz O carrier 0 collizions 0

[rootRzeclps analyst]# netstat -r
kertel IP routing table

Destination Gateway Germask Flags M55 Window irtt Iface
default _gateway 0,0,0,0 |G 00 0 Hi—ethi
10,0,0,0 0,0,0,0 200,200, 256,0 U 0o (1 H3-ethi)

[roctBseclps analuyst]# [l
Pucynox 22 — udopmariys o MUI03€ M0 yMOTYAHUIO

B okxne Tepmunana nis yzna H3 BBegute arp -n, 4ToObI MOKa3aTh COACPKUMOE
xoma ARP.

x "Node: H3" G = (g

inet 10,0,0,13 rnetmask 255,205,205,0 broadcast 10,0,0,255

ineth fedl::d8dl:91ff:fekl:214h prefixlen B4 scopeid Ox20<1ink>
ether dazdl:91:63:21:45 txqueuelen 1000 (Ethernst)

F¥ packets 37 bytes 2914 (2,8 KiB)

F¥ errors 0 dropped O owerruns 0 frame 0

T4 packetz 10 bytes 795 (795.0 B)

Té errors 0 dropped © overruns 0 carrier 0 collisions O

lot Flage=73<UP,LOOPBACK RUMMING: mtu BRG3E
inet 127,0,0,1 netmask 255,0,0,0
inetE ::1 prefixlen 128 =zcopeid Ox10<host>
loop  txqueuelen 1000 {lLocal Loopback)
FX packets 0 bytes O (0,0 B)
B¥ errors 0 dropped @ owverruns 0 frame 0
T4 packetz 0 bytes 0 (0,0 BE)
T errors 0 dropped O overrunz 0 carrier O collisions O

[rootlseclps analuyst]# netstat -r
kernel IP routing table

llestination Gateway Genmazk, Flage M55 Window irtt Iface
default _oateway 0,0,0,0 G 0o 1 H3-ethi
10,0,0,0 0,0,0,0 256,200, 255,0 U Qoo 0 H3-ethn

[rootlzeclps analust]# arp -n
[rootBseclps analyst]é [l

Pucynok 23 — Conepxxumoe K3Hl ARP



Ecim B xome ectb kakue-mnOo cBeienus ARP, oumcrture nx, BBead
cienytouryro komanny: arp -d IPagpec. IloBTopuTe, moka Bce K3LIMPOBAHHbBIE
CBEJICHUS HE OYIyT yJaleHbI

B oxne tepmunana s y3na H3 otkpoiite Wireshark n Haunute mepexsar
nakeToB 111 uHTepdeiica H3-ethO.

a Capturing from H3-etho [Wireshark 2.5.1] [N

File Edit View Go Capure Analyze Statistics Telephony Tools Internals Help
© @ W Q¢ »vay BE ol #EE® &

Filter ~ | Expression..  Clear  Appl

Pucynok 24 — Ilepexsat makeroB ais H3-eth0

B Ttepmunane Ha H3 ormpaBpTe 3X03ampoc Ha HUIO3 IO YMOJYAHHUIO U
OCTaHOBUTECH IIOCJIE OTIPABKU 5 AKETOB 3X03aIpoca.

X "Node: H3" e B3
default _gateway 0.0,0,0 UG a0 (1t H3-ethi
10,0,0,0 0,0,0.0 250,205,200,0 U 0o 0 H3-ethl
[rootRsecOps analyst1# arp -n
[rootizeclps analyst]# wireshark-gtk &
[1] 1663

J [root@seclps analyst]#
{wireshark-gtk:1683): dbind- #kr 17:02:33,894: Couldn't comnect to access

ibility bus: Failed to connect to socket Atmp/dbus—fR8zfAoECCe: Comnection refuse
d

Gtk-Hessage; 17:02:34,2307 Gtklialog mapped without a tranzient parent, Thiz is
N discouraged,

[rootBseclps analyst]# ping —c 5 10,0,0,1

PING 10,0.0,1 (10,0,0,1) 56(B84) butes of data.

B4 bytes from 10,0,0,1: icmp_seq=l ttl=E4 time=0,E1E ms
3 B4 bytes from 10,0,0,1: iemp_seq=2 ttl=64 time=0,097 m=
B4 bytes from 10,0,0,1; icmp_seq=3 ttl=E4 time=0,097 ms
B4 bytes from 10,0,0,1; icmp_seq=4 ttl=E4 time=0,099 ms
B4 bytes from 10,0,0,1; icmp_seq=5 ttl=64 time=0,113 ms

-—- 10,0,0,1 ping statistics ——

5 packets transmitted, 5 received, 0F packet loss, time 4107ms
rtt mindavaimaxdmdey = 0,095/0, 202/0,616/0,208 ms

[rootRsecOps analust]# [

Pucynok 25 — OtrnpaBiieHr€e 3X03apocoB Ha LUTI03 0 YMOTYaHUIO

ITocne 3aBepuieHWss KOMaHIBI ping OCTAaHOBUTE IIepexBaT JaHHBIX
nporpammoit Wireshark.

A *H3-ethO [Wireshark 25.1] e
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
©® 4 m Bl xX¢E Q vz BB sl AEHE@W &
Filter: - Expression... Clear Apply Saw
15 44.031204443 3e:72:ad:db:da:97 da:d1:91:68:21:45 ARP 42 Who has10.0.0.13? Tell 10.0.0.1
16 44.03122572: da:d1:91:68:21:45 3e:72:ad:db:da:97 ARP 42 10.0.0.13 is at da:d1:91:68:21:45

» Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0

b Ethernetll, Src: 3e:72:ad:db:da:97 (3e:72:ad:db:da:97), Dst: IPvémcast_02 (33:33:00:00:00:02)
» Internet Protocol Version 6, Src: fe80::3c72:adff:-fedb:da97, Dst: ff02::2
» Internet Control Message Protocol vé

Pucynok 26 — OcTaHOBKa IepexBaTa MakeToB



[Ipumenure ¢unbTp icmp s MepexBaueHHOro Tpaduka, dYTOOB B
pe3ynbTaTax oToOpaxaics Toiabko Tpadux [CMP.

A *H3-eth0 [Wireshark 2.5.1]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©@® 4 m Dfixg Q vay EE oo dEEE g

Filter: icmp - Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

____ICMP 98 Echo(ping)request id=0x06b3, 5eq=1/256, ttl=64 (replyin6)
6 38.70829312¢ 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping)reply id=0x06b3, seq=1/256, ttl=64 (requestin 5)
7 39.70974489¢ 10.0.0.13 10.0.0.1 ICMP 98 Echo (ping) request id=0x06b3, seq=2/512, ttl=64 (reply in 8)
8 39.70979691¢ 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping)reply id=0x06b3, seq=2/512, ttl=64 (request in 7)
9 40.767236051 10.0.0.13 10.0.0.1 ICMP 98 Echo (ping) request id=0x06b3, seq=3/768, ttl=64 (reply in 10)
10 40.76728716< 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping)reply id=0x06b3, seq=3/768, ttl=64 (request in 9)
11 41.79144160¢ 10.0.0.13 10.0.0.1 ICMP 98 Echo (ping) request id=0x06b3, seq=4/1024, ttl=64 (reply in 12)
12 41.79149456¢ 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping)reply id=0x06b3, seq=4/1024, ttl=64 (requestin 11)
13 42.81531729¢ 10.0.0.13 10.0.0.1 ICMP 98 Echo (ping) request id=0x06b3, seq=5/1280, ttl=64 (reply in 14)
14 42.81539285¢ 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping) reply id=0x06b3, seq=5/1280, ttl=64 (requestin 13)

» Frame 5: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0

¥ Ethernetll, Src: da:d1:91:68:21:45 (da:d1:91:68:21:45), Dst: 3e:72:ad:db:da:97 (3e:72:ad:db:da:37)
b Internet Protocol Version 4, Src: 10.0.0.13, Dst: 10.0.0.1

¥ Internet Control Message Protocol

Pucynok 27 — IIpumenenue ¢uastpa ICMP

Ha nanenu cnivcka nakeToB (BEpXHUU pa3fienn) BEIOEpUTE NEPBBIM yYKa3aHHBIM
kaap. B cronbme Info (Mudopmanms) mosisutcs 3Hauenue Echo (ping) request
(Ox03anpoc ¢ ToMoIIbI0 KOMaH bl ping). CTpoKa cTaHEeT CUHEH.

W3yunte nepByl0 CTpPOKY Ha MaHENIM CBEACHUN O MAaKeTe B CPEAHEN 4yacTH
’KpaHa. B 3Toii cTpoke rmokaszaHa JuyiMHa Kajpa (B JaHHOM npumepe 98 Oaiir)

Bropas crpoka Ha manenu Packet Details (CBenenust o makere) mokasbiBaeT,
yro 310 Kagap Ethernet II. Taxxke oroOpaxatorcs MAC-aapeca UCTOYHUKA U

Ha3HAa4YCHMAI.

No. Time Source Destination Protocol Length Info
5 38.70822176: 10.0.0.13 98 Echo (ping) request id=0x06b3, seq=1/256, tti=64 (reply in 6)
6 38.70829312¢ 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping) reply id=0x06h3, seq=1/256, ttl=64 (requestin 5)
7 39.70974489° 10.0.0.13 10.0.0.1 1CMP 98 Echo (ping) request id=0x06b3, seq=2/512, ttl=64 (replyin 8)
8 39.70979691¢ 10.0.0.1 10.0.0.13 1CMP 98 Echo (ping) reply id=0x06b3, seq=2/512, ttl=64 (request in 7)
9 40.767236051 10.0.0.13 10.0.0.1 ICMP 98 Echo (ping) request id=0x06h3, seq=3/768, ttl=64 (replyin 10)
10 40.76728716+¢ 10.0.0.1 10.0.0.13 ICMP 98 Echo (ping) reply id=0x06h3, seq=3/768, ttl=64 (requestin 9)

11 41.79144160¢ 10.0.0.13 10.0.0.1 1CMP 98 Echo (ping) request id=0x06b3, seq=4/1024, ttl=64 (reply in 12)
¥ Ethernet 11, Src da:a1:97:68:21:45 (daid1:91:68:21:45), Dst: 381/ Zad:dbida:y/ (3e:/Z:ad:an:da:y /)
 Destination: 3e:72:ad:db:da:97 (3e:72:ad:db:da:97)
Address: 3e:72:ad:db:da:97 (3e:72:ad:db:da:97)
= LG bit: Locally administered address (this is NOT the factory default)

1G bit: Individual address (unicast)
~ Sour 45

(dard1:91:68:21:45)
Address: da:d1:91:68:21:45 (da:d1:91:68:21:45)
A L bt t o ealhe adeinicta s addense i e MAT tha fxctoe dafal

Pucynok 28 — Crincok rmakeTos

Jlist Toro 4ytoObl mony4yuTh Oonbine uwHbopmarmu o kaape Ethernet 11,
HAXMUTE CTPEJIKY B Hauaje BTOPOU CTPOKHU.

¥ Ethernetll, 5rc dard1:97:68:271:45 (dardT:9T:68:21:45), Dst: 3el/2ad:dbiday / (3el/2:ad:dbiday /)
» Destination: 3e:72:ad:db:da:97 (3e:72:ad:db:da:97)
+ Source: da:d1:91:68:21:45 (da:d1:91:68:21:45)
Address: da:d1:91:68:21:45 (da:d1:91:68:21:45)
... = LG bit: Locally administered address (this is NOT the factory default)
] ... = G bit: Individual address (unicast)

Pucynok 29 — Mndopmanus o xkaape Ethernet 1

[Tocnennue nBe CTPOKU CPEIHETO paszesia coAepKaT MHPOPMALMIO O MOJe
JnaHHBIX Kajapa. OOpaTuTe BHMMAaHUE Ha TO, YTO JaHHbIe conepkar IPv4-ampeca
UCTOYHUKA U Ha3HAYCHHUS.



S —
Time to live: 64

Protocol: TCMP (1)

Header checksum: 0x4651 [validation disabled]

[Header checksum status: Unverified])

Source: 10.0.0.13

Destination: 10.0.0.1

Pucynok 30 — IPv4-anpeca ncrouyHuka ¥ Ha3HA4YCHUS

JI1st TOro 4To0BI BBIACIIUTD ATY YacTh Kaapa (B IIECTHAIUATEPUIHON CUCTEME
u ASCII) na manenu oroOpakeHUs MakKeTa B BUIE IMOCIEIOBATEIbHOCTH OalTOB
(HWOKHHN pa3fen), MEeJKHUTE JTI00YI0 CTPOKY B cpeiHeM paszzene. Haxmure cTpoky
Internet Control Message Protocol B cpemnemM pasmene U OCMOTPUTE, 9TO OyaeT
BBIICJICHO Ha MaHeNIu 0TOOpaKeHUs TaKeTa B BUJIE MOCIIEI0BATEILHOCTH OalTOB.

» Internet Protocol Version 4, Src: 10.0.0.13, Dst: 10.0.0.1
[ internet Contral Message protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x4428 [correct]
[Checksum Status: Good]
Identifier (BE): 1715 (0x06b3)
Identifier (LE): 45830 (0xb306)
Sequence number (BE): 1(0x0001)
Sequence number (LE): 256 (0x0100)
Response frame: 6
Timestamp from icmp data: May 24, 2021 17:04:41.000000000 EDT
[Timestamp from icmp data (relative): 0.384372256 seconds]
e e Y T e e e e
[WFLG 08 00 44 28 06 b3 00 01 €9 14 ac 60 00 00|
[MoE[000 00 53 db 05000000 000010111213 1415
[MLUN16 171819 1a1b1c1d 1e 1202122 23 24 25
[VoE1l26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35M&'()¥+.- /012345

Pucynox 31 — Ilanenb oToOpaxeHus: IakeToB

Haxmure nukrorpammy Start Capture (HauaTe mepexsar), 4ToObl HadaTh
HOBBI MepexBaT JaHHbIX B mporpamme Wireshark. OTkpoercst BCIUIbIBAIOLIEE OKHO
C MPEAJIOKEHUEM COXPAaHUTh NPEIbIAYIIUE TepEeXBaYeHHbIE TAKEThI B (haii rnepen
HayajoMm HoBoro rnepexBara. Haxxmure Continue without Saving (ITpomomkuTs 6e3

COXPaHEHHS).

B okne Tepmunaina y3na H3 ornpasere 5 nakeToB 3xo03anpoca Ha 172.16.0.40.

y

T "Node: H3" (TS X

0,0,0,1: icmp_seq=2 ttl=64 time=0,097 mz
B4 bytes from 10,0,0,1: icmp_seq=3 ttl=64 time=0,097 ms
0,0,0,1: icmp_seq=4 ttl=64 time=0,095 mz
0,0,0,1: icmp_seq=5 ttl=64 time=0,112 mz

J == 10,0,0,1 ping statistics -——-

b packetz transmitted, 5 received. OF packet lozs. time 4107ms

rtt mindavgimaxsmdey = Q,095/0, 203/0,616/0, 2068 mz

[rootRzeclps analyst]#

(wireshark-gtk:1BE3): Gtk-CRITICAL **: 17:06:08,534: gtk_box_gadget_distribute:
azzertion 'szize »>= 0' failed in GtkScrollbar

[rootRseclps analuyst]# ping —c 5 172,16,0,40
{PING 172,16,0,40 (172,160,400 SE(B4) bytes of data.
164 bytes from 172,16,0.40: icmp_seq=l tt1=63 time=0,372 ms
64 bytes from 172,16,0,40% icmp_seq=2 ttl=E63 time=0,073 ms
64 bytes from 172,16,0,40% icmp_seq=3 ttl=63 time=0,0398 ms
B4 bytes from 172,16,0,40% icmp_seg=4 ttl=63 time=0,107 ms
B4 bytes from 172,16,0,40% icmp_seq=% ttl=E3 time=0,100 ms

-— 172,16,0,40 ping statistics ——

b packetz transmitted, 5 received. OF packet lozs. time 4089ms
rtt mindavgimaxsmdey = 0,079/0,151/0,372/0,111 m=

[Foot@seclps analyst]# ]

Pucynok 32 — OTmpaBka akeToB X03ampoca



OcTaHoBHTE 3aXBaT MaKETOB MO 3aBEPIICHUH KOMaH/ ping.

A #H3-etho [Wireshark 2.5.1] EEEE

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

- > 3 == ’
© @ ] BEHxXg Q a2 BB gl WEE®
Filter: icmp - Expression... Clear Apply Save
9 4.089587126 10.0.0.13 172.16.0.40 ICMP 98 Echo (ping) request id=0x06da, seq=5/1280, ttl=64 (reply in 10)
10 4.089645520 172.16.0.40 10.0.0.13 ICMP 98 Echo (ping) reply id=0x06da, seq=5/1280, ttl=63 (request in 9)

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
» EthernetIl, Src d 91:68:21:45 (da:d1:91:68:21:45), Dst: 3e:72:ad:db:da:97 (3e:72:ad!
¥ Internet Protocol Version 4, Src: 10.0.0.13, Dst: 172.16.0.40
~ Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: Oxca19 [correct]

[Checksum Status: Good]

Tdentifier (BE): 1754 (0x06da)

Identifier (LE): 55814 (0xda06)

Sequence number (BE): 1 (0x0001)

Seduence number (LF: 256 (0x0100)

Pucynok 33 — OctaHoBKa 3axBaTa IaKETOB



45.24 JladopatopHas padora. HalOawgenne 3a  mpoueccom

TPEXCTOPOHHEr0 KBUTHPOBaHUS NPoToKoJa TCP ¢ momMombio nmporpaMmmsl
Wireshark

B nanHoit maboparopHoii paboTe BaMm MPEACTOUT BOCIIOIb30BATHCS
nporpammoirt Wireshark st mepexsara u uzydeHus: nakeToB, KOTOPbIMU
obmenuBarotcs opaysep 1K, ucnons3yromuit HTTP-nipoTokosn, u Be6-ceprep,
HanpuMep WWWw.google.com.

IIpn nepBoMm 3amycke Ha y3ie npwioxenus, Hanpumep, HTTP nnu FTP,
nporokon TCP ycraHaBnuBaeT Mexay ABYyMs y3i1aMu HajexHblii TCP-ceanc
C IOMOIIBIO TPEXCTOPOHHETO KBUTUPOBAHUS.

Yacrp 1: IloaroroBbTe X0CTHI A5 epexBaTa Tpaguka

3anyctutre BUpTyaibHyto MamuHy CyberOps. Boiinure B cucremy mnoj
UMEHEM Mojb30BaTels analyst ¢ maposnem cyberops.

3anyctute Mininet.

[analystE@secOps ~1%

[=udo] o

Pucynok 34 — 3anyck Mininet

3anyctute xoct H1 u H4 B Mininet.

T “Node: H1" +NE =N o

[rootBzeclps analyst]# ping —c 5 172,16,0,400 [rootBseclps analyst1# []

Pucynok 35 — 3anyck xoctoB H1 u H4 B Mininet


http://www.google.com/

3amyctute BeO-cepBep Ha H4.

-

x "Node: H4" [
[rootBseclps analyst]# ‘homesanalystslab,support,files/scripts/reg_server_start
zh

[rootBseclps analyst]# ‘homeanalystslab,suppart.files/scripts/reg_server_start [
zh

2021405424 17341305 [emerg] 2086420863 bind() to 0,0,0,0:80 failed (38: Address
already in use)

2021405424 17341305 [emerg] 2086420865 bind() to 0,0,0,0:80 failed (38: Address
already in use)

2021405424 17341305 [emerg] 2086420865 bind() to 0,0,0,0:80 failed (38: Address
already in use)

2021405424 17341305 [emerg] 2086420865 bind() to 0,0,0,0:80 failed (38: Address
already in use)

2021405424 17341305 [emerg] 2086420865 bind() to 0,0,0,0:80 failed (38: Address
already in use)

2021705724 171412058 [emerg] 2086420863 still could not bind()

[rootRseclps analust]# 1

Pucynok 36 — 3amyck BeO-cepBepa Ha H4

3amyctute Be0-0003peBaresb Ha H1. DTo 3aliMeT HECKOILKO MUHYT.

T "Node: H1" [FAEN

[root@secOps analyst]® firefox &

[1] 1944

[root@seclps analyst]# firefox &

5] Try [2] 2108 No Thanks Import Now
[1]  Dore Firefox

[root@secOps analustle |

I d v

¥ amazon twitter

Pucynox 37 — 3amyck Be0-0603peBarens Ha H1

Korna otkpoetcs okno Firefox, 3amycture ceanc tcpdump B Tepmunaie ¥Yzen
H1 u ornpaBbTe BbIXO/IHBIE AaHHBIE B ¢aiisl ¢ uMeHeM capture.pcap. C mOMOIIbIO
napamMeTpa -v MOXKHO OTCJEXHBAThb XOJ BBINOJHEHUS. JTOT MepexBar Oyner
OCTaHOBJIEH Tociie 50 makeToB, Tak Kak ykaszaH napameTtp -C 50.

x "Node: H1" e Bl
[roctRszeclps analyst]# firefox &

[1] 1944

[roctRszeclps analyst]# firefox &

[2] 2109

[1]  Tore firefox

[root@seclps analyst]# topdump -i Hl-ethQ -w -c 50 -w /homesanalyst/capture,pca

P
tepdump: listening on Hl-ethl, link-tupe EN1OME (Ethernet). capture size 2E2144
bytes

Bot 28

Pucynok 38 — Pabora ceanca TCPDump



[Tocne 3amycka cimykeOHOM mporpammbl tcpdump OBICTPO HEpeNauTe IO
aapecy 172.16.0.40 B Be6-o603peBarene Firefox.

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Pucynoxk 39 — Be6-00603peBatens nmporpammsl tcpdump

Yactp 2: AHAJIU3 NAKEeTOB ¢ MOMOIbI0 nporpammbl Wireshark

Haxxmure ENTER (BBOJ), uyToOBI BBIBECTM Ha SKpaH MpUTIJIALICHUE.
3anycture nporpammy Wireshark na y3ne H1. Haxmute xHonky OK B oTBeT Ha
NpeaynpexIeHue  OTHOCHTENbHO  3amycka  Wireshark B kadecTBe
CYyTepIioIb30BaTEsl.

DEVELOPYENTVERSION  The World's Most Popular Network Protocol Analyzer
WIRES HARK Version 2.5.1

Capture . Fils ] _____ online |
_ Interface List =1 Open & Website
& e tist of the capture interfaces Open a previously captured file Visit the project’s website
(counts incoming packets)
Open Recent: User's Guide

A Start The User's Guide (online version)

" Choose one or more interfaces to capture from, then Start ) Sample Captures
GElHi-etho Arich assortment of example capture files on the wiki ® Security
Eany Work with Wireshark s securely as possible
] Loopback: lo

) bluetooth-monitor
£#Inflog
2 nfqueue

Pucynox 40 — 3anyck nporpammbr Wireshark na y3ine H1

B mnporpamme Wireshark menkunute File (®aitn) > Open (OTKpBITH).
Bribepute  coxpaneHHoil  (aitn  pcap, pacmoyIOKEHHBIM O  ajpecy
/home/analyst/capture.pcap.

L Wireshark: Open Capture File L X
ot
‘ ® Recent « [  home analyst »
{ar Home Name ~  Size Modified
|| apnic-traceroute.txt 418 bytes 1542
Desktol L
capture.pcap ! ;
E P it 5.5 kB 17:45
[ analyst || cisco-traceroute.txt 416 bytes  15:38
Desktop 22 Mar 2018
[ Filesyst.. & [EJ Downloads 22 Mar 2018
[EJ lab.supportfiles 19)ul 2018
second_drive ar
d_d 21 Mar 2018

+ Other Locations

Pucynok 41 — ®aiin pcap



[Ipumenurte GunbTp tcp K COOpaHHBIM JaHHBIM. B 3TOM npumMepe nepBbie Tpu
KaJipa IpeJICTAaBIISIIOT CO00M MHTEPECYIONINI Hac Tpaduk.

Filter tcp v Expression Clear

No. Time Source Destination Protocol Length Info

1 0.000000 10.0.0.11 172.16.0.40 74 58716 - 80 [SYN] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PEH
2 0.000081 172.16.0.40 10.0.0.11 TCP 74 80 - 58716 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1:
3 0.000082 10.0.0.11 172.16.0.40 TCP 66 58716 — 80 [ACK] Seq=1 Ack=1 Win=29696 Len=0 TSval=3864%
4 0.000194 10.0.0.11 172.16.0.40 HTTP 356 GET /favicon.ico HTTP/1.1

Pucynok 42 — IIpumenenue ¢unbtpa tcp

B stom mpumepe kaap 1 mpexncraBisier co00il Hadyajao TPEXCTOPOHHETO
kBuTupoBanus Mexay [IK u cepBepom Ha H4. [Ipm HE0OXOOMMOCTH HA NMaHETU
CIUCKa MaKeTOB (BEPXHUU pa3/esl OCHOBHOTO OKHA) BBIOEPUTE NIEPBBIN MAKET.

Ha manenmn cBeneHMM O makerax HaXMHUTE CTPEIKY ClIEBa OT CTPOKHU
Transmission Control Protocol (IIpoTokon ympaBieHust nepepadeid aHHBIX) B
obsactu moApOOHONM HHOpPMaUMKU O TMAKeTe, YTOObl YBUIETh MOAPOOHYIO
uHpopmanuio o TCP. Haligute undopmaliuio o moprax HCTOYHUKA U HA3HAYEHUS.

Haxxwmure ctpenky cieBa ot ctpoku Flags (dinarn). 3nauenue 1 o3Hadaer, 4To
¢nar ycranosneH. Haiinure ¢ar, KoTopblil yCTaHaBIMBAETCS B 3TOM IaKETE.

No. Time Source Destination Protocol Length Info
1 0.000000 18.9.0.11 172.16.0.40 74 58716 - 80 [SYN] Seq=0 Win=29200 Len=0 M55=1460 SACK_PER
2 0.080081 172.16.0.46 18.08.0.11 TCP 74 80 - 58716 [SYN, ACK] Seg=0 Ack=1 Win=28960 Len=0 MS55=1:
3 0.000082 18.8.0.11 172.16.0.40 TCP 66 58716 - 80 [ACK] Seg=1 Ack=1 Win=29696 Len=0 TSval=3864%
4 0.000194 18.8.0.11 172.16.0.406 HTTP 356 GET /favicon.lco HTTP/1.1

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: a6:al:15:2c:d8:de (a6:al:15:2c:d8:de), Dst: a2:86:17:7c:c3:65 (a2:86:17:7c:c3:65)
Internet Protocol Version 4, Src: 18.0.8.11, Dst: 172.16.8.48
Transmission Control Protocel, Src Port: 58716, Dst Port: 88, Seq: 0, Len: @
Source Port: 58716
Destination Port: 80
[Stream index: 0]
[TCP Segment Len: 0]
Sequence number: @ (relative sequence number)
Acknowledgment number: @
Header Length: 40 bytes
Flags: 0x002 (SYN)
Window size value: 29200
[calculated window size: 29200]
Checksum: 0xb671 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale

Pucynoxk 43 — Mudopmarius o moprax UCTOUHHUKA U HA3HAYCHUS

BriGepute crnemyronuii makeT TPEXCTOPOHHErO KBUTHpOBaHUSA. B manHOM
npuMepe 3To kKaap 2. OTo BeO-cepBep, OTBEYAIONIMN HA WMCXOJHBIN 3ampoc s
Hayaja ceaHca.



Filter tcp - Expression... Clear Save

No. Time Source Destination Protocol Length Info
1 0.000000 16.8.8.11 172.16.0.408 TCP 74 58716 -+ 80 [SYN] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PEF
2 0.000081 172.16.60.46 10.6.0.11 TCP 74 80 -+ 58716 [SYN, ACK] 5eq=0 Ack=1 W1in=28960 Len=0 M55=1
3 0.000082 10.0.0.11 172.16.0.40 TCP 66 58716 - 80 [ACK] Seqg=1 Ack=1 Win=29696 Len=0 TSval=3864%
4 0.000194 16.08.8.11 172.16.8.40 HTTP 356 GET /favicon.ico HTTP/1.1

Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet IT, Src: a2:86:17:7c:c3:65 (a2:86:17:7c:c3:65), Dst: ab:al:15:2c:d8:de (ab:al:15:2c:d8:de)
Internet Protocol Version 4, Src: 172.16.0.40, Dst: 10.0.0.11
Transmission Control Protocol, Src Port: 8@, Dst Port: 58716, Seq: 0, Ack: 1, Len: 0
Source Port: 88
Destination Port: 58716
[stream index: 8]
[TCP Segment Len: 0]
Sequence number: @ (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 40 bytes
Flags: 0x812 (SYN, ACK)
Window size value: 28960
[calculated window size: 28960]
Checksum: 0xc85a [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
Options: (28 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale

Pucynok 44 — Be6-cepBep

HaKOHGH, BI)I6epI/ITe TpeTI/Iﬁ IMaKCT TPCXCTOPOHHCTO KBUTUPOBAHHA.

Filter tcp - Expression... Clear Save
No. Time sSource Destination Protocol Length Info
1 0.000000 135 ) gl g 1L 172.16.0.40 TCP 74 58716 -+ 80 [S5YN] Seq=0 Win=29200 Len=0 M55=1460 SACK_PEF
2 0.000081 172.16.6.46 10.6.6.11 TCP 74 80 -+ 58716 [5YN, ACK] Seq=0 Ack=1 W1n=28960 Len=8 M55=1:
3 0.000082 10.0.08.11 172.16.0.40 TCP 66 58716 - 80 [ACK] Seg=1 Ack=1 Win=29696 Len=0 TSval=3864]
4 0.0808194 16.60.8.11 172.16.6.46 HTTP 356 GET /favicon.ico HTTP/1.1

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: a6:al:15:2c:d8:de (a6:al:15:2c:d8:de), Dst: a2:86:17:7c:c3:65 (a2:86:17:7c:c3:65)
Internet Protocol Version 4, Src: 10.0.0.11, Dst: 172.16.0.40
Transmission Control Protocol, Src Port: 58716, Dst Port: 80, Seq: 1, Ack: 1, Len: @
Source Port: 58716
Destination Port: 80
[stream index: 8]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
Flags: 0x010 (ACK)
Window size value: 58
[calculated window size: 29696]
[Windoew size scaling factor: 512]
Checksum: 0xb669 [unverified]
[checksum Status: Unverified]
Urgent pointer: 0

Pucynok 45 — BeiOop TpeTbero nakera

Yacre 3: [IpocMoTp nmakeToB ¢ NOMOIIbLIO TpOorpaMmsbl tcpdump

OTkpoiiTe HOBOE€ OKHO TepMHHaja, BBeauTe man tcpdump. Bo3moxxHO,
notpedyercss Haxath kiaBuiry ENTER (BBOJI), uToObl yBUAETH KOMaHIHYIO
cTtpoky. Ha cTpanumnax cmpaBku, JOCTYIHBIX B ONEPAIMOHHON cucteme Linux,
HalIuTe W MpOYMTalTE CBEJACHHS O BapHaHTax BbIOOpa HYKHOM MHQOpMAIMK U3
daiina pcap.



L s dump kraffic

YHOPSIS
tocpdunp =AbdDefhHIJKILNHOpgStulvxX$# ]

immediate-mode ]

nol

Pucynoxk 46 — CBenieHus o BapraHTax BbIOOpa

[lepeiinute K TepMHUHAITY, UCIIOJIB3YyEeMOMY JJis 3amycka Mininet. 3aBepiiure
paboty Mininet, BBeJd KOMaHAy quit B IITaBHOM OKHE TEpMHHaja BUPTYaJIbHOM
MmamuHbl CyberOps.

toppin
pin

oppin
Hi H2

3 Oone
[analyst@EseclOps ~]1%5 I

Pucynok 47 — 3aBepiierne padotsr Mininet

ITocne BpIxoma u3 Mininet BBeautre sudo mn -¢ JyIsi OYMCTKHA MPOIIECCOB,
3anymeHHbIX Mininet. Ilpy mosIBIEHHM COOTBETCTBYIOIIETO 3allpoca BBEIUTE
napoJiis cyberops.

analystlseclps

Pucynok 48 — Ouncrka mporteccoB Mininet



4.5.2.10 JIa6opaTopHasi padora. U3yuenne Nmap

CkaHUpOBaHHUE TTOPTOB OOBIYHO SIBJISCTCS YaCThIO Pa3BEIbIBATCIIBHON aTaKH.
Cy1miecTByeT MHOXKECTBO METOJIOB CKaHUPOBAHUS IOPTOB, KOTOpPHIE MOTYT
WCITOJI30BAThCSA  3JIOYMBIIUICHHHKAMUA. Mpbl OyJeM H3ydaTh HCIIOJIb30BaHUC
yTiuiuTel  Nmap. Nmap - yTuikra ¢ OoJbIuM  HaOOpOM  BO3MOYKHOCTEH,
NpeIHa3HAUCHHAs JUIsi OOHApY)KCHHMS CETEBBIX PECYpPCOB U ayJHTa CpPEJCTB
0Ee30ITacCHOCTH.

Yacrp 1: U3yyenne Nmap

3anmycTure BUPTyallbHYIO MalnHy padouei cranuuu CyberOps.
OTtkpoiiTe TepMUHAIL.

B xoMaHIHOM CTpOKE TepMHMHAIA BBEAATE Man nmap.

[!] Terminal - analyst@secOps:~
File Edit View Terminal Tabs Help
Guide NMaP (1)

nmap - Network exploration tool and security / port scanner

SYNOPSIS
nmap [Scan Type...] [Options] {target specification}

ne agail

ermine u

S are o

ng, what igp

ith supplemental
y among that
Manual

Pucynoxk 49 — Komana man nmap

Ha ctpanuiie cnpaBku MOXHO MCIOJIb30BaTh KJIABUILIHU CO CTPEJIKAMH BBEPX
Y BHU3 JUIsl IPOKPYTKU CTpaHull. MOKHO TaKkKe Ha)KaTh KJIaBUILLY Ipooesa, 4ToOb
nepeiTH BIEpel Ha OJHYy cTpaHuly. J[ias mnoucka ciaydaeB HCHOJIb30BaHUS
OTIPEJIETICHHOI0 CJIOBA UK (Ppa3bl BBEAUTE KOCYIO YepTy (/) WM BOIPOCUTEIbHBIN
3Hak (?), a ciuemoM cnoBo win ¢pasy. Ilpu ucnonb3oBaHUU KOCOH YEPTHI
BBITIOJIHSETCS] TIOUCK BIIEpE MO TOKYMEHTY, a BOINPOCUTENBHOIO 3HAKA — TOMCK
Ha3aJl Mo J0KyMeHTy. Kirod n mepeBoAMT K CIIEAyIONIEMY COBIAICHUIO.

Beemute /example w HaxkxMuTe KIaBUINY BBOJAA. ByJIET BBINOJHEH MOMCK
CJIOBA MPUMEP BIEPE]] [0 CTPAHULIEC CITPABKH.



= Terminal - analyst@secOps:~
File Edit View Terminal Tabs Help
Nmap Reference Guide NMAP (1)

nmap - Network exploration tool and security / port scanner

SYNOPSIS
nmap Type...] [Options]

|alls are
3 nile Nm
and nptwork acdmin
ntory,

The output from Nmap is a list of anned t
information on each depending on t optio

Pucynox 50 — BBoj koMaH/IbI Jj1s TOKMCKA

u Terminal - analyst@secOps:~
File Edit View Terminal Tabs Help
A typical Nn an is shown in 1. The only Hmd[J an
m are —A, to enable and versi i
eroute; -T4 for faster execution; and then the
1. A representative Nmap scan
# nmap —A -T4 scanme.nmap.org
(74.207.244.221)

221 .members.linode.com

STATE JICE  VERSION
open ss O H 5.3p1 Debian 3ubuntu? {(protocol

d9:b9:dd (

filtered ldp
'pn filtered H. ) 3
Manual page nmap(l) line 44 (press h For help or g to quit)

Pucynok 51 — Pe3ysnbrar noucka ciioBa example

Yacrs 2: [IpoBepka Ha HAJIM4YNE OTKPBITHIX IOPTOB

[Ipu HEOOXOAUMOCTH OTKpOMTE TEpMUHAT HAa BUPTyaJbHOW MamwHe. B
KOMaHJIHOM cTpoke BBeAauTe nmap -A -T4 localhost. B 3aBucumoctu oT JIoKanbHOMN
CeTU U YCTPOWCTB CKAHUPOBAHUE MOMKET 3aHATh OT HECKOJBKHX CEKYHJ [0
HECKOJIbKUX MUHYT.



[analystEseclps ~1% I

Pucynok 52 — BeiBox komaner Nmap -A -T4 localhost

B xomaHzHYyI0 cTpoKy TepMuHaiia BBeaute ifconfig, utoosl onpeaenuts I1P-
aJipec M MacKy TOJICETH JIJISl 3TOTO XOCTA.

[analyst@EsecOps ~]15 ifconfi
enp v fla 416 IF . EROFR =] AST > ntu 1500
i 10.0.
ope i
(Ethernet)

drﬂppéd 0 av i arrier 0 collisions

P, LOOPBACEK ,
0.0.1 net
prefix
n 1000

b =]

dropp ed 0 overruns O 0 collisions

Pucynok 53 — Onpenenenue IP-agpeca u macku xocta

J1J1st TOTO 4TOOBI HANTH JPYTUE XOCTHI B 3TOM JIOKAJILHON CETH, BBEIUTE Nmap
--T4 cereBoii anpec / npedukc.



[analystEsecOps ~1% nmap
ing Mmap 7 { h

018 ftp_t

10
ftp

dwidth 1imi

Pucynok 54 — Beiog koman el nmap -A -T4 10.0.2.0/24

BBenute B KOMaHaHOM CTpoKe TepMUHaIa nmap -A -T4 scanme.nmap.org.

[analyst@secOps ~]1$ nmap

Starting Nmap 7.70 ( 1-05-24 18:30 EDT

Other addresses for scanme.nmap.o
Not shown: 996 filtered ports
PORT STATE SERVICE

open ssh 2ubuntuz. 13 (Ubuntu Linux; protocol 2.0)

67:2b: 34: 6b: 756 (DSA)
9d:b5:b3:05: 14 02 (RSA)
{ECDSA)
25519)
http
-header:
|_http-title:
open nping
open tocpuwr
Info: Linu
Service detect s: f/nmap.orgfsubmit/

on performed, Please report any
Nmap done =

i f
P address (1 host up) scanned in
s ~]%

e
11
[analyst@secOp

Pucynok 55 — BeiBog komanasl Nmap -A -T4 scanme.nmap.org




4.6.2.7 J1aGopaTtopHas padora. U3yuenue nepexsadeHHbIX nakeroB DNS
1 UDP ¢ nomomb10 nporpammsl Wireshark.

Yacrs 1: 3anucek nannbix [P-kondurypannu BM

B wactu 1 BBl Bocmosb3yeTech komaHjgamMu Ha BM pabGoueil craniuu
CyberOps, uto0nl HaiiThu u 3anucatb MAC-aapec u IP-ampec cereBoit
uHtepdeiicHoit miarel cBoerd BM, IP-aapec ykazaHHOro muio3a mo yMOJI4YaHHUIO U
IP-anpec DNS-cepBepa, ykazanHoro miga IIK. 3anumwire 3T JaHHbIE B
NPUBEACHHYIO HIKe Ta0muiy. OHu moTpeOyroTcs BaM JJId aHaldu3a MakeTOB B
CJIeAYIONINX YacTAX JlabopaTopHoi padbotel. IP-anpec MAC-aapec [P-anpec nuto3a
no ymosuanuto [P-agpec DNS-cepgepa.

IP-anpec 10.0.2.15
MAC-anpec 08:00:27:91:a4:d8
IP-anpec nuiro3a no ymoraaHnuo 8.8.4.4

IP-anpec DNS-cepBepa _Qgateway

Otkpoiite Tepmunan Ha BM. BeenuTte ifconfig B koMaHIHYIO CTPOKY, YTOOBI
oToOpa3uTh cBelieHus 00 nutepdeiice.

[analyst@secOps ~]15 ifco
enpls3:

collisions O

collisions O

[analyst@EsecOps ~]135 I

Pucynok 56 — Beimmonaenne komanzasl ifconfig

B komamgHoii cTpoke TepmuHaima BBeautTe Ccat /etc/resolv.conf s
onpenenenus DNS-cepsepa.

[analystEsecOps ~15%5 at fetcfresaoly, conf
# Resolwver configuration file.
# See s0ly,.confi{6) for details.

4.4

»1ab, 200, 23

[analystEsecOps ~135 I

Pucynok 57 — Beimonnenue koman sl cat /etc/resolv.conf



B komanmHOW CTpoke TepMmMuHajga BBeAUTE netstat -r s oToOpaxeHUs
tabuiel [P-mapmpyruzanuu Ha [P-aapec nuito3a mo yMoa4aHuio.

[analyst@secOps ~]1% netstat -r

Window irtt

_g 0.0.0.0
[analystEsecOps ~]1% I

Pucynok 58 — Brimonnenue komanab! netstat -r

Yacrp 2: [lepexsar 3anpocoB U 0TBeT0B DNS ¢ moMomb0 nporpaMmsl
Wireshark

B oxne Tepmunana 3amycture nporpammy Wireshark u nHaxmute kHonky OK
B OTBET Ha IpUTJIALIICHUE.

‘ The Wireshark Network Analyzer [Wireshark 2.5.1] b o =]l

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e © = \ B -

Filter: Expression... -

DEVELOPMENT VERSION  The World's Most Popular Network Protocol Anal

WIRES HARK Version 2.5.1

L Capture _____§ ____ Fils
Interface List = Open

Live list of the capture interfaces

Open a previously captured file
(counts incoming packets)

Open Recent:

Start
Choose one or more interfaces to capture from, then Start @ Sample Captures

2 lenp0s3 Arich assortment of example capture files on
Ready to load or capture No Packets Profile: Default

apped without a transient parent. This is disco

Pucynox 59 — 3anyck Wireshark

B okue Wireshark Beioepure enp0s3 u3 cnucka UHTEPPEHCOB U HAKMUTE
kHomnky Start (ITyck).

Filter:

Start

Choose one or more interfaces to capture from, then Start

g2 any
i Loopback: lo
€3 bluetooth-monitor

= | o

ﬂPi/IcyHOK 60 — Bei6op enp0s3




Bri6paB nyxHbIi nntepdeiic, Haxkmure Start (Ilyck), 4yToOb HauaTh 3axBar

ITIAKETOB.

A Capturing from enp0s3 [Wireshark 2.5.1] R

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@@ 4ma D Q ¢ > X -
Filter: - Expression... -
Mo. Time Source Destination Protocol Length Ii
1 0.000000000 10.0.2.15 8.8.4.4 DNS 85 5
2 0.000059285 10.0.2.15 8.844 DNS 85 St
3 0.000066783 10.0.2.15 8.8.44 DNS 83 St
4 0.062922732 B.8.4.4 10.0.2.15 DNS 188 5
5 0.062935711 8.8.4.4 10.0.2.15 DNS 200 st
_ O WmTREG SEas el ISR

Pucynok 61 — 3axBar nakeTos

OTtkpolite Be6-0003peBaTelb U BBEAUTE aapec www.google.com. Haxwmure
kiasunny Enter (BBoj), 4ToOBI IPOAOTKUTE.

e =23

Q Google - Mozilla Firefox
G Google x |+
&« G o () @ hepsi/www.google.com - 9 N o =

MouTta KapTuHKW BoiiTi

Google

a |

Pucynok 62 — Anpec www.google.com B Be6-Opay3epe

Kak Tosmbko oTkpoercs rinaBHas cTpanunia Google, HaKMUTE KHONKY Stop
(OcTtaHoBUTH), 4TOOBI OCTAHOBUTH MEpEXBaT AaHHBIX NporpamMmmoint Wireshark.

‘ *enp0s3 [Wireshark 2.5.1] (AR
File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

©® 4w B xg Q v > -

Filter: - Expression... -

No. Time Source Destination Protocol Length Ii

898 105.5365664¢ 10.0.2.15 34.120.237.76 TLSv1.2 100 A

899 105.5372065¢ 34.120.237.76 10.0.2.15 TCP 60 4,

900 105.5977291¢ 34.120.237.76 10.0.2.15 TLSv1.2 100 A

501 105.63841577 10.0.2.15 34.120.237.76 TCP

» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 8.8.4.4 ]
» User Datagram Protocal, Src Port: 43175, Dst Port: 53

0000 5254001235020800 2791a4d8 08004500 RT.5.."....E.
0010 0047 efc6 40004011 32¢50a00020f08 08 .G..@.@. 2....... I
0020 04 04 a8 a7 00350033 185f067f01000001 ... 3.3

0030 0000 000000000967 6574706f636b6574 ... a etpocket

@ @' File: "ftmp/wireshark_enp0s3_202106... Packets: 903 - Displ... Profile: Default

Pucynok 63 — OcTtaHoBKa mepexBarta JaHHbIX



Yactp 3: AHaau3 nepexBadeHHbIX nakeToB DNS nin UDP
B rnaBHoM okHe nporpammbel Wireshark BBenute dns B mone Filter (Ounbtp).
Haxxmute Apply (IIpuMeHUTS).

Filter: dns - Expressiof... -

2 0.000059285 10.0.2.15 8.8.4.4 DNS 83 SII
3 0.000066783 10.0.2.15 8.8.4.4 DNS 85 St
4 0.062922732 B.8.4.4 10.0.2.15 DNS 188 Sf
5 0.062935711 B.8.4.4 10.0.2.15 DNS 200 St
6 0.097723697 B.8.4.4 10.0.2.15 DNS 188 St

Pucynok 64 — I[Ipumenenue uasTpa dns

[Ipumeuanue. Eciu mnocne npumenenust ¢unbTpa DNS Bbl He BuauTe
HUKAKUX PE3YJbTATOB, 3aKpoiTe BeO-0003peBaTeib. B okHE TepMmHHaIa BBEIUTE
ping www.google.com B kauecTBe aJIbT€pHATUBBI Opay3epy.

Ha nanenu cnimcka 3aXxBau€HHBIX MAKETOB (BEPXHUM pa3Jiei) B IJIaBHOM OKHE
nporpaMmbl  HaiauTe naker ¢ uHpopmaumein Standard query (CranagapTHbIN
3arpoc) 1 A www.google.com.

Filter: dns - Expression.. Clear Apply Save

653 63.53665791: 10.0.2.15 75 Standard query 0x0662 A apis.google.com
654 63.53679263¢ 10.0.2.15 8.8.4.4 DNS 75 Standard query 0X5¢58 A apis.google.com
655 63.53680159¢ 10.0.2.15 8.8.4.4 DNS 75 Standard query Ox4ash AAAA apis.google.com

702 63.59920465¢ 8.8.4.4 10.0.2.15 DNS 136 Standard query response 0X0662 A apis.google.com CNAME plus.l.google
704 63.60101605( 8.8.4.4 10.0.2.15 DNS 136 Standard query response 0x5c58 A apis.google.com CNAME plus.l.google
705 63.60114103 8.8.4.4 10.0.2.15 DNS 148 Standard query response 0x4a5h AAAA apis.google.com CNAME plus.l.go

7IN_ A2 QEINNARAE 10N D15 ggaA DAE an_ctandard auaninv7hnh A adearvica nnnale cam

Pucynok 65 — Ilaket ¢ nndopmanueri Standard query

[Tonst mpoTOKOIa, BBIIETEHHBIE CEPBIM, OTOOPAXKAIOTCS HA MAHENIM CBEACHUI
0 makerax (CpeaHui pasjien) ri1aBHOroO OKHa.

Kak mokazaHo B mepBoil CTpOKE Ha MaHEIHU CBEACHUN O MakeTax, Kaap 22
comepkasi 74 OaiitTa JaHHBIX BO BpeMs IMepefadyd. ITO 4YHUCIO OalToB,
noTpeboBaBieecss s otnpaBku DNS-3ampoca Ha WMEHOBaHHBIN —CcepBep,
3anpocuBmuii [P-anpeca caitta www.google.com. Eciiu ucnonb3yercs npyroi Beo-
azpec, HapUMeEpP, WWW.C1SCO.COm, KOJIMYECTBO OAUTOB MOKET ObITH MHBIM.

Crpoxa Ethernet Il cogepxut MAC-anpeca UCTOUYHHKA I MECTa Ha3HAYCHMUSI.
MAC-aapec ucrounuka npuHaaiaexuT Bameit BM kak uctounuky DNS-3ampoca.
MAC-anpec Ha3HaYEHUSI — 3TO MLII03 10 YMOJIYAHUIO, TTOCKOIBKY 3TO MOCISTHSS
OCTAHOBKA MEpeJ BBIXOJIOM 3aIlpoca U3 JIOKAJIbHOM CETH.

B ctpoke Internet Protocol Version 4 nepexsauennbie nporpammoit Wireshark
nannbie [P-mmakera nmokaseiBatot, uto [P-agpec ncrounnka mannoro DNS-3ampoca
— 192.168.1.19, a IP-agpec Haznauenuss — 192.168.1.1. B nanHom npumepe aapec
Ha3HAYEHUS — ATO IUTI03 IO YMOJTYaHUI0. B TaHHOU ceTH NITI030M MO YMOITYAHUIO
ABJISIETCSA MapILIPyTU3ATOP.

[I{enKHUTE CTpPENKY PSAAOM C IMPOTOKOJIOM MOJIb30BATEIbCKUX JaTarpamm,



YTOOBI IPOCMOTPETH cBeZieHus. 3aronoBok UDP nMeer TonpKo 4eThipe mosst: mopt
MCTOYHUKA, IOPT HA3HAYCHMS], JJIMHA U KOHTPOJbHas cymma. Kak nokaszano Huxe,
JUTMHA Kaxaoro noss B 3arojioBke UDP cocrasnsier Bcero 16 our.

[I{enIKHUTE CTPENIKYy PSAAOM C IMPOTOKOJIOM MOJIb30BATEIbCKUX JaTarpamm,
4YTOOBI MPOCMOTPETh CBelleHUsA. OOpaTuTe BHUMaHHWE Ha TO, YTO OTOOpa)karoTcs
BCero 4eTeipe nojsa. Homep nopra ncrounnka B JaHHOM npumepe — 39964. Tlopt
UCTOYHUKA ObLI ciay4yallHbIM oOpazoM cdopmupoBan BM ¢ wucnosb3oBaHuem
HEe3ape3epBUPOBAHHBIX HOMEPOB MOPTOB. [lopT HazHauenuss — 53. [lopT 53 — 370
XOpOILIO U3BECTHBIN MOPT, 3ape3€pPBUPOBAHHBIN /17151 Hcnoab30BaHus ¢ DNS. DNS-
CepBephI MPOCTYIHUBAIOT HOPT 53 niist noxydenus DNS-3anpocoB OT KIIMEHTOB.

Filter: dns -~ Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

653 63.53665791: 10.0.2.15 75 Standard guery 0x0662 A apis.google.com

654 63.53679263¢ 10.0.2.15 8.84.4 DNS 75 Standard query 0x5c58 A apis.google.com

655 63.53680159¢ 10.0.2.15 8.8.4.4 DNS 75 standard query 0x4asb AAAA apis.google.com

702 63.59920465¢ 8.8.4.4 10.0.2.15 DNS 136 Standard query response 0x0662 A apis.google.com CNAME plus.|.google
704 63.60101605( 8.8.4.4 10.0.2.15 DNS 136 Standard query response 0X5c58 A apis.google.com CNAME plus.l.google I
705 63.60114103] 8.8.4.4 10.0.2.15 DNS 148 Standard query response Ox4aSh AAAA apis.google.com CNAME plus.l.go
730 62 2ARANARAE A0.0 245 2244 DAis 20 Ctandard aren:AxThih A adsanics. aonala cam

b Frame 653: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface 0
b EthernetII, Src: PcsCompu_91:a4:d8 (08:00:27:91:a4:d8), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 8.8.4.4
Source Port: 41639
Destination Port: 53
Length: 41
Checksum: 0x1855 [unverified]
[Checksum Status: Unverified]
[Stream index: 35]
» Domain Name System (query)

0000 5254 001235020800 2791 a4 d8 08004500 RT.5..."...E.
0010 003d 646140004011 be 340a00020f0808 .=da@.@. .4
0020 04 04 Pty R PR ERE 06 62 01 00 00 01 SORY.D....
0030 000D 00 00 00 00 04 61 70 69 73 06 67 6f 6f 67 -apis.goog
0040 6c6503 63 6f 6d 0000 010001 le.com.. ...

Pucynox 66 — Ilopt HazHauenus 53

B namnom mpumepe nmmmaa cermeHta UDP cocrapmser 40 OGaiit. Jlnunaa
cermenTa UDP B janHOM npumMepe MoKeT ObITh MHOU. 8 u3 40 O6alT NCTIONB3YIOTCS
B KauecTBe 3arosioBka. OcrtanmbHble 32 OaiiTa MCHOJB3YIOTCS HaHHbIMH DNS-
3anpoca. Ha cnenytomem pucynke nmokaszansl 32 Oaiita gmanHsix DNS 3ampoca Ha
NaHeN 0TOOpakeHUs1 OAWTOB MakeTa (HWKHUH paszen) rimaBHoro okHa Wireshark.

Filter: | dns ~  Expression.. Clear Apply save

653 63.53665791: 10.0.2.15 75 Standard query 0x0662 A apis.google.com
~ Domain Name System (query)

Transaction ID: 0x0662

~ Flags: 0x0100 Standard query
(LR = Response: Message is a query

..= Opcode: Standard query (0)
= Truncated: Message is not truncated
= Recursion desired: Do query recursively
=Z: reserved (0)
... = Non-authenticated data: Unacceptable

Questions:
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
* Queries
~ apis.google.com: type A, classIN
Name: apis.google.com
[Name Length: 15]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)
Response In: 702
0000 52 54001235020800 2791 a4 d8 08004500 RT.5.."...E.
0010 00 3d 646140004011 be340a00020f0808 .=da@.@. 4...... I
0020 04 04 Zr-rf el E:feE 06 62 01 0000 01 . ZERRNLb....
0030 0000000000000461 7069730667 6f6f 67 ...... a pis.qooq

Q @’ User Datagram Protocol (udp), 8 bytes Packets: 903 - Displayed: 152 (16.8%) - Dropped: 0 (0.0%) Profile: Default

Pucynox 67 — Jlanasie DNS 3anpoca



