HUcnoan3oBanne nporpammbl Wireshark nuist npocmorpa cereBoro tpaguka
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YacTtb 1. C60p 1 aHanu3 aaHHbIX npoTokona ICMP B nporpamme Wireshark npu nepegaye gaHHbIX B
NoKanbHoOM ceTn

3agaun

YacTb 2. C60p 1 aHanu3 aaHHbIX npoTokona ICMP B nporpamme Wireshark npu nepegaye gaHHbIX B
yAaneHHy ceTb

O6wme cBeaeHusi/cueHapn

Wireshark — aTo nporpamma Aans aHanu3a NPOTOKOMOB (aHanu3aTop NakeToB), KOTOpasi UCNONb3yeTcsa ANs noucka
N yCTpaHeHus HemnonagoKk B CeTW, aHanu3a, pa3paboTku nporpamMmHoro obecrneyeHuss M MPOTOKONOB, a Takke
0byyeHus. Mo mepe ABMXEHUS MOTOKOB AaHHbIX MO CETU aHanu3aTop «3axBaTblBaeT» KaKOyl eOuHWLY AaHHbIX
npotokona (PDU), nocne yero pacwmndpoBbiBaeT UM aHanM3npyeT ee cogepkaHne CornacHo COOTBETCTBYHOLLEMY
aokymeHTy RFC unu gpyrum cneuundmkaumam.

Wireshark — nonesHbIn MHCTPYMEHT ANis BCEX, KTO paboTaeT ¢ ceTaMmu. Ero MoXxHO mncnonb3oBaTtb AN aHanusa
OaHHbIX, @ TaKkke ONs Noucka N ycTpaHeHUs Henonagaok npu BbIMONHEHMM BonbluMHCTBA NabopaTopHbIX paboT B
pamkax kypcoB CCNA. B xone nabopatopHoi paboTbl Bbl Hay4YuTechb nonb3oBaTbest nporpammont Wireshark ons
3axBara IP-agpecos naketoB gaHHbix ICMP n MAC-agpecos Ethernet-kagpos.

Yactb 1. CO6op 1 aHanus gaHHbIx npotokona ICMP B nporpamme Wireshark
npu nepepaye AaHHbIX B JIOKanNbHOM CeTU

B yactn 1 HeobxoaMMO OTMpPaBUTbL 3XO-3aMPOC C MOMOLLbI0 KOMaHAbl ping Ha gpyroi MK B nokanbHoOW ceTn u
nepexsatutb ICMP-3anpocbl u oTknukn B nporpamme Wireshark. Kpome TOro, Bam Hy>XHO HaiTu Heobxoanmyto
MHopMaumnio B COOpaHHbIX kagpaxX. ATOT aHanmM3 NOMOXET NOHSTb, KaK 3arofloBKW NakeToB MNO3BOMSAT 4OCTaBNATb
JaHHble agpecaTam.

War 1: Onpeaenute agpeca nHtepdencos Bawero K.

Bam Heobxoanmo y3HaTtb IP-agpec komnbloTepa 1 hmnsm4eckuin agpec ceTeBom Nnathbl, KOTOpbIA HasbiBaeTcda MAC-
agpecom.

a. OTkponTe OKHO KOMaHOHOW CTPOKMK, BBeaute komaHay ipconfig /all n Haxmute knasuwy BBOAA.

b. 3anuwwute IP-agpec nHrepdeca NK n MAC-agpec.



B C:\Windows\system32\cmd.exe EI@

C:»>ipconfig ~all

Windows IP Configuration

Host NMame . . . . .
Frimary Dns Suffix
Node Type . . . . . H
IF Routing Enabled. H
WINS Proxy Enabled. H

Ethernet adapter Local Area Connection

Connection—specific Suffix

Description . . . . - e - o, #igB33. MT Network Connection
Physical Address. . . . . —BE-76—8C

DHCP Enabled. . . . . . . No

Autoconf iguration Enabhled Yes

Link—-local IPubt Address . Fo @ ritireetalaB B f FEE8x11 (Preferred?
IPu4 Address. . . . . .

Subnet Mask . . . . .

Default Gateway . . .

DHCPu6 IAID . . . . .

c. Ob6mensnTechk IP-agpecamu MK ¢ gpyrumm yqawmmmncs, Ho noka 4to He coobwante um ceor MAC-agpec.

War 2: 3anyctute nporpammy Wireshark n HayHuTe c60p AaHHLIX.

a. [locne 3anycka nporpammbl Wireshark Haxkmute Ha Interface List (Cnucok nHtepdencos).

[ The Wireshark Network Analyzer [Wireshark183 (SVN Rev 45256 from /trunk-18)] = |[@][=
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

@uoe cEExEe aeeon T L [EE @ i/
Filter: [ Bpression... Clesr Apply Save
[ - ]

The World's Most Popular Network Protocol Analyzer
Version 1.8.3 (SVN Rev 45256 from /trunk-1.8)

nterface List

= Open 7 Website

" Open a previousy captured fie Vist the project's webste.

e intertaces
{counts incoming packets)

Open Recent: 77 User's Guide
o

The User's Guide {local version, # installed)

inter apture from. then Start @ Sample cE tures
7] Sun: \Device\NPF_{DIEC4325-FF46-4ER2-BC1E-0636F4946680} i rich zssonm, e caprure fles on the wiki @ Security
(2] Intel(R) 82577LM Gigabit Metwork Connection: \Device\ NPF_{6179E003- A447-4 Work with Wireshark 25 securely 25 possible

m Capture Options

Start 2 capture with detsied options

Capture Help

How to Capture

Step by step to = successful capture setup

Network Media

@ Specific information for capturing on:
ot WLAN

Ready to load or capture No Packets Profile: Default

MpumeyaHue. CNncok MHTEPdENCOB MOXHO TakkKe OTKPbITb, HAXKaB Ha 3HAYOK NEPBOro MHTepderica B psay
3HA4KoB.

b. B okHe Capture Interfaces (3axBat nHtepdeincor) nporpammel Wireshark yctaHoBuTe pnaxok psagom ¢
MHTepdencom, NOAKIMYEHHbIM K BaLllen NokanbHON ceTu.

ﬂ Wireshark: Capture Interfaces EI@

Description P Packets Packets/s

22 Intel(R) PRO/1000 MT Metwork Connection 19 0 | Details |

0 | ] Intel(R) 82577LM Gigabit Network Connection 192168111 47 0 ( Detaits D

| Start Stop Options | [ Close l




C.

MpumeyaHue. Ecnn nepeyncrneHo HeCKONbKO MHTEPEENCOB M Bbl HE YBEpPEeHbl B TOM, KakOW U3 HUX HYXXHO
BblOpaTh, HaXXmMuTe kHonky Details (MogpobHee) n oTkponTe Bknaaky 802.3 (Ethernet). Yoegutechb B TOM, 4YTO
MAC-agpec COOTBETCTBYET pe3ynbTaTy, KOTOpbIA Bbl nofny4unu B ware 16. Y6eouBunch B NpaBuITbHOCTU
MHTepdenca, 3akponTe okHO nHopmaumm o6 nHTepdence.

ﬁ Wireshark: Interface Details

(=& ==

Characteristics | Statistics _ECIE 3 I:Ethernet

%0211 (WLAN) | Task Offload |

Charactenstics

Current station address

Statistics

Permanent station address

00:50 TB:EC

00:50:50:BE:70:8 C

lNocne aToro HaxxmuTe KHOrMKy Start (Haanb), 4YTOObI HAYaTb 3axBaT AaHHbIX.

ﬁ Wireshark: Capture Interfaces

=)

Description

2
=

B BepxHen vactu okHa nporpammbl Wireshark HauHeT npokpyumBatbesi MHGopmauus. CTpoku

BblAENAKTCA pa3finyHbiIMU LiBETaMn B 3

File Edit View Go Capture Analyze Statistics Telephony Tools
BEee BEXEL A sTL

Filter.

Spa
173.194. 79 125
10.20.164.21

22 3.497376000 10.20.164.21
23 3.567094000 173.194.79.125

.35963200(173 35 12 72
500tCisco_7a:ec:84
0.94920600(10. 20.164. 21
.99746700(171.68.57.53
.99758500010.20.164.21
. 08046600(173.37.115.101
.09043000(10.20.164.21

171.68.57.53
10.20.164.21
173.37.115.191
10.20.164.21
10.20.164.31

Ethernet
Internet

II, Src: Dell_24:2a:60 (5cC:26:0a:24:2a:60), Dst: Cis

0000
0010
0020
0030
0040

30 f7 0d 7a ec 84 5¢ 28
00 34 4f 78 40 00 80 06
e6 2d d6 d4 01 bb dc b2
20 00 8a 09 00 00 02 04
04 02

0a 24 2a 60 08 00 45 00
4a 08 0a 14 a4 15 cc ec
af 4e 00 00 00 00 80 02
04 ec 01 03 03 02 01 01

Intel(R) PRO/1000 MT Metwork Connection
Intel(R) 82577LM Gigabit Metwork Connection

- 84043400(10.20.164. 21 10.20.164.31
36 12.45071000(Cisco_7azec:84 spanning-tree-(for-br-s
37 12.59048100(10.20.164. 21 10.20.164.31
38 13.34153600010. 20.164. 21 171.68.57.53
39 13.41142100(171.68.57. 53 10.20.164.21
40 13.41151700(10. 20.164. 21 173.37.115.191
41 13.49295400(173.37.115.191 10.20.164.21
42 13.50250600(10. 20.164. 21 10.20.164.31
43 14.25256700(10. 20.164. 21 10.20.164.31
44 14.45045300(Cisco_7a 184 spanning-tree-(for-br
45 14. 69467200010, 20,164, 21 192.168.87.9
4
[ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528

Protocol Version 4, Src: 10.20.164.21 (10.20.164,21),
Transmission control pProtocol, src Port: 54996 (54996), Dst port: https (443), seq: 0, Len: O

@ &f Intel(R) 82577LM Gigabit Network Connection: \Device\NPF_{6179E093-A447-4EC8-81DF...

P Packets Packets/s
19 0
192168111 47 0

Details

C=D

Stop ’ Options l[

Close l

adBUCUMOCTU OT NPOTOKONa.

1) Capturing from Intel(R) 82577LM Gigabit Network Connection: \Device\NPF_{6179E093-A447-4ECE-81DF-5E22D08A6F63}  [Wireshark 183 (SVN Rev 45256 from /trunk-18)]
Internals  Help.

Qaan @HEmk B
Clear Apply Save

Protocol Length Info

32 36:F7:0d:7

91 [TCP segment of a reassembled PDU]

60 conf. Root = 0x8001

964 > 10846 [ACK]

66 10846 > 53964 [AcK] seq
60 Conf. Root = 32768/0/30:F7:0d:7a:
92 Name query NB UNIDC3<20>

98 Name query response, Requested name does not exist
92 Name query NB UNIDC3<20>

98 Name guery response, Requested name does not exist
92 Name gquery NE UNIDC3<20>

92 Name guery NB UNIDC3<20>

60 conf. Root = 32 0/30:F7:0d:7a:ec:84
92 Name query NB UNIDC3<20>

92 Name query NB UNIDC3<20>

98 Name query response, Requested name does not exist
92 Name gquery NE UNIDC3<20>

0x8001

Cost = 0 Port = Ox8001

NENS 98 Name gquery response, Requested name does not exist

NBNS 92 Name guery NB UNIDC3<20>

NBNS 92 Name guery NB UNIDC3<20>

sTP 60 conf. Root = 32768/0/30:f7:0d:7a:ec:84 Cost = 0 Port = Ox8001
SRVLOC 86 Attribute Reguest, V1 Transaction ID - 49289

m
bits) on interface 0

co_7a:ec:84 (30:f7:0d:7a:ec:84)

Dst: 204.236.230.45 (204.236.230.45)

Packets: 45 Displayed: 45 Marked: 0 Profile: Default

AaHHbIX

[E=8 (IR =8

m,

s

MHdopMaLmsa MoxeT NPoKpydYnBaTbCs OYEHb ObLICTPO, 3TO 3aBMCUT OT UHTEHCUBHOCTU B3anmogencteus MK ¢
nokaneHow ceTbto. YTobbl 06nerynTb NpocMoTp M paboTy ¢ AaHHbIMK, cobpaHHbIMK nporpammon Wireshark,
MOXHO npumMeHuTb GuUnbTp. B aton nabopatopHon paboTe Hac WMHTEPEecYlT TOMbKO €AMHWUUbLI AaHHbIX
npoTokona (PDU) ICMP (axo-3anpoc ¢ NoOMOLLbI0 KOMaHAbl ping). YToObl BLIBECTU Ha 3KpaH TONbKO €4MHULLbI
OaHHbIX npoTokona ICMP (3xo-3anpoc ¢ NOMOLLBIO KOMaHAb! ping), B none ¢unbTpa B BEPXHEN YacTu OKHa
nporpammbl Wireshark BBegute icmp 1 Haxmunte knasuwwy BBoga unm kHonky Apply (MpymenuTts).



w Capturing from Intel(R) 82577LM Gigabit Metweork Connection: \Device\MPF_{6179E093-A447-4ECE-81DF-5E22D08A6F63]  [Wireshark 1.8.3 (SVN Rev 45256 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephunl Tools Internals  Help

B tEREE I Ae2DTL QAa R @®®% 8

Mo, Time Source Destination Protocol  Length  Info

e. [locne atoro Bce fJaHHble B BEPXHEM OKHE MCYE3HYT, OOHAKO 3axBaT Tpadmka B UHTepdence NpoaornKUTCS.
OTKpoinTe OKHO KOMaHAHOW CTPOKW, KOTOpPOE Bbl OTKpPbIBANM paHee, U OTNpaBbTe 3X0-3anpoc C NMOMOLLbIO
KomaHabl ping Ha IP-agpec, nonyyeHHbI OT gpyroro yvawerocs. Obpatute BHUMaHWE Ha TO, YTO B BEPXHEN
yacTtu okHa nporpammbl Wireshark cHoBa nosiBATCS AaHHbIE.

WCapturing from Intel(R) PRO/1000 MT Network Connection [Wireshark1.6.1 (SVN Rev 38096 from /trunk-1.6)] o |[E ][ E3

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

BEeee BEXEE Aa¢»T L (EE QAR #0M % B

Filter: | icmp |z|ExpressiDn.‘. Clear Apply

No. Time Source Destination Protocol Length Info
11 15.118840 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request id=0x0001, seq=21/5376, ttl=1
14 15.119602 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seg=21/5376, ttl=1:
16 16.127853 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=22/5632, ttl=1
17 16.128679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seg=22/5632, ttl=1
18 17.141897 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request 1id=0x0001, seq=23/5888, ttl=l:
19 17.145943 152.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seq=23/5888, ttl=1:
21 18.140246 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=24/6144, ttl=1
22 18.140794 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply id=0x0001, seg=24/6144, ttl=1

Tunnel adapter Local Area Connection* 11:

Media State : Media disconnected
Connection—specific DNS Suffix
Description Teredo Tunneling Pseudo—Interface
Frame 11: 74 bytes on wire (592 bit Physical Addr AB-A0-B0-PE-BE-bE-B0-EQ
DHCP Enabled. No
fiutoconf igurat P Yes

Ethernet II, Src: Vmware_be:76:8c (
Internet Protocol version 4, src: 1
Internet control Message Protocol

HEEE

G2
C:\>ping 192.168.1.12

Pinging 192.168.1.12 with 32 bytes of data:

0000 00 50 56 be £6 db 00 50 56 be 7| Reply from 192.168.1.12: bytes=32 time=1ims TTL=

0010 00 3c o1 00 00 80 01 b5 ad Reply from 192.168.1.12: byt 2 time< TT
< ac a Reply from 192.168.1.12: hytes=32 time=

g =
0020 01 Oc 08 00 4d 46 00 01 00 15 § . - g= i - _
0030 67 68 69 6a 6b 6¢ 6d 68 6F 70 7 Reply from 192.168.1.12: bytes=32 time<ims TTL=128

0040 77 61 62 63 64 65 66 67 68 69 | ATV EEYEILEIETS for 192.168.1.12:
Packets: Sent = 4. Recedived = 4. Los
O Intel(R) PRO/1000 MT MNetwork Connection: ... | Pack| Rppl'n)_(ilv.mte 1nund tl 11) times 1n m111'

MpumeyaHue. Ecnv KoMnblOTEPBLI OPYrMX yYalUMXCS HE OTBEYAlT Ha BalUM 3X0-3anpocbl, 3TO MOXET ObITb
BbI3BAHO TEM, YTO MEXCETEBbIE 3KPaHbI MX KOMMbIOTEPOB BGMOKMPYIOT 3TK 3anpockl. MHdopmaumio o Tom, Kak
obecneuntb nponyck Tpadguka ICMP uyepe3s mexceteBon akpaH Ha K ¢ OC Windows 7 cm. B Owwubka!
UCTOYHUK CCbIJIKM He HaWAEH..

f. OcTtaHoBUTe 3axBaT AaHHbIX, HAXaB Ha 3Ha4yok Stop Capture (OcTtaHOBUTL 3axBaT).

=

Eﬂ Capturing from Intel(R) PRO/1000 MT Metwork Connection
File Edit View Go Capture Analyze Statistics Telep

BN EEXZL Qe

Filter: | icmp
Ma, Time Source Destinat
22 1b.Y55402 192.168.1.11 192.1:

War 3: W3yuuTe nonyyeHHble JaHHbIE.

B ware 3 Heob6xooMMO NpPoBEPUTE AaHHblE, CHOPMUPOBAHHBIE 3X0-3anpocamMmn C MOMOLLbI0 KoMaHabl ping Ha MK
apyrmx yyawmxcsa. [lMporpamma Wireshark otobpaxaeT paHHble B Tpex pasgenax: 1) B BepxHeM pasgene
oTobpakaeTcs CnNMCOK nosydeHHbIX kagpoB PDU co cBoaHoM nHpopmaumer o6 IP-naketax; 2) B cpegHem pasgene



npusogutca uHdopmauma o PDU ana kagpa, BblOpaHHOrO B BepXHEW 4acTu aKpaHa, a Takke pasgerneHuve
nepexsayeHHoro kagpa PDU no ypoBHsIM NpoToOKOmnoB; 3) B HWXHEM pasferne nokasbiBaloTcs HeobpaboTaHHbIe
OaHHble Kaxaoro ypoBHA. HeobpaboTaHHble AaHHble OToGpaXaltTCA Kak B LUeCcTHaguaTepuyHOM, Tak U B
OecaTnyHom cpopmaTax.

[ capturing from Intel(R) PRO/1000 MT Network Connection [Wireshark1.6.1 (SVN Rev 38096 from /trunk-1.6)] =n| Wl <
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

= o & 2o qaesoT2I([EE QA @#0% % B

Filter: |icmp IZI Expression.. Clear Apply

No. Time Source Destination Protocol Length Info

. 1. . 1. request Jd=0x0001, seg=21/5376, ttl=1]
14 15.119602 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, segq=21,/5376, ttl=l:
16 16.127853 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=22/5632, ttl=1l:
17 16.128679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=22/5632, ttl=l:
18 17.141897 192.168.1.11 192.168.1.12 IcMP 74 echo (ping) request 1d=0x0001, seq=23/5888, trl=l:
19 17.145943 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=23/5888, trl=1:
21 18.140246 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=24/6144, ttl=1:
22 18.140794 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=24,/6144, ttl=1:
Top Section

Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: IntelCor_34:92:1c (58:94:6b:34:92:1c), Dst: Intel_0f:91:48 (00:11:11:0f:91:48)
Internet Protocol version 4, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.12 (192.168.1.12)
Internet Control Message Protocol

Middle Section

0000 00 50 56 be f6 db 00 50 56 be 76 8c 08 00 45 00 LPVLLLLP VLVLLLE.
0010 00 3c 01 ac 00 00 80 01 bS5 ad cO a8 01 Ob cO a8 i e

0020 01 Oc 08 00 4d 46 00 01 00 15 61 62 63 64 65 66  ....MF.. ..abcdef Bottom Seciton |E|
0030 67 68 69 6a 6b 6c 6d 6e &f 70 71 72 73 74 75 76  ghijklmn opgrstuv |4
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi i
O Intel(R) PRO/1000 MT Metwork Connection: ... | Packets: 199 Displayed: 8 Marked: 0 Profile: Default

a. Boibepute kagpel PDU nepsoro 3anpoca ICMP B BepxHeM pa3gene okHa nporpammbl Wireshark. Obpatute
BHMMaHME Ha TO, 4YTo B cTonbue Source (McTouHuKK) ykasbiBaeTca IP-agpec Bawlero komnetoTepa, a B ctonbue
«Destination» (HasHayeHne) — IP-agpec K gpyroro yyacTHuKa, Ha KOTOPbIA Bbl OTNPaBUIIN 3X0-3anpoc C
MOMOLLIbIO KOMaHAbl ping.

[l Intel(R) PRO/1000 MT Network Connection [Wireshark 161 (SVN Rev 38096 from /trunk-1.6)] =n| Wl <
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
- Source
=~ no |
B e BEax2e aes»oTFa/(EFQacaan @#B0m% B
Filter: |icmp IZI Expression.. Clear Apply
No. Time Source Destination Protocol Length Info
5 2.801784 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=25/6400, ttl=1:
8 2.802679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=25/6400, ttl=1:
10 3.816895 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=26/6656, ttl=1:
11 3.817540 192.168,1. .168.1 ICMP 74 Echo (ping) repl 1d=0x0001, seq=26,/6656, tT
13 4.831343 192.168.1.11 192.168.1.12 ICMP 74 Echo (pinc¢) request id=0x0001, seq=27/6912,

14 4.832006 192.7168.1. .108.1.11 ICMP 74 Echo (ping) reply id=0x0001, seg=27,/6912, ttl=
15 5.844858 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=28/7168, ttl=l:
16 5.845488 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seqg=28/7168, ttl=l:

b. He meHsasa Bbibop kagpa PDU B BepxHeM pasgene okHa, nepengute B cpegHun pasgen. Haxmute Ha cumBon +
cneBa oT cTpoku «Ethernet Il», 4yTo6bl yBuaeTs MAC-agpeca UCTOYHMKA U HA3HAYEHMS.



&

[l intel(R) PRO/1000 MT Network Connection [Wireshark 161 (SVN Rev 38096 from /trunk-1.6)] =n| Wl <
File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help
B e BEX2Le AaesoT L I(EE QaQD #BDM % B
Filter: | icmp IZIExpression... Clear Apply
No. Time Source Destination Protocol Length Info
5 2.801784 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=25/6400, ttl=1l:
8 2.802679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=25/6400, ttl=1:
10 3.816895 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=26/6656, trl=l:
11 3.817540 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=26/6656, ttl=1:
13 4.831343 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=27/6912, ttl=l:
14 4.832006 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=27/6912, ttl=1:
15 5.844858 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=28/7168, ttrl=l:
16 5.845488 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=28/7168, ttl=1:

74 bytes captured (592 bits)
“34:

92:1c), Dst: Intel_0f:91:48 (00:11:11:0f:91:48)

: 91:48

# Destination: Intel_0f:91: : 191
§:94:6b:34:92:1c)

# Source: IntelCor_34:92:1
Type: IP (0x0800)
# Internet Protocol Version 4, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.12 (192.168.1.12)
# Internet Control Message Protocol

Cosnagaet nu MAC-agpec UCTOYHUKA C MHTepdEeNCoM Ballero Komnbiotepa?
Cosnagaet nu MAC-agpec HasHadeHus B nporpamme Wireshark ¢ MAC-agpecom apyroro yyauierocs?

Kak Baw K onpegenun MAC-agpec gpyroro lNK, Ha KoTopbIi ObliT 0OTNpaBneH 3X0-3anpoc C NOMOLLIbI KOMaHAbI
ping?

MpumeyaHue. B npegbigywiem npumepe 3axsadeHHoro |ICMP-3anpoca paHHble npoTokona ICMP
nHkancynupytotcs BHyTpu PDU naketa IPv4 (3aronoska IPv4), koTopbin 3aTem nHkancynupyetca B PDU kagpa
Ethernet Il (3saronosok Ethernet |l) ans nepegaym no nokansHon ceTu.

YacTtb 2: COop v aHanus gaHHbIx npotokona ICMP B nporpamme Wireshark
npv nepeagaye AaHHbIX B yAaneHHYH ceTb

B uyactv 2 Bbl gomkHbl OygeTe OTMPaBUTL 3X0-3aMpOCbl C MOMOLLLID KOMaHAbl ping Ha yAaneHHble Yy3mbl
(pacnonoxeHHble 3a NpeaenamMmm nokarnbHOWM CETU) U N3y4nTb AaHHble, COOPMUPOBAHHbIE 3TUMM 3anpocamu. 3aTem
BaM HY)XHO OyZeT onpeaennTb pasnuuus Mexzay 3TMMU AaHHbIMU U OaHHBIMU, KOTOPbIE Bbl U3yyYanu B Yactu 1.

War 1: 3anycTtuTte 3axBaT AaHHbIX B UHTepdence.

a. Haxmute Ha 3Hauvok Interface List (Cnvcok nHtepdencos), 4Tobbl CHOBa OTKPbITb CMNCOK MHTepdercos [K.

i Intel(R) PRO/000 PMT Metwork Connection  [Wireshark 1.
Eile Edit View Go Capture Analyze Statistics Te

@ ul o BEXEE| A

Filter: | icmp

Mo. Time Source Desti

b. Yb6egutecb, 4to HanpoTMB MHTepdenca fnokanbHOW CEeTW YCTaHOBMEH (raXoK, U HaxMuTe KHomKy Start
(Havatb).



w Wireshark: Capture Interfaces === @

Description P Packets Packets/s
¥ Intel(R) PRO/1000 MT Network Connection 13 0 | Details |
[ Intel(R) 82577LM Gigabit Metwork Connection 192168111 47 0 | Details |

| Help | Stop | Options || Close

c. [losABMTCSA OKHO C NpeanoXeHneM CoOXpaHUTb NOSyYeHHble paHee AaHHble Nepea Hayanom HOBOro 3axBaTa.
CoxpaHsTb 3TK faHHble HeobsizaTenbHo. Haxmute Continue without Saving (MpogomkuTe 6e3

COoXpaHeHus).
W Wireshark == @
ﬁ Save capture file before starting a new capture?
If you start a new capture without saving, your current capture
data will

be discarded.

| Save ﬂ Continue without Sa\ring) | Cancel |

d. AKTMBMpPOBAaB 3axBaT AaHHbIX, OTNPAaBbTE 3X0-3aMpPOC C MOMOLLbIO KOMaHAbl ping Ha cneaytowme Tpyn URL-
appeca Beb-calToB:

1) www.yahoo.com
2) www.cisco.com

3) www.google.com

B C:A\Windows\system32\cmd.exe = B[S

IC:~>ping www.yahoo.com

Pinging www.yahoo.com [72.30.38.148]1 vwith 32 bytes of data:
Reply from 72.38.38.148: bytes=32 time=1imsz TTL=255
Reply from 72.38.38.148: bytes=32 time<ims TTL=255
Reply from 72.30.38.148: bhytes=32 time<ims TTL=255
Reply from Y2.30.38.148: bhytes=32 time<ims TTL=25%

Ping statistics for ?2.38.38.148:

Packets: Sent = 4, Received 4, Lost = B (Bx loss>.
Approximate round trip times in m1111—secundo.

MHinimum = Bms,. Maximum = ims. Average = Bms

IC:>ping www.cisco.com

Pinging www.cisco.com [198.133.219.25]1 with 32 hytes of data:
Reply from 198 _133_.219_25: b =32 time<{ims TTL=255
Reply from 198.133_219.2 2 time<{ims TTL=255
- £=32 time{lms TTL=255
Reply from 198.133.219.25: bytes=32 time{lms TTL=255

Ping statistics for 198_133.219_25L:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

IC>ping wuw_google._com

Pinging www.google _com [74_.125_.12%9.991 with 32 hytes of data:
Reply from 74.125.129_.99: bytes=32 time=1ms TTL=255

Reply from 74.125_.129_9%: hyte time{ins

Reply from 74.125_.129_9%: hyte time{ins L

Reply from 74.125.129_99: hytes= time<{ims TTL= 255

Ping statistics for 74.125.129.99:

Packets: Sent = 4, Received = 4, Lost = B (Bx lossd).
Npproximate round trip times in milli-seconds:

Hinimum = Bms,. Haximum = ims,. Average = Bns

Gz

MpumeyaHue. Npy oTNpaBKe 3X0-3aNpOCOB C MOMOLLLIO KOMaHAbl ping Ha ykasaHHble URL-agpeca obpatute
BHMMaHue Ha To, YTo cnyxba gomeHHbIx nmeH (DNS) npeobpasyet agpec URL B IP-agpec. 3anuwute IP-
agpeca, nonyyeHHble ans kaxgoro URL-agpeca.



e. OcTaHoBUTE 3axBaT AaHHbIX, HaXaB Ha 3Ha4yok Stop Capture (OcTaHOBMTL 3axBarT).

=

w Capturing from Intel(R) PRO/1000 MT Metwork Connection
Eile Edit View Go Capture Analyze 5Statistics Telep

EEX2E| Q¢

Filter: | icmp
Mo, Time Source Destinat
22 16.9/55362 192.168.1.11 192.1:

lWar 2: W3yuuTe M npoaHanu3upymTe AaHHble, NONy4YeHHbIe OT yAareHHbIX Y3I0B.

a. [lpocMoTpuTe cobpaHHbie gaHHble B nporpamme Wireshark un nsyunte IP- n MAC-agpeca Tpex Beb-caiToB, Ha
KOTOpble Bbl OTNPaBUInN 3xo-3anpockl. Huxke B ocTtaBrneHHOM MecTe ykaxuTe IP- u MAC-agpeca Ha3HayeHus
Ons Bcex Tpex Beb-canToB.

1% appec: IP: . . ) MAC:
2 agpec: IP: . . ) MAC:
37 appec: IP: . . ) MAC:

b. KakoBa cyuiectBeHHas 0COGEHHOCTb 3TUX AaHHbIX?

c. Kak ata nHdopmaumsa otnmyaeTcs oT AaHHbIX, MOMYYEHHbIX B pe3yrbTaTe 3X0-3arnpoCcoB NOKasbHbIX Y3r10B B
yactn 1?

Bonpocbl ansa nosTtopeHus

Mouemy nporpamma Wireshark nokasbiBaeT dpaktmdeckne MAC-agpeca nokanbHbIX Y3r0B, HO He Noka3biBaeT
dakTnyeckne MAC-agpeca yganeHHbIX y3rnoB?



