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1. OOumme MoJI0KeHUA

1.1. Hactosimass Mertoauka OIEHKH Yrpo3 0Oe3onacHocTd HHGOpMaIuu
(manee — Metoauka) paspaboTaHa B COOTBETCTBUU C MOANYHKTOM 4 mnyHKTa 8
[Tonoxenus: 0 degepanbHON CIIyKOE MO TEXHUYECKOMY U SKCIMOPTHOMY KOHTPOJIIO,
yTBepxkAeHHOTO YKa3oM lIpesnnenta Pocculickoit @enepanuu ot 16 aBrycra 2004 r.
Ne 1085.

1.2. Metoauka ompeaessieT MOPpsIOK U coJepKaHue padoT MO OMpeAcICHUIO
yrpo3 6e3onacHocTd HH(OpMaLKH, peann3anus (BO3SHUKHOBEHHE ) KOTOPBIX BO3MOXKHA
B UWH(OPMAIIMOHHBIX CHCTEMaX, AaBTOMATHU3UPOBAHHBIX CHCTEMaX YIpPaBJICHUS,
UH()OPMaIIMOHHO-TEJIEKOMMYHUKAITMOHHBIX CeTsX, uH(popMaImoHHO-
TEJIEKOMMYHHMKAIIMOHHBIX HMHGPACTPYKTypax IEHTPOB OOpaOOTKH JaHHBIX W
o0sauyHbIX MHPPACTPYKTYypax (l1ajiee — CUCTEMBbI U CETH), a TaKXe IO pa3padoTKe
Mojenel yrpo3 0e30macHoCT HH(GOPMAIIUU CUCTEM U CETeH.

1.3. Meroauka TIpUMEHSIETCS JUIsi  ONpelesieHus: yrpo3  0e30macHOCTH
uHpOpMaIUH, peanu3ains (BOSHUKHOBEHHE) KOTOPhIX BO3MOYKHA B CUCTEMAaX M CETSX,
OTHECEHHBIX K TOCY/IapCTBEHHBIM U MYHUIIUNIATBHBIM UH(POPMAIMOHHBIM CUCTEMAM,
WH()OPMAIIMOHHBIM CUCTEMaM TIEPCOHANBHBIX JIAHHBIX, 3HAYUMBIM OO0BEKTAM
KpuTHdecko uHpopmanmoHHol uHPpacTpykTyphl Poccuiickoit ®Denepanuu,
WHOOPMAIIMOHHBIM ~ CHCTEMaM  YIpPaBJIEHUS IMPOU3BOJCTBOM,  HCIIOJIB3YEMbIM
OpraHu3aIusIMH  00OPOHHO-TIPOMBIIIJIEHHOTO KOMILJIEKCA, aBTOMAaTH3UPOBAHHBIM
CUCTEMAaM YIPaBIIECHUS MPOU3BOJACTBEHHBIMH U TEXHOJOTMUYECKHMHM IPOLECCAMH Ha
KPUTHYECKH BAXKHBIX OOBEKTaX, IMOTEHIMAJIBHO OIMAaCHBIX OOBEKTaX, OOBEKTax,
IPEACTABISIOMINX MMOBBIIIEHHYIO OMAaCHOCTh JUISl KU3HU W 3J0POBbS JIIOACH U IS
OKPY’KAIOIIEH IPUPOTHON CPEIBI.

B nHBIX cilyyasix peleHre 0 IpUMEHEHUHU HACTOSIIEe MeToANKY TPUHUMAETCS
obnagarenssMu HHGOOPMAIIUK WA OIlepaTOpaMu CUCTEM M CETEH.

1.4. B noxymeHTe HE paccMaTpHUBAIOTCS METOJUYECKHE MOJAXOAbI MO OLEHKE
yrpo3 0e30macHOCTH MH(POpPMAIMH, CBSI3aHHBIX C HapylIeHHEeM O€301acHOCTH
mUGPOBATLHBIX (KpUNTOTpapUIECKUX) CPEIACTB 3alluThl MHGOpPMAIMKM, a TaKkKe
yIpo3, CBSI3aHHBIX C TEXHUYECKUMHU KaHAIAMHU YTeYKU WH(OpMAIUu.

1.5. MeTtonuka OpUEHTUpPOBaHA HA  OIEHKY AaHTPOMNOT€HHBIX  YIrpo3
6e3omacHocTH WMH(OpMAIMK, BO3ZHUKHOBEHHE KOTOPHIX OOYCIIOBICHO NEWCTBHIMU
HApYLINUTEIICH.

1.6. Ha ocHoBe Hacrtosimieit MeTonuku MOTYT pa3padaThiBaThCsl OTPACIIEBBIC
(BeIOMCTBEHHBIC, KOPIOPATUBHBIE) METOJWKH OIEHKH yrpo3 0e30macHOCTU
uH(pOpMAaIi, KOTOPHIE YYHUTHIBAIOT OCOOEHHOCTH (DYHKIIMOHUPOBAHUS CHCTEM W
CeTeil B COOTBETCTBYIOIICH 00JIACTH AESITEILHOCTH. Pa3zpabaTpiBaeMbie OTpacieBbie
(BEIOMCTBEHHbIC, KOPIOPATUBHBIE) METOJMKMA OLIEHKU Yrpo3 O€30MacHOCTH
uH(MOpMAIHN HE TOKHBI IPOTUBOPEUUTD TMOJIOKEHUAM HACTOAIEH MeToTuKY.

1.7. B MeTtonuke HMCHONB3YIOTCS TEPMUHBI U OINpPENEICHUs, TPUBEICHHbBIE B
npwioxkennu 1 k Hacrosmen Meroanke, a TakKe TEPMHUHBI W OIPEICIICHHUS,
YCTAHOBJIEHHBIE 3aKOHOAATENbCTBOM Poccuiickont ®denepanuy M HAMOHAIBHBIMHU
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CTaHJapTaMy B OOJACTH 3alluThl MH(pOpMAMU U obecredyeHus MHPOPMALMOHHON
0€301acHOCTH.

1.8. Ilonoxenuss Hacrosmed MeTOAMKM NPUMEHSAIOTCS JUIsl OLICHKU YIpo3
O0e3omacHOCTH HH(OpPMANUMU B CHCTEMax M CETAX, PEHICHHE O CO3JaHUU WIH
MOJIEpHU3AIUH (Pa3BUTHUN) KOTOPBIX MPUHATO MOCIE AAaThl €€ YTBEPKACHUS, a TAKXKE
B DKCIUTyaTUPYEMBbIX CUCTEMAaX U CETIX.

Mopenu yrpo3 6e3o0nacHOCTH MHGOPMALIMKU CUCTEM U CeTel, pa3paboTaHHbIE U
YTBEPKJIEHHBIE 10 YTBEPKIACHUS HACTOsIIIe MeToIuKH, MPOI0JKAIOT JEHCTBOBATh U
MIOJUIEKAT U3MEHEHHUI0O B COOTBETCTBUM C HaCTOAlleM MeETONMKON NHpU pPa3BUTHUU
(MO/IepHH3AIIMN) COOTBETCTBYIOIIMX CHCTEM M CETCH.

B cBi3u c yTBEepKIEHMEM HACTOAILIETO METOJUYECKOTO JOKYMEHTa He
OPUMEHSIOTCS i OLEHKM yrpo3 Oe3zomacHocTd uHGpopmaiuun Meroauka
OTNpEJIENICHHs] AKTYallbHBIX YIpo3 0€e30MacHOCTH MEPCOHANbHBIX JAaHHBIX HpPHU HX
00paboTke B MH(OPMAIIMOHHBIX cUcTeMax nepcoHanbHbIX AJaHHBIX (PCTIK Poccun,
2008 r.) u MeTouka onpejeneH s akTyallbHbIX YIpo3 0€30MacHOCTH HH(pOpMAaIK B
KITFOUEBBIX cuctemMax uHpopmarmonHo uapactpykrypsl (PCTIK Poccun, 2007 1.).
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2. llopsanok oueHKH yrpo3 6e30macHOCTH HH(POPMALUHN

2.1. Onenka yrpo3 0Oe3omacHOCTH HWH(GOPMALUUU MPOBOJUTCA B  LEIAX
OlpeieNieHus]  yrpo3 Oe3omacHOCTH WH(pOpManuu, peanu3anus (BOSHHKHOBEHHE)
KOTOPBIX BO3MOKHA B CHCTEMAaX M CETSIX C 33JIaHHON apXUTEKTYPOU U B YCIOBUSIX UX
(YHKIMOHUPOBAHMS — aKTYaJIbHBIX Yrpo3 0€30MacHOCTU MH(OPMAIIUH.

2.2. OCHOBHBIMHM 3aJ]Ja4yaMU, PEIIa€MbIMU B XOJI€ OLIEHKH yTIpo3 0€30MacHOCTH
uH(pOpMaIH, SIBISIOTCS:

a) OIpe/ieJIeHNe HEraTHBHBIX MOCIEICTBUM, KOTOpPbIE MOTYT HAaCTyIOUTh OT
peanu3aiuu (BOSHUKHOBEHUS) yrpo3 0€30MacHOCTH HH(POPMAIINH;

0) MHBEHTapU3allksl CUCTEM M CETed U OINpeEeTIeHHE BO3MOXKHBIX OOBEKTOB
BO3/ICHCTBUA YyIpo3 0€30MaCHOCTH UHPOPMALINH;

B) OIpE/eICHHEe WCTOYHMKOB Yrpo3 O€30MacHOCTH HHGPOpMALMK M OLEHKa
BO3MOXKHOCTEW HapylIMTEIeH Mo peanu3anuu yrpo3 0€30macHOCTH HHOpMAIUH;

) OLICHKa CHOCO0OB peanu3aiui (BO3ZHUKHOBEHHSI) Yyrpo3 O€30MacHOCTH
uHpOpMaIIH;

1) OLIEHKa BO3MOXXHOCTH peanu3anuu (BOZHUKHOBCHHS) yrpo3 0E30MacHOCTH
UHGOpPMALIMH U ONIPE/IeNICHNE aKTyaIbHOCTH YIpo3 0€30MacHOCTH HH(POPMAIINH;

€) OlICHKa CIICHAPUEB pealu3aluu yrpo3 0Oe30omacHOCTH HHGOpMAIHH
B CUCTEMAaXx U CETAX.

2.3. IcXonHBIMU [TaHHBIMHU JUIsl OLIEHKHU YIrpo3 0e30MacHOCTH HH(pOpMaluu
SBJISTFOTCSI:

a) o0mwMii mepeueHb yrpo3 0e30macHOCTH WHGOpPMAIMH, COJASpXKAIIMICT B
O0aHke maHHBIX yrpo3 OeszomacHoctu uHpopmannu PCTIK Poccuun (bdu.fstec.ru),
Mozenu yrpo3 OesomacHoctu uH@opmanuu, paspadarsiBaeMbie DCTOK Poccun B
COOTBETCTBUM ¢ TOANMyHKTOM 4 myHkTa 8 [lomoxxkenus o denepaibHOl Ciy)Oe 1O
TEXHHYECKOMY M JKCIIOPTHOMY KOHTpPOJIIO, yTBEepxkAeHHoro Ykaszom IIpesumenta
Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. Ne 1085, a Takke oTpacieBbie
(BeIOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIETH YIPo3 0€30MacHOCTH UH(GOPMAIIHH;

0) orvcaHusi BEKTOPOB (I1a0JIOHBI) KOMIBIOTEPHBIX aTak, COACp)KAIIHecs B
0a3ax JaHHBIX U MHBIX HCTOYHHKAX, Omy0aukoBaHHBIX B cetu «uTtepuer» (CAPEC,
ATT&CK, OWASP, STIX, WASC u ap.);

B) JOKYMEHTAllMsl HA CHCTEMBl U CETU (2 MMEHHO: TEXHMYECKOE 3aJaHUE Ha
CO3JaHUE CHUCTEM M CETEH, YaCTHOE TEXHUYECKOE 3aJlaHhE Ha CO3JaHUE CHCTEMBI
3alllUThI, MporpaMMHas (KOHCTPYKTOpPCKasl) M SKCIUTyaTallMOHHas (pPyKOBOJICTBA,
WHCTPYKIIMHN) JOKYMEHTAIMs, COJIEpKaliasi CBEJACHHsS O Ha3HAYCHHH U (DYHKITUSX,
COCTaBE M apXUTEKType CHCTEM M CETEH, O IpyIIax IOoJb30BaTelledl U YpPOBHE HX
MOJITHOMOYMW M TUMNAX JO0CTYIa, O BHEIIHUX U BHYTPEHHHX MHTep(eiicax, a Takxe
UMHbIE JOKYMEHTHl Ha CHCTEMBI M CETH, pa3padoTKa KOTOPBIX MpeaycMOTpeHa
TpeOoBaHusAMH TI0 3amuTe uHbopMmaruu (obOecredeHn0 O€30MacHOCTH) WIIH
HAIMOHAIBHBIMU CTAaHAAPTAMH );

') IOTOBOPBI, COIJAIIECHHUS WM WHBIE JOKYMEHTBI, COJEpXAIIUE YCIOBHS
WCIIOJIb30BaHUST  MH(POPMAIMOHHO-TEIIEKOMMYHHUKAITMOHHOW ~ WH(PACTPYKTYPHI
LeHTpa O0pabOTKU JaHHBIX WK 00Ja4HOM MHEOPACTPYKTYphl MOCTABIIMKA YCIYT



(B ciyyae (GYHKIIMOHUPOBAHUSA CHUCTEM M ceTel Ha 0aze uHPOpMaIMOHHO-
TEJIEKOMMYHHKAIMOHHOW HMHQPACTPYKTypbl ILIeHTpa OOpaOOTKH [aHHBIX WIH
00na4HOi UHDPACTPYKTYPHI);

1) HOpMaTUBHBIE MpaBoBble akThl Poccuiickoit denepanuu, B COOTBETCTBUM C
KOTOPBIMH CO3/1AaI0TCS M PYHKIIMOHUPYIOT CUCTEMBI U CETH, COAEPKAIIUE B TOM YUCIIE
omnucaHue Ha3HaueHwus, 3a/1a4 (QyHKIUH) CUCTEM U CeTel, cocTaB 00pabaThiBaeMOi
nH(pOpMaINK U €€ TPAaBOBOU PEKUM;

€) TEXHOJIOTUYECKHE, IPOU3BOJCTBEHHBIC KApPThl WJIM WHBIC JOKYMEHTHI,
coJiepKalllie ONMUCAHUE YIPABICHUECKUX, OPraHU3AlMOHHBIX, POU3BOACTBEHHBIX U
MHBIX OCHOBHBIX MPOIIECCOB (OM3HEC-MPOIIECCOB) B paMKax BBITIOJHEHUS (DYHKIIUMA
(MOTHOMOYMI) UM OCYILECTBIICHUS BUJIOB JESITEILHOCTH 00JagaTesns nHdopmanuu,
omeparopa (j1ajiee — OCHOBHbIE (KpUTUUECKHE) TTPOIIECCHI);

) pe3yJbTaThl OIGHKH pHCKOB (ymiepOa), mpoBeACHHOW oO0Jamareiem
HH(pOpMAIUH U (WIIH) OTIEPATOPOM.

VYka3zaHHbIC UCXOJIHBIC JAHHBIE MOTYT YTOUHSATHCS WIH JOMOJHATHCS C yUETOM
0COOEHHOCTEN 00J1aCTU NeATEIBHOCTH, B KOTOPOH ()YHKIIMOHUPYIOT CUCTEMBI U CETH.

2.4. Ouenka yrpo3  Oe3omacHOCTH  HMHGpOpMAIMKM  JOJDKHA  HOCHUTH
CUCTEMATHUYECKUN XapakTep M OCYLIECTBISTHCS KaK Ha JTare CO3/JaHMsI CUCTEM U
ceTel, Tak U B XOJI¢ UX DKCIUTyaTali, B TOM YUCJIE TIPU Pa3BUTUU (MOJICPHHU3AIINHN )
cucteM u ceredl. CucreMaTuyeckuili TOJIXOJ K OLEHKE Yrpo3 0e30macHOCTH
uH(OpMalMK TIO3BOJUT TMOJJAEPKUBATH aJCKBATHYI0O U J(P(EKTUBHYIO CHUCTEMY
3allUTBl B YCIOBUSX H3MEHEHHUsT yrpo3 Oe3zomacHOCTH HWHMOpPMAIMU |
MH(GOPMAIIMOHHBIX PECYPCOB U KOMIIOHEHTOB CUCTEM U ceTel. YueT U3MEHEHUN yrpo3
6e3omnacHocTd MHGOpMaIMU 00ECTIEYUT CBOEBPEMEHHYIO BBIPAOOTKY aJ€KBATHBIX U
s pekTuBHBIX Mep Mo 3amure uHbopMmanuu (oOecrnedeHuo Oe30MacHOCTH) B
CUCTEMAaX U CETSX.

2.5. Ha »rame co3maHusi CHUCTEM M CETeH OIlIeHKa Yrpo3 0e30MacHOCTH
UHGOPMAIINH MPOBOJAUTCS HA OCHOBE MX MPEANOJIaraéMbIX apXUTEKTYphl U YCIOBUN
(bYHKIIMOHUPOBAHMUSI, ONIPEIETIEHHBIX M0 PE3yIbTaTaM U3yUCHHUS U aHAIM3a UCXOIHBIX
JAaHHBIX Ha HUX. B Xone sKkcIyataniuu CUCTEM U CETeil, B TOM YHUCJe MPU Pa3BUTHH
(MOnmepHHM3allMKi) CHCTEM U CETeH, OIleHKa yrpo3 0e30MacHOCTH HH(popManuu
MPOBOJIUTCS 1A PEATbHOM apXUTEKTypbl CHCTEM M CETEM M YCIOBUU UX
(GYHKIIMOHUPOBAHMSI, TOMYYSHHBIX IO pe3ylbTaTaM aHalu3a HCXOJHBIX JTaHHBIX,
WHBEHTapu3aluu WH(GOPMAIIMOHHBIX PECYpCOB, aHalW3a YSI3BUMOCTEH U (WIJIH)
TECTUPOBAHUSI HA TPOHUKHOBEHHE CHUCTEM M CETEW, a TaKKe€ HMHBIX METOJI0B
HCCJIEIOBAaHUM YPOBHS 3aIMIIEHHOCTH CHUCTEM M CETE€M M COACpIKAIIEHCS B HHX
uHbOpMaITIH.

2.6. Ilo pe3ynbTaTaM OIICHKH, MPOBEIECHHOW B COOTBETCTBHM C HACTOSIICH
MeToauKo, TOKHBI OBITH BBISIBJICHBI aKTyaJIbHBIE YTPO3bI 0€30MacHOCTH HH()OPMAITUH,
peanm3anus (BOSHUKHOBEHHE) KOTOPHIX MOXET MPUBECTH K HAPYIICHHIO O€30IIaCHOCTH
oOpabartbiBaeMOM B cHCTeMax W ceTax  uHpopmarmu  (HAPYIICHUIO
KOH(PUICHITUAIEHOCTH, [IEJIOCTHOCTH, JOCTYITHOCTH, HEOTKa3yeMOCTH, TIOA0TIETHOCTH,
AyTEHTUYHOCTH U JIOCTOBEPHOCTU MH(POpMaIIUKY U (UJIN) CPEACTB €€ 00padOTKM) U (Win)
K HapyUICHUIO, MPEKPAIICHUIO ()YHKIIMOHUPOBAHUS CUCTEM U CETEH.
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Ha stame co3manusi CUCTEM U CETeH pe3yNbTaThl OLIEHKH Yrpo3 0e30MacHOCTH
nH(pOpMaINK TOJKHBI OBITH HAITPaBJIEHBI HA 000CHOBAHUE BHIOOPA OpraHU3aMOHHBIX
Y TEXHUYECKUX Mep MO 3aluTe HHPpopMaunu (odecrneueHnto 0e30MacHOCTH), a TAKXKE
Ha BBIOOP CPEICTB 3aIIUTHI HH(PpOpMAINK U WX (PYHKIMOHAIBHBIX BO3MOYKHOCTEH.

Ha »oranme »skcruryaranmu cuCTEM M CETEH pe3ysIbTaTbl OLCHKU yIpo3
6e3onacHoCcTH MH(GOPMALMK JTOJKHBI ObITh HalpaBiI€Hbl HA OLIEHKY () (PEKTUBHOCTHU
OPUHATBIX TEXHUYECKHMX MEp, B TOM YHCIIE HCIOIB3yeMBIX CpPEJCTB 3allUThI
uH(pOpMaIu.

2.7. Ouenka yrpo3 0e30macHOCTH MH(OpMAIMHU MPOBOAUTCS MOApa3eIeHUEM
no 3ammre HWHPoOpMANMK  (OTASNBHBIMU  CIEIUANINCTAMHU, HAa3HAYCHHBIMU
OTBETCTBEHHBIMH 32  oOecreueHue 3amuThl  HHPopManuu  (oOecredeHne
O0e3omacHocTH)) obOmanarenss HMHPOpMAlMKM WM OmepaTopa C  y4yacTUEM
NOpa3AeNCHN WK CHEIHATUCTOB, OTBETCTBEHHBIX 3a JKCILUIyaTallUId CHCTEM U
cereii (M T-cnenuanucToB, CIEIMATUCTOB aBTOMATU3UPOBAHHBIX CUCTEM YIIPaBICHUS,
CICLUAINCTOB CBSI3M M JIP.), OCHOBHBIX (IPOGWIBHBIX) MOApa3cicHud 00aaaTess
uHpOpMAIMK WK omneparopa. s omeHku yrpo3 Oe3omacHoCTH WHMOpPMAIUH TIO
pemeHuto  oOmanmatens WHPOPMAIMM WM OmepaTtopa B COOTBETCTBHH  C
3aKOHO/ATeNbCTBOM Poccuiickoii denepanii MOTYT TPHUBIEKATHCS CHEITHATHCTBI
CTOPOHHUX OpraHU3aIUi.

Jliss OIICHKU Yrpo3 0e30macHOCTH HWH(OpPMAIMH PEKOMEHIYETCS TPUBICKAThH
CTCIIMATTUCTOB, 00IaTaf0IINX CICIYIONIMMI 3HAHUSIMHU ¥ YMECHUSIMH .

a) OCHOB OIICHKA pHCKOB, a TakKKe€ OCHOBHBIX PHCKOB OT HAapYIICHUS
(GYHKIIMOHUPOBAHMS CUCTEM M CE€TEeW U HapylleHUs 0e30MacHOCTH 0O0pabdaThiBaeMOM
uHdopManuu (nanee — HOOPMaIIMOHHBIE PUCKH);

0) yrpo3 Oe3zomacHOCTH HWHGOpPMAIMM W CIOOCOOOB HMX  pealu3alun
(BO3HUKHOBEHUS);

B) TAKTUK M TEXHHUK MPOBEIACHUS KOMIIBIOTEPHBIX aTak (peaju3amuul yrpo3s
0e3omacHOCTH HHPOPMAITUH );

I') OCHOBHBIX TUIIOB KOMITbIOTEPHBIX HHIIMICHTOB M MPUYMH X BOSHUKHOBEHHSI;

1) OCHOBHBIX ySI3BUMOCTEH CHCTEM M CETCH;

€) HOPMaTUBHBIX IIPABOBBIX AKTOB 10 CO3/IaHHUIO U (DYHKIIMOHUPOBAHUIO CUCTEM
U ceTeil, 3ammuTe HHPopMaruu (oOecreueHrnio 0e30MacHOCTH) B HHUX, OCHOBHBIX
(KpUTHYECKHUX) TpoieccoB (Om3HEC-TpoieccoB) obnamarens WHOpMAUU W (WITH)
orepaTopa;

) OIICHUBATh HH()OPMAIIMOHHBIC PHCKH;

3) KJIaccH(HUIMPOBATH U OIIEHUBATH YTPO3bI OE30MMACHOCTH WH(OPMAIINH;

M) ONPEAENATh CIeHApHH (TAKTUKH, TEXHUKH) peasi3alui yrpo3 0e30macHOCTH
uHbopMaIy;

K) ONPEACIATh HMCTOYHUKM W TPUYUHBI BO3HUKHOBEHHUS KOMITHIOTEPHBIX
WHITUJICHTOB,

J) IPOBOJUTh WHBEHTAPU3AIMIO CHCTEM W CETeW, aHalu3 YsS3BHMOCTEH,
TECTUPOBAaHME Ha TPOHUKHOBEHHME CHCTEM M CE€Tel C  HCIOJIb30BaHUEM
COOTBETCTBYIOIIIUX aBTOMaTU3UPOBAHHBIX CPEICTB;
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M) OIIEHKY YPOBHS 3aIUIIICHHOCTH (ayMT) CUCTEM M CETEH M COojepIKallehcs B
HUX UH(POPMALIHH.

2.8. Onenka yrpo3 6e3onacHocTd HH(GOPMAIUHU IPOBOJUTCSA C UCIIOIb30BAaHUEM
AKCIIEPTHOrO MeTo/Aa. B MHTEepecax CHUXKEHUsI CyObEKTUBHBIX (DAaKTOPOB MIPHU OLIEHKE
yrpo3 6e30macHOCTH MH(OpPMAIMU PEKOMEHIYETCS CO3[aBaTh 3KCIEPTHYIO TPYIIY.
Pexomenatnu no ¢GopMHPOBAHUIO SKCIIEPTHOM IPYIIBI U MPOBEACHUIO SKCIEPTHOU
OLICHKH YIpo3 6€301acHOCTH MH(OPMAIU PUBEICHBI B TPUIOKEHUU 2 K HACTOSALIEH
Meronuxke.

2.9. Ilpu oueHke yrpo3 0e30MacHOCTH HMH(OpPMALMU MOTYT HMCIOJIb30BATHCS
MIPOrpaMMHbIE€ CPEACTBA, MO3BOJISIOIINE ABTOMATU3UPOBATDH JIAHHYIO JIEATEIbHOCTD.

Jns monydenust (YTOUHEHHS) OTHENBHBIX HMCXOMHBIX JaHHBIX (HAmpuUMep,
00BEKTOB BO3/IEUCTBUS U UX HHTEPPENCOB, YI3BUMOCTEN) B UHTEpECaX OLEHKH YIpo3
0e3omacHOCTH MH(OPMAIMU Ha 3Tare dKCIUTyaTallid CUCTEM M CETed MPUMEHSIIOTCS
aBTOMAaTU3WPOBaHHBIE CpEACTBA HWHBEHTapH3allMd CHCTEM U CeTeil, aHamu3a
ySI3BUMOCTEH, TECTHMPOBAaHUS HA NMPOHUKHOBEHHME CHUCTEM M CETEH, a TakKe HHbIe
CPEIICTBA, UCIIONb3yEeMbI€ JJIsl UCCIIEIOBAHUIN YPOBHS 3aIIMIIEHHOCTH CUCTEM U CeTei
U coJieprKalenics B HUX HH(GOPMAIIHIH.

2.10. B ciyuae oreHkH yrpo3 0€301macHOCTH HH(GOPMAIIUU JIJIsSE CUCTEM U CETeH,
(GYHKIIMOHUPYIOIIHX Ha 0aze MH(GOPMAIIMOHHO-TEJIEKOMMyHUKAITMOHHOM
UHOPACTPYKTYphl IIeHTpa OOPaOOTKU JaHHBIX WM O0Ja4HOM HWH(PACTPYKTYPHI,
yrpo3bl 6€30MacHOCTH MH(OPMAIIUU ONPEEISIIOTCS KaK JIJIsl CaMUX CUCTEM M CETeH,
TaK U i1 UHGHOPMAIIMOHHO-TEIEKOMMYHHUKAITMOHHOW MHGPACTPYKTYpPHI, HA KOTOPOIt
OHHM (QYHKIIMOHUPYIOT (PUCYHOK 1).

- NHbopmaLVoHH!
7 pecypcbl 1 4 < ~

- epsucbl UC .4 ” S
P - >
- 3 - < ~
- o il [ 2 ~
Pid S N -
- ° . A -
-7 e 1 -
- B75 S § -
3
2
.
.
B
6. °

Ob6ecneunBatoLme
cuctembl

MpaHnLa oueHkn yrpos
6e3onacHoCTn nHpopmaummn

Pucynok 1. Ouenka yrpo3 6e3omacHocty nHGopMaImi B ”HGOPMAITMOHHON
uHppacTpyKType Ha 0asze meHTpa 00padOTKH TaHHBIX
2.11. Tlpn pa3memnieHun CUCTEM U ceTed Ha Oaze WHGOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON HMH(PACTPYKTYpbl I1IEHTpa O0OpaOOTKH JAHHBIX WIHU
oOnayHON WHOPACTPYKTYPHI, MPUHAJICKANEH MOCTABIINKY YCIyT, OICHKA YTrpo3
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O0e3onacHocTH MHGOPMAIMK TMPOBOJUTCS ONEPaTOPOM BO B3aUMOJEHCTBUH C
MOCTABIIMKOM YCIYT.

B cnywae pasMemieHuss cucteM M ceTed Ha 0a3e HMHQPOPMALMOHHO-
TEIEKOMMYHHKAIMOHHON MHQPACcCTpyKTyphl ILIEHTpa O0OpaOOTKM JaHHBIX WU
o0nayHOi MHGPACTPYKTYpPHL, JIsI KOTOPOW MOCTABIIMK YCIYT HE OLEHUJ YrpO3bl
0e30macHOCTH MH(POPMALIUU WIIH HE IPEACTABUII PE3YyIbTaThl TAKOM OLEHKH, OTIEPATOP
IIpU OLIEHKE yrpo3 0e30MacHOCTH MH(OpPMALUU HCXOAMT U3 MPEANOJIONKEHHUS, YTO
MH(OPMAIMOHHO-TEJICKOMMYHUKAMOHHAs: UH(QPAcCTpyKTypa LEeHTpa o00padoTKu
TaHHBIX WU oOJadHas WHQPACTPYKTypa, ABJISAIOMIAsICS Cpeaor (yHKIMOHHUPOBAHUS
JUIsL €r0 CUCTEM M ceTeid, MOJBep)KeHa yrpo3aMm O0e30MacHOCTH HH(popManuu
(cKOMITPOMETHPOBaHA HAPYIIUTEIEM C MAKCUMAaJIbHBIM YPOBHEM BO3MOKHOCTEH).

2.12. Pe3ynbpTaThl OLIEHKH Yrpo3 0€30MacHOCTH MH(GOpPMAIMU OTPaKkatoTCs B
MOJIENIU YTPO3, KOTOPasi MPeACTaBIIsieT COO0M OMKUCAaHNUE CUCTEM U CETEH U aKTyaJbHbIX
yrpo3 Oe3onacHocTd uH(oOpManuu. PexkoMeHayemas CTpYKTypa MOJENIU YIrpo3
6e3omnacHocTH MH(OpMAILMU IpUBEACHA B MPUIIOKEHUH 3 K HacTosielt MeTtouke.

2.13. Tlo pemenuro obsamarens uHGOPMAIIMUA WIM OlEpatopa MOJEIb yrpo3
Oe3omnacHocTy nH(OpMaIMK pa3padaThbIBaeTCs KaK JJIs OT/ICIbHON CUCTEMBI HJIH CETH,
TaK M JUIsl COBOKYIHOCTH B3aMMOJCHCTBYIOUIMX CUCTEM U ceTeil omeparopa. [lpu
pa3paboTke Mojenu yrpo3 6e30macHOCTH MHMOPMAIMKU JJI1 OTACIHHOM CUCTEMBI U
CeTH, OHa JIOJDKHA COJEep)KaTh OMNHMCaHUue Yrpo3 Oe3omacHOCTH HH(OpMaIuu,
aKTyaJIbHBIX JUIT MH(POPMAIMOHHO-TCJICKOMMYHUKAIIMOHHON HHPPACTPYKTYpHI, Ha
0a3e KOTOpOii 3Ta cUCTeMa UM CeTh (DYHKIIMOHUPYET, a TaKKe yrpo3 0e30MacHOCTH
uHbOpMaIlMK, CBS3aHHBIX C UHTepdelcaMu B3aUMOJICHCTBUS CO CMEKHBIMU
(B3aUMOJEHCTBYIONIMMH) CUCTEMAMH U CETSIMHU.

Homyckaercs pa3paboTka OJHOM Mojenu yrpo3 06e30macHOCTH HMHGOpMAINH
JUIS  HECKOJIBKUX OJHOTHITHBIX CO3J]aBa€MbIX CHCTEM M ceTedl oOnaaarens
uH(OpPMaILUK WIIA OTlepaTopa.

2.14. Monenb yrpo3 6e3onacHOCTH HWHGOPMAIIUK JAOJDKHA TOJJICPKUBATHCS B
aKTyaJIbHOM COCTOSIHHH B TIpoliecce (PyHKIIMOHUPOBAHUS CUCTEM U CETEH.

Benenne Momenu yrpo3 Oe3onacHOCTH WHGOpMAIMKM M TMOJACpKaHUE €€ B
aKTyaJIbHOM COCTOSTHUM MOJKET OCYIIECTBIATHCS B DJIEKTPOHHOM BHUJE C YYETOM
NpUIoKeHus 3 K HacTosmen MeToauke.

W3meHnenue Mopenu yrpo3 0e€30MacHOCTH HH(OPMAaLUU OCYLIECTBISAETCS B
CIIyJasix:

a) I3BMEHEHUs1 TpeOOBaHWU HOPMATUBHBIX MPaBOBBIX akToB Poccuiickoi
®epnepanuu, Merogudyeckux AokymeHToB DCTIK Poccuu, periaMeHTHPYIOIINX
BOIIPOCHI OLIEHKHU yrpo3 6e30macHoCcT! nH(popMaIuy;

0) U3MEHEHUN apXUTEKTYPhI U YCIOBHA (YHKIIMOHUPOBAHUS CHUCTEM U CETEH,
pexxuma o0paboTku nHpOpMAIUK, TPABOBOTO PEeKUMa WH(POpPMAIUH, BIUSIOMNUX HA
yrpo3bl 6€30MacHOCTH WH(OPMAITHIH;

B) BBISIBJICHUS, B TOM YHCJIC 110 PE3YJIbTaTaM KOHTPOJISI YPOBHS 3aIIUIIIEHHOCTH
CHUCTeM W CeTell W cojepxkaielics B HUX HHpopMmammu (aHAM3a YSI3BHUMOCTEH,
TECTUPOBAHWIA HA TIPOHUKHOBEHHE, ayAuTa), HOBBIX YIpo3 0€30MacHOCTH
nHGOPMAITH WIIA HOBBIX CIICHAPUEB PEAM3aIli CYIECTBYIOMINX yIPO3;
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I) BKIIOYEHUs B 0OaHK JaHHBIX yrpo3 0Oe3omacHOCTH  MH(POpPMALMH
OCTOK Poccun  (bdu.fstec.ru) cBemeHuit 0 HOBBIX yrposzax 0€30MacCHOCTU
uH(popMaIK, ClieHapuaX (TAaKTUKAX, TEXHUKAX) UX peau3allti.

2.15. OneHka yrpo3 6e30macHoCTH UH(GOPMAIIMU BKITIOYAET CICAYIOIINE ITAIbl

1) onpeneneHre HETATUBHBIX IOCIEACTBUN, KOTOPBIE MOTYT HACTYIHUTh OT
peanu3aiyy (BOSHUKHOBEHUS ) yrpo3 0€30MacHOCTH WH(POPMAIINY;

2) ompenieJicHHEe BO3MOYKHBIX OOBEKTOB BO3JCHCTBHS yIrpo3 0€30IMacHOCTH
uHpopmanuuy,

3) OLIEHKY BO3MOXKHOCTH peanu3aivy (BO3HHKHOBEHHs) yrpo3 0e30ImacHOCTH
MH(POPMAIIH U OTIPEJICIICHNE UX aKTYaIbHOCTH.

OO6mast cxema MNPOBEJEHUS OLEHKH Yrpo3 0€30MacHOCTH HWHPOPMALUU
NpYBeJeHa Ha PUCYHKE 2.
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3. OnpenejieHHe HeraTUBHBIX MOCJIECTBUI OT peaju3anun
(BO3HMKHOBEHHSI) YIpo3 0e30I1acHOCTH HH(popMauun

3.1. B xome oneHku yrpo3 0e€30MacHOCTH HUHGOPMALMKU JOKHBI OBITH
OTpeJIeNIeHbl HETAaTUBHBIE MOCIEJCTBUSI, KOTOPhIE MOTYT HACTYIUTh OT peaM3alluU
(BO3HUKHOBEHUS) YIpo3 0€30MacCHOCTH HH()OPMALIHH.

3.2. UcXonHBIMU NaHHBIMHU IS OIpPEJEICHUs HETATUBHBIX TMOCJIEACTBUNA OT
peanuzanuu yrpo3 6€30macHOCTH HHOOPMALUU SBISIOTCS:

a) o0mMii mepeyeHb yrpo3 0e30macHOCTH WHGOpPMALMM, COAEpKALIMICST B
O0anke nmaHHbIX yrpo3 OezonmacHoctu uHpopmaimun OCTOK Poccum (bdu.fstec.ru),
Mozenu yrpo3 o6eszomacHoctu uHpopmanuu, paspadareiBaembie DCTOK Poccun B
COOTBETCTBUM ¢ ToJnyHKToM 4 nyHkTta 8 Ilonmoxxenuss o denepanbHOU cityx0Oe 1Mo
TEXHUYECKOMY M JKCIIOPTHOMY KOHTpPOJIIO, YTBepxkAeHHoro Ykaszom IIpe3unenta
Poccuiickoit ®denepanuu ot 16 aBrycra 2004 r. Ne 1085, a Taxke orpacieBbie
(Be1OMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIETH YIpo3 0€30MacHOCTH MH(OpMAINH;

0) HopMaTHBHBIE MPaBOBBIC akThl Poccuiickoit denepanuu, B COOTBETCTBUU C
KOTOPBIMU CO3/1a0TCS U (PYHKIIMOHUPYIOT CUCTEMBI U CETH, COJIEPKAIIINE B TOM YUCIIE
omnHUcaHue Ha3zHaueHwus, 3a/1a4d (QPyHKIUMH) CUCTEM U CETel, cocTaB 00pabaThiBaeMoOit
uH(OpPMaILINK U €€ TIPABOBOM PEKUM;

B) IOKyMEHTAIlUs Ha CETH M CUCTEMBbI (B YaCTH CBEJACHHH O HA3HAYCHHH U
(GYHKIIUSAX CUCTEM U CETel, 0 COCTaBE U APXUTEKTYPE CUCTEM U CETCH);

) TEXHOJIOTMYECKUE, TPOU3BOJACTBEHHBIC KapThl MM HWHBIC JOKYMCHTHI,
coJiepKallie ONMHMCAHME OCHOBHBIX (KPUTHYECKUX) MPOIECCOB (OM3HEC-TIPOILIECCOB)
oOnanarens uHdopmaluu, ornepaTopa;

1) pe3ynbTaThl OICHKM puckoB (yiiepOa), MpPOBEACHHOW o00JagaTesieM
UHGOPMAIIIH WA OTIEPATOPOM.

VYka3aHHBIE UCXOJHBIC JaHHBIE MOTYT OBITh JOTOJHEHBI UHBIMH JOKYMEHTaAMHU
M CBEJCHUSMHU C YYETOM OCOOCHHOCTEH 005IacTh JesATEIbHOCTH, B KOTOPOU
(GYHKIIMOHUPYIOT CUCTEMBI U CETH.

3.3. Ha ocHoBe aHanmm3a HMCXOAHBIX JAHHBIX OMNPEACISIIOTCS COOBITHE WIIH
rpyIina COObITHIA, HACTYIJICHHE KOTOPBIX B pe3ybTaTe peanu3aiiy (BOSHUKHOBEHUS)
yrpo3 6e30MmacHOCTH HHHOPMAIIMK MOKET MPUBECTH K:

a) HapyLIEHUIO TIPaB IPAXK/IaH;

0) BO3HUKHOBEHHIO yiiepba B oOysact oOecrieueHus: OOOpPOHBI CTPAHbI,
0e30macHOCTH TOoCylapcTBa M TPABOMOPSAKA, a TakkKe B  COIMAJIBHOM,
HKOHOMHYECKOM, TOJIUTUYECKOM, IKOTIOTUIECKON chepax NeITeTbHOCTH TOCy1apCTBa;

B) BO3HUKHOBCHHIO (DMHAHCOBBIX, MPOU3BOJICTBEHHBIX, PEIYyTAIIMOHHBIX WA
WHBIX PUCKOB (BUIOB yiep0a) mis obnamarens nHdopMaIim, ornepaTopa.

CoObITHE UM rpymnna cOObITUIM ONPEAENISIOTCS TPUMEHUTENIBHO K HAPYIIEHUIO
OCHOBHBIX (KPUTHYECKHX) TPOIECCOB (OM3HEC-TIPOIECCOB), BBIMOJHEHUE KOTOPBIX
o0ecreunBalOT CUCTEMBI U CETHU, M MPUMEHUTEIHHO K HApYIICHUIO O€30MacHOCTH
uH(bOpMAINH, COEPIKAIIEHCS B CHCTEMAaX U CETSX.

3.4.B cmywgae otrcyTcTBUS y oOmamarenss wHGOpPMAIMM WA OIEepaTopa
pe3yJabTaTOB OLCHKH PUCKOB (yiiepOa), BO3MOXKHBIC HETaTUBHBIC IMOCICACTBHS OT
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peanu3anuy yrpo3 6€30MacHOCTH MHPOPMAIMU MOTYT ONPEIENAThCS KaK Ha OCHOBE
HKCHEPTHOM OIIEHKH CHEIMAaIMCTOB, MPOBOJALIMX OLEHKY yrpo3 O0e30MacHOCTH
uH(popMalMi, TaK U HAa OCHOBE HH(POPMALMH, MNPEACTABIAEMON NPOPUIBHBIMU
HOJpa3/IeNeHUsIMI WU CTIeaTucTaMu obafarenst vH(GOpMaIMy WK OllepaTopa.

3.5. OnpenensieMble B XOA€ OIEHKUM Yrpo3 ©0e3omacHOCTH HWHGOpMALMH
HETaTUBHBIC TIOCIEICTBUS JODKHBI OBITh KOHKPETHU3WPOBAHBI MPUMEHHUTEIBHO K
00J1aCTsIM M OCOOEHHOCTSIM JIeATeIbHOCTU 00aaarenss HHPOpMAaLMKM WU ONeparopa.
Hns cucrem u cereil obnajgatens HMHQOpMAUMU WM ONEpaTopa MOXET ObITh
OIIPEICJIEHO OJIHO MJIM HECKOJIBKO HEIaTUBHBIX IOCIEACTBUH.

Ilpumep 1: 1) eciu onepamop obpabamveieaem nepcoHaibHble OAHHBIE 2PANCOAH,
komopuwie 8 coomsemcmauu ¢ PedepanroHvim 3axonom « O nNepcoOHATbHBIX OAHHBIXY
noonexcam 00A3ameNvbHOU  3aujume, OOHUM U3  BO3MOJICHBIX HE2AMUBHBIX
nocieoCmseull om peanuzayuu  yepo3 0e30nacHocmu  uH@opmayuu  sA671emcs
HapyueHue KOHPUOSHYUATbHOCMU NePCOHANbHBIX OAHHBIX, 8 Pe3VIbmame KOmopo2o
Oy0ym HapyuwieHvl npasa cyovbeKmos nepcoHaIbHbIX OAHHBIX U COOMBEMCMEYIuUe
3aKOHOOamenbHble aKmoul, 2) eciu onepamop obecneuusaem MmMpancnOPMuposKy
Hegmu, OOHUM U3 BO3MONCHBIX HE2AMUBHBIX NOCACOCMEUL OM Pearu3ayuu yepo3
bezonacHocmu  uHgopmayuu AGIAEMCA  pazius Hepmu U3z Hepdmenposooda,
noGIeKWUL  HACMYNJeHue  dKOA02UHecko2o  ywepba;, 3) eciu  onepamop
npeodoCcmasisem yciyeu cessu, OOHUM U3 BO3MONCHBIX He2AMUBHBIX NOCIeOCEUL Om
peanusayuu yepo3 6e30nachocmu UH@GopmMayuu sa6isemcs HenpeooCmasieHue yciye
C8s3U aboHeHmam, nogieKuiee Hacmynjienue ywepoa ¢ coyuanrvHou cgepe; 4) ons
onepamopa no nepesoody OCHEN’CHbIX CPeOCm8 OOHUM U3 BO3MONCHBIX HE2AMUBHBIX
ROCAeOCMBULL OM peanu3ayuu yepo3 0e30nacHoCmu UHGOPMayuu s8semcs XumjeHue
OCHEJICHBIX CpeoCcms, 8 pe3yibmame KOmopo2o B03MONCHbL (QuHAHCO8ble U
PenymayuoHHvle pucKu.

Bunpl puckos (yiiepOoRB) U TUITOBBIC HETATUBHBIC TIOCIICICTBHUS, KOTOPHIE MOT'YT
HACTYIHUTh OT peann3anuu (BO3HUKHOBCHHS) yrpo3 0e30macHOCTH HH(OpMAINH,
MPUBEICHBI B IPUIIOKEHUH 4 K HacTosier Metoauke.
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4. Omnpenesienne BO3MOKHbIX 00bEKTOB BO3/1€iicCTBHA YIPO3
Oe3onmacHoCTH HH(popManun

4.1. B xone oueHkd yrpo3 Oe3onacHOCTH HWHGOPMAIMUA JIOKHBI  OBIThH
ompeeNeHbl HMH(POPMAIMOHHBIE PECYpChl W KOMIIOHGHTHI CHCTEM M CeTeH,
HECAaHKIIMOHWPOBAHHBIM JTOCTYN K KOTOPHIM HJIM BO3JICHCTBHE HAa KOTOPBIC B XOJIE
peanu3aiyu (BOSHUKHOBEHUS) YIpo3 0€30MacHOCTH MH(POPMAIIUU MOXKET NMPUBECTU K
HETaTHBHBIM IOCJICACTBUAM — O0OBEKTHI BO3JACHCTBUSI.

CoBOKYNHOCTBH OOBEKTOB BO3ACHCTBUS 1 UX HHTEP(DEICOB ONpeesieT rpaHuLbl
mporiecca OICHKH yrpo3 Oe3omacHocTd WHGOpMaMK W pa3pabOTKH MOJETH YTrpo3
0e3omacHoctr nHpopMaluu (pucyHok 1, 3).

4.2. UcXoqHBIMM  JTaHHBIMU  JUIA ~ OMPEICICHUS BO3MOXKHBIX  OOBEKTOB
BO3JICHCTBUS SBJISFOTCS:

a) oO1uii mepeveHsb yrpo3 6e30nacHoCTy HHGOpMaIlUU, cojiepKalienics B 6aHke
naHHBIX yrpo3 Oe3onacHocty uHpopManuu OCTOK Poccun (bdu.fstec.ru), monmenu
yrpo3 ©Oe3onacHoctu wuHpopmaiuu, paspadbareiBaecmbie DCTOK Poccunm B
COOTBETCTBHM ¢ ToJANyHKTOM 4 myHkTa 8 [lomoxxenus o denepanbHOil Ciy)Oe 1O
TEXHUYECKOMY M OJKCIIOPTHOMY KOHTPOIIIO, YTBEp)KIAeHHOro Yka3zom I[IpesmmeHra
Poccuiickoit ®deneparuu ot 16 aBrycra 2004 r. Ne 1085, a Taxke orpacieBbie
(BeTOMCTBEHHBIE, KOPIIOPATUBHBIC) MOJIETH YTpo3 Oe30macHOCTH HH(OpMAIINH;

0) onucaHusl BEKTOPOB KOMITBIOTEPHBIX aTaK, CojepIKaIuecs B 0a3ax JaHHBIX U
MHBIX HMCTOYHHKAX, onyOiukoBaHHBIX B cetn «Murepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) IOKYMEHTAllUd Ha CETM M CHUCTEMBbI (B 4YacTU CBEACHHN O cocTaBe H
apXUTEKTYpe, O TpyMIax Mojib3oBaTeIeil 1 ypOBHE UX MOJHOMOYUN U TUTAX JOCTYIA,
BHEITHUX U BHYTPEHHUX UHTepdercax);

') IOTOBOPBI, COTJAIICHUS WM WHBIE JTOKYMEHTBI, COJEpXAIIHe YCIOBUS
UCTIONIb30BaHUsT  MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOW  MHQPACTPYKTYpPHI
IeHTpa 00pabOTKM JaHHBIX WM OO0JaYHOW HHQPPACTPYKTYpPhl MOCTABIIUKA YCIYT
(B ciydae ¢GyHKIIMOHUPOBAHUSA CHCTEM M ceTel Ha 0aze wuH(POpPMAIMOHHO-
TEJICKOMMYHHMKAIIMOHHOW HWHMPACTPYKTYphl IEHTpa 0OpaOOTKH JaHHBIX WU
o0sauyHO# HHOPACTPYKTYPHI);

1) HETaTHBHBIC TIOCICJACTBUSA OT peanu3anuyd (BO3HUKHOBEHUS) yrpo3
O6e3omacHocTH WH(OpPMAIMK, OMpeneNieHHbIe B COOTBETCTBHM C HACTOSIICH
MeTtoaukomu.

VYka3aHHBIC UCXOJHBIC JaHHBIE MOTYT OBITh JOTIOJHEHBI UHBIMH JOKYMEHTaAMHU
U CBEACHUSAMH C YYETOM OCOOCHHOCTEH 00JIacTH MESITCIBbHOCTH, B KOTOPOM
(GYHKITMOHUPYIOT CUCTEMBI M CETH.

4.3. Ha ocHOBe aHanm3a MCXOAHBIX JAHHBIX U PE3YJIbTATOB WHBEHTAPU3AINH
CUCTEM M CETEH OIpPEACNAIOTCS CICTYIONINE TPYIIbl HHPOPMAIIMOHHBIX PECYPCOB U
KOMITOHEHTOB CHCTEM M CETEH, KOTOPHIE MOTYT SIBIISITHCS OOBEKTaMU BO3JICHCTBUSA .

a) naopManus (JaHHBIC), COJAEpIKAIIAsICI B CUCTEMaX M CeTSIX (B TOM YHCIe
3amuiiaemMas “HpopMaIys, mepcoHalbHbIe JaHHbIe, HH(pOpMaIus 0 KOH(GUTypaIruu
CHCTEM U CETEH, TaHHBIC TEIEMETPUH, CBEICHUS O COOBITUAX 0€30MaCHOCTH | AP.);
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0) mporpaMMHoO-anmapaTHble CpeCTBA 00paOOTKU U XpaHEeHUs! HH(pOpMaLH (B
TOM  4YHCJI€ aBTOMATU3UPOBAHHbIE pabouyWe MecTa, CEpBEphbl,  BKIIOYAS
MPOMBIIIEHHBIE, CPEACTBA OTOOpa)kKeHUs HMHPOpPMALUU, MPOrpaMMUPYEMbIE
JIOTUYECKUE KOHTPOJUIEPHI, MPOU3BOACTBEHHOE, TEXHOJIOTMYECKOE O0O0pYyIOBaHUE
(MCITOJIHUTENIBHBIC YCTPOHCTRA));

B) IpOrpaMMHbIE CpelIcTBa (B TOM 4YHCJIE CHCTEMHOE M TPHUKIATHOE
MpOrpaMMHOE OO€eCleYeHUe, BKIIOYAsl CEepBEPbl MPUIIOKEHUN, BEO-TIPUIIOKEHUIH,
CHCTEMBI yIIpaBlIeHHs 0a3aMU TaHHBIX, CUCTEMbI BUPTYaJIN3aIlUH );

I') MalllUHHBIE HOCHUTENH WH(GOpPMALUM, COJIepXKallue Kak 3alluIlacMylo
nH(OpPMAIIHIO, TAK U ayTEHTU(PUKATMOHHYIO MH(OPMAIIHIO;

1) TSIEKOMMYHHKAIIMOHHOE 00OpynoBaHKe (B TOM 4YHCJIEC MPOrPaAMMHOE
oOecrieueHue AJid yIpaBlIeHUs TeIEKOMMYHHUKAIIMOHHBIM 000PY/I0BaHUEM );

€) cpeacTBa 3aimuThl UHpOpMAIK (B TOM YHUCIIE MPOrpaMMHOE OoOecricucHHe
JUISI LIGHTPATM30BAaHHOTO aAMUHUCTPUPOBAHUS CPEACTB 3al[UThl HHPOPMALIUN);

) IPUBUJICTUPOBAHHBIC M HETPUBHUJICTUPOBAHHBIC MOJB30BATEIN CHCTEM U
ceTeil, a Takke uHTeperchl B3aUMOJEHCTBUS C HUMH,

3) 00€eCIeunBaOIINE CHCTEMEL.

Ilpumep 2: x 0CHOBHBIM UHDOPMAYUOHHBIM PECYPCAM U KOMNOHEHMAM CUCTEM
u cemet MoO2ym OMHOCUMbCA CUCMeMbl XPAHeHUsi OAHHbIX (0azvl OAHHLIX),
cucmemvl ynpaeienus 6azamu OaHHbIX, 6eb-catim, Noumoswvlll cepeep, No4moasblil
KAUeHm, A8MOMAMU3UPOBAHHOE pabouee Mecmo Noab308ames, Cucmemd
VIpagieHus U aOMUHUCTIPUPOBAHUS, KOHMPOIIEP O0OMeHd, cemesvle CLyxHcObl,
npoBoOHble U OeCNpPOBOOHble KAHAIbL Nepedayu OaHHbIX, MeleKOMMYHUKAYUOHHOE
0bopyoosaHue u m.o.

4.4, Ha sTane co3maHusi CUCTEM U CE€Tel 0OBEKThI BO3JICHCTBUS OTIPEACIISIOTCS
Ha OCHOBE MPEIOIaraeMblX apXUTEKTYPhl U YCIOBUN (PYHKIIMOHUPOBAHUS CUCTEM U
CeTel, ONMpEeJETICHHBIX Ha OCHOBE M3YUYEHHMS M aHAJIN3a UCXOIHBIX AaHHBIX. B xone
AKCIUTyaTallul CUCTEM M CETEW, B TOM YHCJIE MPU Pa3BUTUH (MOJAECPHHU3ALNH) CUCTEM
U ceTed, OOBEKTHl BO3ACHCTBUS OMPENCIAIOTCS IS PEaTbHBIX apXUTEKTYphl H
yclioBUid (DYHKIITMOHUPOBAHUS CUCTEM U CETEH, MOTYyYEHHBIX 0 PE3yIbTaTaM aHanu3a
HCXOJIHBIX JaHHBIX U UHBEHTApU3allUU CUCTEM U CETEH.

NuBeHTapuzamuss CcHUCTEM U CETeM MPOBOAMTCS C  HMCIHOJIB30BAHHEM
aBTOMAaTU3UPOBAHHBIX CPEJCTB, KOTOpPBIE IIO3BOJIAIOT ONPEIEIUTh KOMIIOHEHTHI
CUCTEM M CETEM, a Tak’Ke BHEIITHNE U BHYTPEHHHUE UHTEP(EHCHI.

4.5. ]Ins onpeneneHHbIX HHPOPMAITMOHHBIX PECYPCOB U KOMIIOHEHTOB CUCTEM
M ceTel JOKHBI OBITh OIpEIENICHbl BHUIBI BO3JCUCTBHS HA HUX, KOTOPHIE MOTYT
MPUBECTH K HETATUBHBIM MOCHEACTBUSIM. OCHOBHBIMU BUJAMHU TaKUX BO3AEHCTBHI
SIBJISIFOTCSL:

a) yreuka (mepexBaT) KOHQUACHIMAIBLHOW WH(HOPMAIMU WU OTACIBHBIX
JAHHBIX (HapylIeHuEe KOHPUIECHIIUATBHOCTH);
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0) HECAaHKIIMOHUPOBAHHBIM ~ JOCTYN K  KOMIIOHEHTaM,  3allUMIIaeMOH
uH(pOpMaIH, CUCTEMHBIM, KOH(DUTYPAaLIUOHHBIM, UHBIM CITY>K€OHBIM JIaHHBIM;

B) OTKa3 B 00CIIy’)KMBaHUH KOMIIOHEHTOB (HapylIeHHE TOCTYITHOCTH);

I') HECAaHKLMOHUPOBaHHAs MOAU(PUKALKA, TOJIMEHA, UCKAKEHUE 3alIUIIAEMON
uH(pOpMaIM, CUCTEMHBIX, KOH(PUIYPAMOHHBIX, HWHBIX CIIY’)KEOHBIX JaHHBIX
(HapyuIeHue 1eJI0CTHOCTH );

1) HECAaHKIIMOHUPOBAHHOE UCIIOJIb30BAaHUE BBIYMCIUTEIBHBIX PECYPCOB CUCTEM
U CETEN B MHTEpECaxX PELICHUs] HECBOMCTBEHHBIX UM 3a/aY;

e) HapyuieHue  (GYHKIHMOHUPOBaHUS  (pabOTOCIOCOOHOCTH) MPOTPaMMHO-
anmnapaTHbIX CpeJCTB 00pabOTKH, Mepelaul U XpaHeHUs] HPOpMAaLIHH.

4.6. O0beKThl BO3ACHCTBUS OMpPENENSAIOTCS Ha ammapaTHOM, CUCTEMHOM H
MPUKIAJHOM YPOBHSIX, HA YpPOBHE CETEBOW MOJENM B3aUMOJIEUCTBUS, a TaKKe Ha
YPOBHE IMOJIb30BaTeeH (PUCYHOK 3).

paHuLa oLEeHKMN yrpo3
6e3onacHocTun
MHpopMaLmm

PucyHok 3. YpoBHU apXUTEKTYpbl CUCTEM U CETEM, HA KOTOPBIX
OTIPEIEIISIIOTCSE 0OBEKTHI BO3/IEHCTBUS

4.7. B miporiecce 3KCIUTyaTalliy CHCTEM U CeTel 0OBEKTHI BO3JACHCTBHS M BUJIBI
BO3/ICHCTBUS HA HUX MOTYT JIOTIOJHATHCS U U3MEHSATHCS OTHOCUTEIBHO UX COCTaBa M
BUJIOB BO3JICUCTBUSI, OMPECICHHBIX HA ATale CO3JaHUs JAHHBIX CUCTEM M CETeil.
B srom ciywyae yder W3MEHEHUN IOIDKEH MPOBOIUTHCA B pPAMKaxX peau3aiuu
MEpPOTIPUSATUI M0 YMPABICHUIO KOHPUTYpalueld CUCTEM U CEeTed W aHalu3y Yrpo3
6e3omacHOCTH MH(OPMAITUH B XOJI€ WX IKCIUTyaTaIlHH.

4.8. [Ipu omenke yrpo3 Oe30macHOCTH HH(POpPMAIMKM B CHCTEMaxX U CETsX,
(GYHKITMOHUPYIOTITHAX Ha 0aze WH(POPMAIIMOHHO -TEJICKOMM yHHKAITMOHHOM
HHOPACTPYKTYpHI TEHTpa O0OpaOOTKM MaHHBIX WIH O0Ja4YHONW HH(PACTPYKTYpHI,
OOBEKTHI BO3JEHCTBUS OIPEACIAIOTCS C yYE€TOM COCTaBa M COJACP)KAaHUS YCIYT,
MPEIOCTABISIEMBIX MOCTABIIMKOM YCIyT (Hampumep, WHGPACTPYKTypa Kak ycIlyra,
maTdopma Kak CepBHC, MPOrpaMMHOE 00ecTieYeHUE KaK CEPBUC).
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ApeHTyeMble WK UCTIOIh3yeMble Ha MTHOM 3aKOHHOM OCHOBAaHHMH MTPOTPaMMHO-
amnmapaTHBIE CPEJICTBA U UX UHTEP(EIChl, KaHABI CBS3H, MPOTPAMMHOE 00ECIICUCHNE
(B TOM UHCIIE MPOrpaMMHOE 00eCIieUeHIE BUPTYaTH3alK 1 TIOCTPOCHHBIX Ha €To 0a3e
BUPTYaJIbHBIX MAIlIWH, BUPTYATbHBIX CEPBEPOB, CUCTEM YIIPABICHHS BUPTYyaIU3aIUEH,
BUPTYaJIbHBIX KaHAJIOB CBSA3M M T.J.) OTHOCATCS K OOBEKTaM BO3CHUCTBUS,
HAXOMSIIMMCSL B TPaHUIE OICHKH yrpo3 0e30macHOCTH MH(popMaIuu omneparopa. B
OTHOIIIEHUH OCTATbHOU MH(POPMAITIOHHO-TEIEKOMMYHHUKAIIMOHHOW HHPPACTPYKTYPHI
LEeHTpa 00pabOTKU NAaHHBIX WM 00Ja4HON MHEOPACTPYKTYphl YIpo3bl O€30MaCHOCTH
nHGOPMAITUHU OLIEHUBAIOTCS MTOCTABIIUKOM YCIYT.

[Ipumep pacnpeneneHus rpaHul] IpU OIIEHKe Yrpo3 6e30MacHOCTH HH(pOopMaIuu

MCKOY ornecpaTopomM n IIOCTaBIIMKOM yciayr MMpEACTaBJICH
Ha pUCYHKe 4.
IIporpammHoOe
Wudpacrpykrypa Wudpactpykrypa ITnarpopma oge?r)[eqeﬂne
omepaTtopa Kak yciyra Kak yciyra

Kak ycIryra

Tpunosxenus

[punoxenus [Mpunoxenus

[Mpunoxenus
Jlannbie Jlannbie

Jlannbie

Cpezia BBITIOJIHEHHS Cpe/a BBIOIHEHHS Cpe/a BBITIONHEHHS

Cpena BBITTIOJTHCHUASA

Caszyromiee Caszyromiee Caszyromiee
MPOrpaMMHOE MPOrpaMMHOE MPOrpaMMHOE
obecreueHmne obecneyeHue obecneuenue

ITnardopma IInatpopma
BUPTYATH3ALAT BHPTYTH3ALHH
ArnmnapatHas miathpopma Annaparnas miatgopma
Cucrema XpaHeHHs CucTteMa XpaHeHust
JIAHHBIX JIAHHBIX
CeteBas uH(pacTpykTypa CereBas HHpacTpyKTypa

Pucynoxk 4. [Ipumep pacnpenenenus TpaHUI] IPHA OIEHKE YTPo3 0€30MacHOCTH
uHpopmaru B ”HGOPMAIIMOHHON HHGPACTPYKTYPE MOCTABIIHUKA YCIyT

Cas3ytomiee
MPOrpaMMHOE
obecrieueHme

OHCPHHHOHH’dﬂ cucreMa Ol'leaL[HOHH’dS{ cucreMa

[Tnatdpopma
BHPTYaJIH3alUH

Inatpopma
BHPTYIH3ALHI

AnnapatHas miaTpopma Anmnaparnas miathpopma

Cucrema XpaHeHHs.
JIAHHBIX

Cucrema XpaHeHHs
JIAHHBIX

CeteBast uH(ppacTpyKTypa

CereBast HH(pPACTPyKTypa

4.9. O0OBeKTbl BO3AEHCTBUA M BHALI BO3IEHCTBUS HAa HHUX JOJDKHBI OBITH
KOHKPETHU3UPOBAHBI TPUMCHHUTEIIPHO K aPXUTEKTYPE B YCIOBUAM () YHKITHOHUPOBAHHUS
CHUCTEM M CETEH, a TaKXXe 00JacTIM M OCOOEHHOCTAM [EATEIBHOCTH OO0JIagaTens
uH(pOpMAaIH U oTiepaTopa.
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Ilpumep 3: 1) pazenawenue nepcoHanbHuIX OAHHBIX U (UIU) UX MOOUPUKAYUS
BO3MOJICHbI 8 pe3yIbmame HeCaHKYUOHUPOBAHHO2O0 O00CMyna K 6ase OaHHbIX, 8
Komopou sma uH@opmayusi xpawumcs, 2) paziué Hepmu u3z Heghmenposooa
803MOJICEH 8 pe3ybmame HeCaHKYUOHUPOBAHHO20 OOCMYNA K NPOSPAMMUDYEMOMY
JI02U4ecKoMy — KOHMpoLiepy, obecnedusaroujemy ynpasieHue  3a08UdCKAMU
Heghmenpogooda, U NOOMEHbl XPAHAWUXCA 6 HeM  3HAYeHUll YCMABoK,
3) Henpedocmasnenue yciye cesa3u AOOHEHMAM 803MOICHO 8 pe3yIbmanie OmKa3d 6
obcnydcusaHUU  mMapuwpymuzamopa — ypoeus — a0pa  cemu,  4) HapyuieHue
INEKMPOCHADIHCEHUSL nompeoumeret B03MONCHO 8 pe3yivmame
HeCaHKYUOHUPOBAHHO20 ~ 00CMYNA K NPOSPAMMUPYEMOMY  JI02UYECKOMY
KOHMPOLIEpy, YNPAsIAowWemMy 8blKiouamenem, ¢ Yeavio nooadl J0#CHbIX KOMAHO
Ha e20 omKoueHue; 5) XuweHue OeHeN’CHbIX CPedCme y onepamopa no nepegooy
OEHEJICHbIX CPedCm8 BO03MOJICHO 6 pe3yibmame HoOMeHbl (Moougurayuu)
ungopmayuu, cooepicaueiics 8 INeKMpPOHHbIX COOOUCHUSIX.

[Tpumepsl onpeneneHus 00ObEKTOB BO3JIEUCTBUS U BUJIOB BO3JEHCTBUS Ha HHUX
IIPUBEJICHBI B IPWIOKEHUU S K HacTosen Meroauke.
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5. OuneHka BO3MOKHOCTH peajiM3annu (BOSHUKHOBEHHS) YIPO3
0e30macHOCTH HH(pOPMALIUM U ONpPeAeIeHUe HX aKTyaJIbHOCTH

5.1 Omnpenenenne HCTOYHUKOB YIpo3 0€301aCHOCTH HH(OpMALIUT

5.1.1. B xone oueHku yrpo3 0e30macHOCTH HH(OpPMALUU AOJKHBI OBITH
ONpEJeNeHbl BO3MOXKHBIE AHTPONOTE€HHBIE HCTOYHHUKM YIrpo3 0e30MacHOCTH
uH(popMaIMi, K KOTOPbIM OTHOCATCA Juua (rpynmna Jul), OCYIIECTBISIONINE
peanuzaiuio yrpo3 0e30macHOCTH HH(OpMAIMU MyTeM HECAaHKIIMOHUPOBAHHOTO
nocTyna M (Uiau) BO3ACHCTBUS HAa MH(OPMAIMOHHbBIE PECYPCHl U (MJIM) KOMIIOHEHTHI
CUCTEM M CeTeH, — aKTyaJIbHble HAPYIIUTEH.

5.1.2. icXomHBIMH JTaHHBIMH JJII  ONpPENEJICHUs] BO3MOMKHBIX AaKTyaJbHBIX
HapyLIUTeNeH SABISIOTCS:

a) o0mMii mepeyeHb yrpo3 0e30macHOCTH WHGOPMAILMH, COJAEpXKALIHUICT B
Oanke nmaHHbIX yrpo3 OezonmacHoctu uH(popmaimn OCTOK Poccum (bdu.fstec.ru),
Mojenu yrpo3 OesomnacHoctu umHbopmanuu, paspadareiBaembie PCTOK Poccun B
COOTBETCTBUM ¢ TOJANyHKTOM 4 myHkTa 8 [lonmoxxkenus o denepanbHOil Ciy)Oe 1O
TEXHUYECKOMY M JKCIIOPTHOMY KOHTpPOJIIO, YTBepxkAeHHoro Ykaszom IIpe3unenta
Poccuiickoit ®denepanuu ot 16 aBrycra 2004 r. Ne 1085, a Taxke orpacieBbie
(Be1OMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIETH YIpo3 0€30MacHOCTH UH(POPMAIIHH;

0) onucaHusi BEKTOPOB KOMITBIOTEPHBIX aTaK, COAEPKAIIMXCA B 6a3ax JaHHBIX U
MHBIX HMCTOYHHKAX, onyonukoBaHHbIX B cetu «Murtepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) HOpMaTUBHbIE MpaBOBbIe akThl Poccuiickoit denepannu, B COOTBETCTBUU C
KOTOPBIMH CO3/1aeTcsl U (PYHKIMOHUPYET CUCTEMA WIIHM CETh, COEpKAIINE OMUCAHUE
Ha3HaueHus, 3anad (GyHKUIMHA) CHUCTEM U ceTel, coctaB oOpabaThiBaeMoi
UHGOPMAIINH U €€ TIPABOBOM PEKUM;

) JOKyMEHTAIlMs Ha CETH M CUCTEMbI (B YaCTH CBEJCHUH O HA3HAYCHHH U
(GYHKIUSAX, COCTaBE M apXUTEKType CHCTEM M CETei, O Tpynmax IoJb30BaTelel u
YpOBHE UX MOJHOMOYHUHN U THUIAX TOCTYIIa, O BHEIIHUX U BHYTPEHHUX MHTEpdeicax);

1) IOTOBOPBI, COTJIAIICHHUS WM HMHBbIC JOKYMEHTBI, COJCPIKAIlUe YCIOBHS
UCIIONIb30BaHUsT  MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOW  UHQPaACTPYKTYpPHI
[eHTpa OO0pabOTKM MaHHBIX WIM O0Ja4HON WHQPACTPYKTYpPHI TOCTABIIHUKA YCIYT
(B wacTH mepcoHasa MOCTAaBIIMKA YCIYT, UMEIOIIEro JOCTYH K 3Toi HH(ppacTpyKType,
ero MpaB U 00s3aHHOCTEH, YPOBHSI TOJIHOMOYHHN M TUTIOB JIOCTYTIA);

¢) pe3yibTaThl OICHKH ymiepda (PHCKOB), MPOBEACHHOW 00JagaTeieM
uH(OPMAITUHU WA OTIEPATOPOM;

’K) HETaTHBHBIE TOCJICICTBUS OT peanu3anuud (BOZHUKHOBEHHS) YIPO3
Oe3omacHocTH WHGOpPMAIUHM, OINpEACICHHbIE B COOTBETCTBHM C HACTOSIIEH
MeToauKoH,

3) OOBEKTBI BO3JCUCTBUS YIrpo3 OC30MaCHOCTH WHPOPMAIMK W BHIBI
BO3JEHCTBUA HA HUX, ONIPEJCIICHHBIE B COOTBETCTBUM C HACTOSIIEH METOINKOMN.

VYka3aHHbIe UCXOAHBIE JaHHBIE MOTYT OBITh JAOIMOJHEHBl MHBIMU JTOKYMEHTAMU
U CBEIECHUAMHM C YYETOM OCOOEHHOCTEH O00JacTH JeATEIbHOCTH, B KOTOPOM
(YHKIIMOHUPYIOT CUCTEMBI U CETH.
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5.1.3. Ha ocHOBe aHanm3a MCXOAHBIX JAHHBIX, a TaKXKE PE3yJIbTaTOB OICHKU
BO3MOKHBIX IEJIEH peanu3ali HapyHIIUTEIsIMU Yrpo3 0€30MacHOCTH MH(OpMaIuu
OMPENIENAIOTCS BUIbl HAPYIIUTENEH, aKTYaJbHBIX JJI1 CUCTEM U CETEH.

OCHOBHBIMU BUJIaMU HAPYIIUTENEH, OJICKAILUX OLICHKE, SIBISIOTCS:

CrielUaJIbHbIE CTYKObl HHOCTPaHHBIX TOCYIapCTB,;

TEPPOPUCTUUECKUE, IKCTPEMUCTCKUE TPYIITUPOBKH;

MPECTYITHBIC TPYIIBI (KPpUMUHATIBHBIE CTPYKTYPHI);

OTIebHbIE (PU3nUYecKre auna (Xakepsl);

KOHKYPHUPYIOIIIHE OpraHu3aIiy;

pa3pabOTYMKU MPOTPAMMHBIX, IPOTPAMMHO-AIIAPATHBIX CPE/ICTB;

nuia, o0ecrneurBaronue MoCTaBKy MPOrPAaMMHBIX, POrpaMMHO-AIMapaTHBIX
CpeACTB, 00€CTICUMBAIOIINX CUCTEM,

MOCTABIIUKHU YCIIYT CBSA3HU, BHIYUCITUTEIBHBIX YCIYT;

JuIla,  MpUBIEKaeMble  JJI1  YCTAHOBKH,  HACTPOWKH,  HUCIBITAHUN,
yCKOHAJIAJIOYHBIX U UHBIX BUJIOB PadoT;

nauna, obOecneuyuBammie (YHKIMOHHMPOBAHWE CHUCTEM W CeTed WIn
00eCneUnBaOIINX CHCTEM orepaTopa (aAMUHHCTPALIMs, OXpaHa, YOOPIIUKA U Jp.);

aBTOPU30BAHHBIC TIOJIL30BATEIIN CUCTEM U CETEH;

CHUCTEMHBIC aJIMUHUCTPATOPHI U aIMUHUCTPATOPHI 0€30MaCHOCTH;

ObIBIIME (YBOJIEHHBIE) PAOOTHHUKH (TTOJTH30BATEIIN ).

VYka3aHHbIC BHJIBI HapyIIUTEJIECH MOTYT OBITh  JIOTIOJHEHBI  WHBIMHU
HApYIIUTEIIMH C Y4Ye€TOM OCOOEHHOCTEeM O0O0JacTH MAesTENbHOCTH, B KOTOPOWU
(GYHKIIMOHUPYIOT CUCTEMBI U CeTH. J1JIsl OIHOIM CUCTEMBI U CETU aKTyaJbHBIMU MOTYT
ABJIATHCS] HAPYIIUTENIN HECKOJIBKUX BUJIOB.

5.1.4. Hapymurenn NpU3HAIOTCS aKTyaJbHBIMU ISl CHUCTEM U CETeH, Korna
BO3MOXKHBIE II€JIM peaju3alluid MMHU yrpo3 0e30MacHOCTH HH(OpMaluu MOTYT
NPUBECTH K OIMPEJCICHHBIM MJIi CHUCTEM M CETeld HETaTUBHBIM IOCJIEACTBHUIM U
COOTBETCTBYIOIIMM pHUCKaM (BHIaM yiep6Oa). BoaMoxHbIe e peanusaiuu yrpo3
Oe3omacHocTH MHGOPMAIUM  HAPYIIMTEISIMUA  TPUBEJISCHBI B  MPHUJIOKCHUH 6
K HacTosAleil MeToIuke.

[Iprumep COOTBETCTBHSI HAPYIIUTENIECH, BO3MOXHBIX LEJICH peaau3alud UMHU
yrpo3 6e3onacHocTr HHGOPMAIIMKA U BO3MOXKHBIX HETaTUBHBIX TOCIEACTBUN U BUIOB
puckoB (ymep0a) OT WX peain3anud (BOSHUKHOBCHHS) MPUBEICH B MPHIOKCHUU |
K Hacrosen Meroauke.

5.1.5. Hapymurenu uMerOT pa3Hble YPOBHH KOMIIETEHTHOCTH, OCHAIIEHHOCTH
pecypcaMd W MOTHUBAIIUU IS pealn3aldd yrpo3 0e30MacHOCTH WHGOPMAIIUH.
COBOKYIMHOCTh  J@HHBIX XapaKTEPUCTHK OINpEIEIsieT YPOBEHb BO3MOKHOCTEH
HApYIIUTENEH 10 pearn3aiuu yrpo3 0e30MacHOCTH HH(OpPMAITUH.

B 3aBucHMOCTH OT ypOBHSI BO3MOXHOCTEW HApyIIUTENIH MOAPa3JesatoTCs Ha
HapyluTelen, o01aaaromux:

0a30BBIMM  BO3MOXXHOCTSMH 110  peaju3alud  yrpo3  0e30MacHOCTH
undopmarmu (H1);

0a30BBIMM  TOBBIIICHHBIMH ~ BO3MOKHOCTSIMA 110  peaju3allid  yrpo3
oe3onacHoctu uHgopmaruu (H2);
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CPEIHHMMH  BO3MOXKHOCTSMHM [0  pealu3aluud  yrpo3  0€30macHOCTH
uHpopmaruu (H3);

BBICOKUMH  BO3MOXHOCTSIMM [0  pealu3aluud  yrpo3  0e30MacHOCTH
uHpopmanuu (H4).

JUist OHOM CHUCTEMBI WIIM CETU aKTyaJIbHbIMH MOTYT SIBJISITbCS HapyLIUTENH,
MMEIOILKE Pa3HbIE YPOBHU BO3MOKHOCTEH.

YpoBHU BO3MOXXHOCTEH HapyliuTened Mo pean3alud yrpo3 0e30MmacHOCTH
uH(pOpMaIKU IPUBEICHBI B IPUIOKEHUU 8 K HacTose Metoauke.

5.1.6. Ins aKTyanbHBIX HapylIUTENEH JOMKHBI OBbITh ONpPENENeHbl UX
KaTeropuu B 3aBUCUMOCTH OT UMEIOIIMXCS MTPaB U YCIOBHI MO IOCTYMyY K CUCTEMAM U
ceTsiM, OOYCIIOBICHHBIX AapXUTEKTYpOH W YCIOBUSMU (YHKIMOHUPOBAHUS HTHX
CUCTEM U CeTeH, a TAK)Ke OT YCTAHOBJIEHHBIX BO3MOXHOCTEH HapymuTesnei. [lpu aTom
HAPYIIUTEIH MOIPA3ACISIFOTCS Ha JIBE KaTeropuu (PUCYHOK 5, 6):

BHEIIHUE HAPYIIMTEIW — HapyLIIMTEId, HE HMEIIIHe MpaB JJOCTyna B
KOHTPOJIUPYEMYIO (OXpaHseMYI0) 30HY (TeppUTOpUI0) U (WUJIM) TOTHOMOYMM TIO
nocTyny K UWHGOPMAIMOHHBIM pecypcaM W KOMIIOHEHTaM CHCTEeM U CeTeH,
TPEOYIOIIMM aBTOPHU3AIUY;

BHYTPEHHHUE HApYIIUTEId — HApYIIUTENIU, HUMEIoIMe IMpaBa JJOCTyNa B
KOHTPOJIUPYEMYIO (OXpaHsAEeMYI0) 30HY (TeppuUTOpHIo) U (WIM) TOJHOMOYHUS TIO0
aBTOMAaTU3WPOBAHHOMY JOCTYNY K HH(POPMAIMOHHBIM pecypcaM U KOMIIOHEHTaM
CUCTEM U CETEM.
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Pucynok 6. BHyTpeHHU HapylIUTENb MPU PEaU3alUuU yTPpo3
0e301acHOCTH UH(pOpMAITUU

BayTpeHHUEe HapyIIUTEIU MEPBOHAYATIBHO MOTYT UMETh pa3Hblid YPOBEHbB IIPaB
JOCTYTIa K HH()OPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM CHUCTEM M CeTell (Hampumep,
JOCTYNl B JIMYHBIA KaOWHET Ha calTe, WCIOJHEHHE OOsI3aHHOCTEW Ha
aBTOMaTU3UPOBAHHOM paboyeM MecTe, aAMHUHHUCTPUPOBAHHUE CHCTEM U CETEH).
K BHyTpeHHUM HapyIIUTEISIM OTHOCSTCS  TOJIb30BAaTEIM, HMEIOIINE Kak
HEMIPUBUJICTUPOBAHHBIE  (MOJIb30BATEIbCKHUE), TaK W  MNPUBWICTUPOBAHHBIC
(aAMUHUCTpPATHUBHBIC) IIpaBa JOCTYIAa K MHPOPMAIMOHHBIM pecypcaM U KOMITIOHEHTaM
CHCTEM M CETEM.

5.1.7. BHelIHMe HAPYIIUTEIN PEATH3YIOT YIPO3bl 0€30MacHOCTH HHGOPMAIIUU
MpeIHAMEPEHHO  (TMpeJHaMEepeHHbIe  yrpo3bl  0€30MaCHOCTH  HH(POPMAIIUN)
C HCIOJb30BAaHUEM IMPOTPAMMHBIX, MPOrPAMMHO-AINIAPATHBIX CPEACTB WU 0€3
UCIIOIb30BaHUSl  TAKOBbIX. BHyTpeHHUE  HApyHIUTENH  PEATU3YyIOT  yrpo3bl
O0e3zomacHocTd  WHGOpPMAIMK  MpeaHaMepeHHO  (IpeIHaMEepeHHBIE  YIPO3bl
O6e3omacHOoCTH WH(OpPMAIMK) C HUCIOJB30BAHUEM MPOTPAMMHBIX, MPOrPAMMHO-
anmapaTHBIX CPEJCTB WM 0€3 HWCMOJIb30BaHUS TAKOBBIX WM HEMpPETHAMEPEHHO
(HempeHaMEpeHHbIE yrpo3bl Oe3omacHOCTH HWH(OpMamuu) O3 HCIOIb30BaAHUS
MPOrpaMMHBIX, TPOTPaMMHO-AINIMaPATHBIX CPEICTB.

Ipumep 4: xk HenpeoHamepeHHbiM yepo3am Oe30nacHoCmu uHgopmayuu mo2ym
OMHOCUMBCA!

1) Hapywenue GyHKYUOHUPOBAHUSA CUCMEMbl YNPABIeHUs OaA3bl OAHHBIX 3d Cuem
66004 8 N0 OAHHBIX UHDOPpMAYUU, Npesblulaouell O0NYCMUMbIL 00beM;

2) Hapyuwienue GYHKYUOHUPOBAHUS 8eO-pecypcad 3a cuem mo2o, Ymo CUCMEMHbIU
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5.1.8. B cnyyae ecnu K cCHCTEMaM M CETSIM MNPEIbSABICHB TpeOOBaHUS
K YCTOHYMBOCTH W HAJICKHOCTH (YHKIIMOHUPOBAHUSA (B YaCTH IEJIOCTHOCTH M
JOCTYITHOCTH WH(GOPMAIIMOHHBIX PECYPCOB W KOMIIOHEHTOB CHCTEM U CETeH),
JOTIOJTHUTENIBHO K aHTPOIIOICHHBIM MCTOYHHUKAM yIrpo3 0e30MmacHOCTH WH(popMaIuu
B KA4eCTBE AaKTYaJIbHBIX MOTYT OBITh ONPEACICHbl TEXHOTCHHBIE WCTOYHUKH
(usmueckue  siBIEHUS, MaTepHaibHBIC OOBEKThI). YTPO3bl  0E30MACHOCTH
UH(POpPMAIIMH, CBA3aHHBIC C TEXHOTCHHBIMU HWCTOYHHMKAMU, BKIIFOYAIOTCS B MOJCIb
yrpo3 Oe3omacHOCTH HH(OpPMAIMU 10 pelieHuto obnamarens WHOOpPMAIUU I
orepaTopa CUCTEM U CeTeH.

OcHOBHBIMH (paKTOpaMH BO3HHKHOBEHHS yrpo3 0e30MacHOCTH WH(pOpMAIIUH,
CBSI3aHHBIMH C TEXHOTEHHBIMH UCTOYHHUKAMU, MOTYT SIBJISITHCSI

a) HEIOCTaTKW  KadecTBa, HAJCKHOCTH  MPOTPAMMHOIO  OOCCICUYCHMS,
IpOrpaMMHO-aIMapaTHBIX CPEACTB, 00ECIEUnBAIOIIMX O00pPabOTKY W XpaHCHHE
UH(POpPMAIIVH, UX JIMHAHA CBSI3H;

0) HEIOCTaTKU B pab0Te 00ECIIEUUBAIOIIUX CUCTEM;

B) HEJIOCTYMTHOCTh ~ CEPBUCOB  (YCIYTr), MPEIOCTABISIEMBIX CTOPOHHUMH
OpraHu3alusIMH.

B0O3MOXHOCTh BO3HMKHOBEHHS TaKUX Yyrpo3 ONpeNeNsieTcss Ha OCHOBE
CTaTHCTHKHU UX BOSHHUKHOBEHHUS 3a MPOILIbIE TOJbl. B ciydae oTCyTCTBUS yKa3aHHOMN
CTaTHUCTHKU BO3MOHO MCIIOJIb30BAHUE SKCTIEPTHOM OILIEHKH.

BrisiBieHHe TEXHOTEHHBIX HCTOYHUKOB JOJDKHO OCYIIECTBISATHCS C YU4E€TOM
TpeOOBaHMI W TpaBUJI, YCTAHOBJIEHHBIX YIOJHOMOYEHHBIMU (henepanbHbIMU
OpraHaMH MCIIOJHHUTENbHON BIACTH, HAIIMOHAIBHBIMH CTaHAAPTAMMY, ¥ HE BXOIUT
B 00J1aCTh JEUCTBUA JaHHOW METOMUKN.

5.1.9.Tlo pesynapTaTaM ONpPEACIICHUS HWCTOYHHUKOB YyIrpo3 0O€30MacHOCTH
uH(OPMAIUH JOHKHBI OBITH OMPEIEIICHBI:

a) BUJIBI AKTyaJIbHBIX HAPYIIUTEICH U BOZMOXKHBIC I[ETH PEAN3aIllid UMHU yTPO3
6e3omacHocTy HH(OpPMAIUH, a TAKKE UX BO3MOKHOCTH,

0) KaTeropun akKTyaJdbHBIX HApPYIIUTENIEH, KOTOpPhIE MOTYT peau30BHIBATH
yrpo3bl 6€30MmacHOCTH HHGOPMAIIHH, B TOM YHCJIC HETPETHAMEPEHHBIC YTPO3BI.

[Ipu ompeneneHur WCTOYHUKOB yrpo3 Oe3omacHOCTH  HH(OpMaIuu
HEOOXOIMMO HMCXOJUTh W3 TPEANOJIOKEHUS O HAIWYUU TIOBBIIIICHHOW MOTHBAIIUA
BHEITHUX M BHYTPCHHHX HAPYIIMTENCH, MPEAHAMEPEHHO PEANM3YIONINX YIPO3bI
6e3onacHoct nHGopManmu. Kpome Toro, HEOOXOAMMO YUUTHIBAThH, YTO TAKUE BUIBI

! Hanpumep, Takumu cTaHIapTaMy SBIISIOTCS:

I'OCT P 22.0.05-2020 be3omacHOCTh B Upe3BbIYAWHBIX CHTYAIMsAX. Te€XHOT€HHbIE YpEe3BBIYANHbBIE CUTYaIUU. T epMUHBI
1 OTpe/eNeHns;

I'OCT P 51901.1-2002 MenemxkMeHT pucka. AHAJIN3 PUCKA TEXHOJIOrHIecKux cucreM (c [TompaBkoii).
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HapyluIuTeNe Kak  CHeHHabHbIE  CHYXObl ~ HMHOCTPAHHBIX TOCYJAapCTB MU
TEPPOPUCTUUYECKHUE, SKCTPEMHUCTCKUE TPYNIUPOBKHM MOTYT HIPHUBIEKATh (BXOAMTH
B CrOBOpP) BHYTPEHHMX  HapylIHMTeled, B TOM  4yucie  0OJaJarommx
[IPUBWICTUPOBAHHBIMU IIpaBaMU JI0CTyna. B 3ToM ciaydae ypOBEHb BO3MOKHOCTEH
aKTyaJIbHBIX HapylIuTesne OyAeT ONpeaessaTbCsi COBOKYIMHOCTHIO BO3MOXKHOCTEH
HapyluTele, BXOAAIUX B CTOBOP.

IIpumMepsl ompeneneHrs aKkTyalbHBIX HapyLIUTENEH MPU peaau3aluyd yrpos
06e3onacHOCTH MHGOPMALMM W COOTBETCTBYIOIIME MM BHJbl HApyUIUTENEH W HX
BO3MOXHOCTH MPHUBEJICHBI B IpuiioskeHnu 9 K HacTosmeid MeTtonuke.

5.2 OueHka cnoco00B peaau3anum (BOSHUKHOBEHUS) YIPO3
O0e3onmacHoCTH HH(poOpManun

5.2.1. B xone oueHku yrpo3 0e30macHOCTH HH(OpPMALUMU JOJKHBI OBITH
OMpe/ie/icHbl  BO3MOXKHBIC — CIOCOOBI  peanu3aii  (BOBHUKHOBEHHS)  yrpo3
Oc3omacHOoCTH HWH(OpPMAIMK, 3a CYET HCIOJIb30BAHUS KOTOPBIX aKTYaJbHBIMH
HAPYIIUTEIIIMH MOTYT OBITh pPEaii30BaHbl yrpo3bl 0OE30MacHOCTH HWHOOpMaIUu
B CHCTEMax M CETX, — aKTyallbHbIe CIOCOOBI peanu3aiuu (BOSHUKHOBEHHS) yrpo3
6e3omacHoCTU UH(OpMAIUH.

5.2.2. UcXOOHBIMU JTaHHBIMH JUIS  ONPEICICHUS aKTyaJIbHBIX CIIOCOOOB
peanu3anuu (BOSHUKHOBEHHS ) YIpo3 0€30MaCHOCTH HH(POPMAIUH SIBIISTFOTCS :

a) o0mwMii mepedyeHb yrpo3 0€30MacHOCTH HMHGPOPMALMK, COJAEpKAIIUICST
B OaHKe JaHHBIX yrpo3 Oe3omacHoctu nHdopmannu PCTIK Poccun (bdu.fstec.ru),
Mozenu yrpo3 OeszonmacHocTH HHpopManuu, paspadarsiBaecmbie DCTIK Poccum
B COOTBETCTBUHU ¢ MOANMYHKTOM 4 myHkTa 8§ [lonoxenus o denepalibHON Ciry)Oe 1Mo
TEXHUYECKOMY M JKCIIOPTHOMY KOHTpPOJIIO, YTBepxkAeHHoro Ykazom IIpesumenta
Poccuiickoit ®deneparun ot 16 aBrycra 2004 r. Ne 1085, a Taxke orpacieBbie
(BeIOMCTBEHHBIE, KOPTIOPATUBHBIE) MOJIETH YIPO3 0€30MacHOCTH UH(GOPMAIIHH;

0) onucaHusl BEKTOPOB KOMITBIOTEPHBIX aTaK, COACPKAIIMXCA B 6a3axX JaHHBIX U
MHBIX MCTOYHHKAX, onyonukoBaHHbIX B cetu «Hurtepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) IOKYMEHTAllUd Ha CHUCTEMbl U CeTH (B YacTU CBEACHUH O cOCTaBe H
ApXUTEKTYPE, O TPYyNNax IOJb30BATEIIEN U UX TUMAX JOCTYIA U YPOBHEU ITOJTHOMOYMH,
O BHEIIIHUX ¥ BHYTPEHHUX UHTEpPeiicax);

I') HCTAaTHBHBIC  TIOCJIEACTBUS OT  peanm3anuu  (BO3HUKHOBEHHUS)  YIPo3
Oe3ormacHOCTH HH()OPMAIIHMH, ONPEACIICHHBIC B COOTBETCTBUH C HACTOSIIECH MeToTMKOM;

1) OOBEKTBI ~ BO3JCHCTBUA  yrpo3  0Oe30MacHOCTH  HMHpOpMAIUUu |
COOTBETCTBYIOIIIME WM BHUJIBl BO3JICUCTBHS, OINPEJCICHHBIE B COOTBETCTBUU
¢ HacTosIed MeToanuKou;

€)BUABI W KATETOPHH AaKTYyaIbHBIX HAPYIIUTENEH, KOTOpPhIE MOTYT
peanu30BBIBAaTh  Yrpo3bl  Oe30macHOCTH  WHpOpMamuu, B  TOM  YHCIE
HEIMPEeTHAMEPCHHBIE YTPO3bl, © WX BO3MOXXHOCTH, OMPEJCICHHBIE B COOTBETCTBUU
¢ HacTosen MeToInKOu.
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VYka3aHHBIC UCXOHBIC JaHHBIC MOTYT OBITh JOTIOJHEHBI HHBIMH JOKYMCHTAMHU
U CBEJICHUAMH C YYETOM OCOOEHHOCTEW O00JacTh JeATEeIbHOCTH, B KOTOPOM
(GYHKIIMOHUPYIOT CUCTEMBI U CETH.

5.2.3. Ha ocHOBe aHamm3a HCXOOHBIX JaHHBIX, a TaK)KE€ BO3MOXKHOCTEH
HapyUIUTENEeH ONpeAeNstoTcss CcrnocoObl peanu3alud  (BOSHUKHOBEHHMS) Yrpo3
0e30macHOCTU UHPOPMAITUH, aKTyalIbHbBIE JJIsl CUCTEM U CETEH.

OcCHOBHBIMU CIIOCOOaMU peanu3aiuu (BO3HUKHOBEHHUSI) yrpo3 O€30MacHOCTH
uH(pOpMaIUH ABISIOTCS

1) ucriosib30BaHKMe  ysA3BUMOCTeH  (ysa3BUMOCTeH Koja  (IpOrpaMMHOIO
obOecrieueHus1), YSI3BUMOCTEH AapXUTEKTypbl U KOH(MUTypallMl CHUCTEM U CETeH,
a TaK)KE OPTaHU3aIMOHHBIX U MHOTO()AKTOPHBIX YSI3BUMOCTEH );

2) BHEJJPEHUE BPEJIOHOCHOT'0 MTPOTPAMMHOTO 00CCIICUCHNUS;

3) UCIONIb30BaHUE  HEJICKIAPUPOBAHHBIX  BO3MOXKHOCTEH  MPOTrPaMMHOTO
obecrnieueHus 1 (MJIK) MPOrPaMMHO-AIIAPATHBIX CPEJICTB;

4) ycTaHOBKAa MPOrpaMMHBIX W (WJIM) TPOrpaMMHO-AINapaTHBIX 3aKiIaJoK
B IpOrpaMMHoOe obecrieueHne U (M) MporpaMMHO-annapaTHbIE CPENICTBA;

5) bopMupoBaHre W HCIOJB30BAaHHWE CKPBITBIX KaHAIOB (IO BPEMEHH, IIO
naMsTH) IS Tepeaadn KOH(PHUICHIIMATBHBIX JaHHBIX

6) mepexpar (M3MepeHne) MOOOYHBIX JCKTPOMATHUTHBIX H3JTyYCHUN 1 HABOJOK
(mpyrux Qusnyeckux moJed) JUisl MOCTyna K KOH(PUACHIHATbHONW HHGPOpPMAIIHH,
CoJIeprKalllelicsl B almapaTHBIX CPe/ICTBaX ayTeHTU(PUKAIINY;

7) MHBa3MBHBIC CHOCOOBI JOCTyNa K KOH(HICHIMAIBHONH uHDOpMaIuy,
coJiepKallieiicst B anmapaTHbIX CPeJICTBAX ayTeHTU(UKAIUY;

8) HapymieHue 0€30MaCHOCTH IMPH TOCTaBKaxX MPOTPAMMHBIX, MPOTPAMMHO-
anmapaTtHbIX CpPeACTB M (WJIM) YCIyr IO YCTaHOBKE, HACTPOMKE, HCIBITAHUSIM,
MyCKOHAJIAJJOUYHBIM paboTaM (B TOM YUCIIe aIMUHUCTPUPOBAHUIO, 00CITYKUBAHUIO);

9) omuOOYHbIC ISHCTBHUS B XOZE CO3/IaHUS U SKCILTyaTallil CUCTEM M CETEH, B TOM
YHCIIe TIPU YCTaHOBKE, HACTPOMKE MPOrPaMMHBIX M ITPOrPAMMHO-AMIAPATHBIX CPEIICTB.

VYkazaHHbple CHOCcOOBI peanu3anuu (BO3HUKHOBEHHS) yrpo3 0e30MacHOCTH
uH(OpMaIMK MOTYT OBITH JOIMOJHEHBI MHBIMHM CIIOCO0AMHU C y4€TOM OCOOCHHOCTEH
ApPXUTEKTYPHI U YCIOBUN (DYHKIIMOHUPOBAHUS CUCTEM U CETEH.

Cnioco6bl peanu3anuu (BO3HHUKHOBEHHS) yrpo3 Oe3omacHOCTH HHGOpMAaIUn
OTIPEJICISIIOTCS. TMPUMEHUTENBHO K OOBEKTaM BO3JCUCTBUS, OIPEACICHHBIM B
COOTBETCTBUM ¢ HacTosier Metoaukoi. CriocoObl SBJISIIOTCS aKTyaJlbHBIMH, KOTJa
BO3MOXHOCTH HApPYIIUTENsl IMO3BOJISAIOT WX MCIOIB30BaTh /I peaju3alud yrpo3
0€30MacHOCTH ¥ UMEIOTCSI UJTH CO3J/IaHbl YCIIOBHS, TIPH KOTOPHIX TaKasi BO3MOXKHOCTh
MOXXET OBITh peajn30BaHa B OTHONIICHHH OOBEKTOB BozneWcTBus. OmHa yrposa
6e3omacHoCTH MH(DOPMAITUU MOXKET OBITh peaTM30BaHa HECKOJIBKIUMH CTIOCO0aMHU.

5.2.4. YcnoBueM, TO3BOJSAIONIMM HAPYIIUTENSM HCIOIB30BATh  CIOCOOBI
peanm3anuu  yrpo3 0Oe3omacHOCTH WHGOPMAINWH, SBISETCS HAIMYME Yy HHX
BO3MOXHOCTH JIOCTYTIA K CIICTYIOIINM THIIaM UHTep(eiicoB 00HEKTOB BO3ICHCTBUS

BHEIITHUE CeTeBbIe MHTEP(DENCh, 00eCTIeUnBAIONINEe B3aUMOJICUCTBUE C CETHIO
«HTepHET», CMEXHBIMUA (B3aMMOJICHCTBYIONIMMH) CHUCTEMaMU WM  CETSIMHU
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(mpoBoaHbBIE, OecnpoBOAHBIE, BeO-UHTEpPEIChl, HHTEPPENCH  YAAIECHHOIO
J0CTYIIa U Jp.);

BHYTPEHHHE CETeBble MHTEP(PEiCchl, 0OecrieunBaronie B3auMoIeiCTBHE (B TOM
quCclie 4Yepe3 MPOMEXYTOUHBIE KOMIIOHEHTBhI) C KOMIIOHEHTaMHU CHUCTEM U CETEeW,
MMEIOIIMMH BHEIIHUE CETEBbIE MHTEP(EHCHI (POBOIHBIE, OECTIPOBOIHBIE);

uHTEpPEICHI JUISL MOJIb30BAaTENEH (mpoBOJIHEIE, OecrnpoBOIHbIE,
BeO-uHTEepQeiichl, nHTEPHEHCH YIAICHHOTO JOCTYIA U JIp.);

UHTEpPENChl  JII1  UCIOJIb30BAHUS CHEMHBIX MAIMHHBIX  HOCUTENEH
uH(popmauu 1 nepudepuitHoro 060py10BaHus;

uHTepdeiichl AJisI YCTAaHOBKM, HACTPOWKH, HCHBITAHUM, MYCKOHAIAJOUYHBIX
paboT (B TOM YHCIIC aIMUHUCTPUPOBAHUS, YIIPABJICHUS, 00CITY)KUBaHHUs) 00CCTICUCHHSI
(YHKIMOHUPOBAHMSI KOMIIOHEHTOB CUCTEM M CETEH;

BO3MOXKHOCTb JOCTYIA K MOCTaBISIEMbIM WJIM HAXOASIIMMCS Ha 00CITyKUBaHUH,
PEMOHTE B CTOPOHHHMX OpraHU3alMsIX KOMIIOHEHTaM CUCTEM U CeTeH.

Hanuune ykasaHHbIX HHTEpHENHCOB ONMpeNesieTcs apXUTEKTYPOid, COCTAaBOM U
yCIOBUSAMH (DYHKIIMOHUPOBAHUS CUCTEM M CETeH, TpyIIaMu TMOoJb30BaTellel, uX
TUNIAMU JIOCTyNla W YPOBHAMHM TolHOMouuMd. B Xxome aHanmza AOMKHBI OBITH
ONpeJeNieHbl KaK JIOTUYECKHe, TaKk W (Qu3anyeckue HHTepdeicsl 00BEKTOB
BO3/ICHCTBUSA, B TOM 4Kciie TpeOyroue GU3nIecKoro T0CTyna K HUM.

WnTepdeiicel onpenensitorcs Ha anmnapaTHOM, CHUCTEMHOM U TPHUKIATHOM
YPOBHSIX CHUCTEM M CETeil, a TakKe HJisi TeIEKOMMYHHUKAIIMOHHOTO 00OpYyIOBaHMS.
B03MOXXHOCTP WX UCHONB30BAaHUS Ha YKa3aHHBIX YPOBHSAX  OINpEAEseTcs
BO3MOKHOCTSIMM aKTyaJIbHbIX HapYIIUTEIEH.

5.2.5. Ha sramne co3naHus cucteMm u ceteil onpeaeneHne natephericoB 00beKTOB
BO3/1€MCTBUS, KOTOPBIE MOT'YT UCIIOJIB30BATHCA JUISl peasI3allui yrpo3 6€30IacHOCTH,
OPOBOJUTCS  HAa  OCHOBE  MPEANOJaraéMoll  apXUTEKTypbl U YCIOBUH
(YHKIIMOHUPOBAHUS CUCTEM U CETEH, ONPE/ICIICHHBIX HA OCHOBE N3YUYEHUS U aHAIU3a
UCXOJIHBIX JaHHBIX O HUX.

Ha »stame skcrutyatamuu cHCTEeM W CeTeM I ompeneiieHus HUHTepdeiicoB
O0BEKTOB BO3ACHCTBUS, KOTOPbIE MOTYT MCIIOJNb30BAThCS AJI pealu3aluu yrpo3
0€30MacHOCTH, TOMOJIHUTEIBHO K TOKYMEHTALUN HAa CETU M CUCTEMBI HCIIONb3YHOTCS
pe3yabTaThl MHBEHTApHU3alMM CUCTEM M CETEW, MPOBEJECHHOW C MCIIOJIb30BAHHEM
aBTOMAaTU3UPOBAHHBIX CPEJICTB.

5.2.6. ITo pesynapTaTaM OIIGHKH BO3MOJKHBIX CIIOCOOOB peall3allid yIrpo3
6e3omacHOCTH MH(OPMAITUH TOJKHBI OBITH ONIPEIETICHBI:

a) BUABI W KATeTOPUHM HAPYIIMTENEH, KOTOpble HMEIOT BO3MOKHOCTH
MCIIOJIb30BaHUS aKTyaJIbHBIX CIIOCOOOB;

0) akTyaJlbHBIC CIIOCOOBI peayiM3aliy Yrpo3 0e30MacHOCTH HWH(pOpMAIuH U
TUIIBI UHTEPPENCOB OOBEKTOB BO3JAEHUCTBUS, 3a CUYET KOTOPBIX OHU MOTYT OBIThH
peann30BaHbl.

[Ipumepsl  ompeaesieHHs  aKTyalbHBIX CIOCOOOB  pealM3aluu  Yrpo3
0e30macHOCTH HMH(OpPMAIMM U COOTBETCTBYIOIIME WM BHJbl HapyIIMTENeH W HX
BO3MOKHOCTH NpHUBeAeHbI B puioxeHnn 10 k HacTosmeit Meronuke.
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5.3 OueHka aKTyaJbLHOCTH Yrpo3 0e301acHOCTH HH(poOpManun

5.3.1. B xone oueHku yrpo3 0e30maCHOCTH HH(OpMALUU AOJKHBI OBITH
ONpeJeieHbl BO3MOXKHBIE yIpo3bl 0O€30MacHOCTM HMH(POpMalMM M OIEHeHa HX
aKTyaJIbHOCTD JIJIsl CUCTEM U CE€Tel — aKTyaJbHbI€ yTpo3bl 0€30MaCHOCTH HHPOPMALIUH.

5.3.2. cXOaHBIMU TaHHBIMH JISl OLEHKH aKTyaJIbHOCTH YTPO3 O€30MacHOCTU
uH(pOpMaIUH SBISIOTCS

a) o0mMii mepeyeHb yrpo3 0Oe30macHOCTH MHGOpPMALMU, COJAEpXKaIIHUiics B
Oanke naHHbIX yrpo3 OezonacHoctu mHpopmaimn ®CTOK Poccum (bdu.fstec.ru),
Mojenu yrpo3 OezomacHocTH uH(opMmanuu, paszpabareiBaembie @CTOK Poccuu
B COOTBETCTBUHU € MOANMYHKTOM 4 nyHkTa 8 Ilonoxenus o denepalibHON Ciryx)0Oe 1o
TEXHUYECKOMY M DKCIHOPTHOMY KOHTPOJIKO, YTBEp)KIAeHHOro Yka3zoMm IIpe3unenra
Poccuiickoit ®denepanuun ot 16 aBrycra 2004 r. Ne 1085, a Taxke orpacieBbie
(Be1OMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIETH YIpo3 0€30MacHOCTH UH(POPMALIHH;

0) onucaHusl BEKTOPOB KOMITbIOTEPHBIX aTaK, COAEPKAIIMXCS B 0a3ax JaHHBIX U
UHBIX WHGOPMAIMOHHBIX HWCTOYHUKAX, OIYOJIMKOBaHHBIX B cetu «VHTepHET»
(CAPEC, ATT&CK, OWASP, STIX, WASC u ap.);

B) HETQTUBHBIC  IOCJICACTBHS OT peanu3alud  (BOSHUKHOBEHHS)  yrpo3
6e3ormacHoCTH HH(OPMAIIMH, OTIPEICSICHHBIC B COOTBETCTBUU C HACTOsIIEH MeToIMKOM;

r') OObEKThl BO3JCHCTBUSA Yrpo3 Oe3omacHOCTH HMHPOPMAIMM W BHUJbBI
BO3JCHICTBUM Ha HUX, ONIPEJECIICHHBIE B COOTBETCTBUM C HACTOAIIEH MeETOINKON;

) BUOAl W KATETOPUU AKTyalbHBIX HapyLIUTENEH, KOTOpPHIE MOLYT
peanu3oBBIBaTh  Yrpo3bl  0€30MacHOCTM  HMHpoOpManuM, B  TOM  YHCIE
HEINpEJHAMEPEHHbBIE YTPO3bl, U UX BO3MOYKHOCTH, OIPEIEIECHHBIE B COOTBETCTBUHU
¢ HacTosIed MeToauKou;

€) aKTyalibHbIE CIOCOOBI peanu3anuu (BOSHUKHOBEHMSI) yrpo3 O€30MacHOCTH
uHbOpMaIHH.

5.3.3. Ha ocHoBe aHanm3a MCXOIHBIX TAHHBIX OMPEAEISIOTCS BO3MOXKHBIC IS
CUCTEM U CceTeil yrpo3bl 0e30MacHOCTH HHPOpPMALUU, K KOTOPHIM OTHOCSITCS
OCYIIECTBIISIEMbIE HApPYIIUTEIEM BO3JCHCTBUS Ha HH(POPMAIMOHHBIE PECYpCHl U
KOMITIOHEHTBl CHCTeM M ceTeil (0OOBEKTHl BO3JEUCTBUS), B pE3yibTaTe KOTOPHIX
BO3MOXXHO HapyuieHue Oe3omacHocTH uWHGopManuu u (WIK) HapylIeHHE WU
npeKpaiieHne QyHKIIMOHUPOBAHUS CUCTEM H CETEH.

VYrpo3a Ge3omnacHOCTH MHGOPMAIIMK BO3MOYXHA, €CIIM MUMEIOTCS HAPYIIUTETh
WM WHOW MCTOYHUK YTPO3bI, OOBEKT, HA KOTOPHIA OCYIIECTBISIIOTCS BO3/ECHUCTBHSI,
CIOCOOBI peayin3aliii yrpo3bl 0€30MacHOCTH HH(POpPMAIlUU, a peaau3aius yrpo3bl
MOYKET NPUBECTH K HETaTUBHBIM ITOCIICICTBUSAM:

YBbU; = [mapymuTens (ICTOYHUK YTPO3bl); 00BEKTH BO3JEHCTBUS; CIIOCOOBI
peanu3alu yrpo3; HeraTUBHbIE MOCIIEICTBUSA |.
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5.3.4. AKTyanbHOCTh  BO3MOXHBIX yrpo3 0€30MacHOCTH  HHPOPMALMH
ONpPEAEACTCS HATUUYUEM CLICHAPUEB UX PEeaTU3alvu.

Cuenapumn peanuzanuu yrpo3 0e30macHOCTH MHGOpPMAlUU JOJDKHBI OBITH
OINpeJeNeHbl JJIi COOTBETCTBYIOLUIMX CIOCOOOB peaju3alMu yrpo3 0e30MacHOCTH
nHpopManK, OMNpeeeHHbIX B COOTBETCTBUM C HacTosed MeTonukoit, u
MPUMEHHUTEIIBHO K OOBEKTaM BO3JCHCTBUS W BHJAAM BO3JCHCTBUS Ha HHUX.
Onpenenenue CHEHAPUEB NPEAYCMATPUBAET YCTAHOBJIEHUE IIOCIJIEIOBATEIBHOCTH
BO3MOXKHBIX TaKTUK M COOTBETCTBYIOIIMX KM TEXHHUK, IPUMEHEHHE KOTOPHIX
BO3MOYHO aKTYaJIbHBIM HAPYIIUTEIEM C COOTBETCTBYIOLIUM YPOBHEM BO3MOKHOCTEM,
a TaKXKe JOCTYMHOCTH UHTEP(EHCOB Il HCIOJIL30BaHUS COOTBETCTBYIOIIUX
CIoco0OB peanu3aliy yrpo3 6€30nacHOCTH HH(POPMAIIHH.

[lepeyeHb OCHOBHBIX TAaKTHK (TaKTUYECKUX 3a7a4) U COOTBETCTBYIOUIUX WM
TUTIOBBIX TEXHHUK, HCIOJIb3yEMBIX IS TOCTPOCHMS CIIEHAPUEB peau3alliid yrpo3
Oe3omnacHocTu UH(pOpPMaIUH, IPUBEICH B IpwioxkeHun 11 k Hactosiieit Meroauke.

5.3.5. Ha sTtame co3maHusi CUCTEM U CETeU JOJKEH OBITh OMPEACNICH XOTS OBl
OJIUH CILIEHApU¥ KaXKJOTo crocofa peain3alud BO3MOXKHOM yrpo3bl 0€30MacHOCTH
uHdopmanuu. CueHapuil onpeaenseTcs IS KaX0T0 aKTyaaIbHOT'0 HAPYIITUTENS U UX
YPOBHEN BO3MOXKHOCTEM.

[Tpu Hanmm4um XOTs OBl OAHOTO CIIEHAPHS YIrPo3bl O€30MaCHOCTH UH(POPMAITUU
Takas yrpo3a NPU3HAETCS aKTyaJbHOU JJIi CUCTEMBI M CETH M BKJIIOYAETCSA B MOJIEIb
yrpo3 0€30MacHOCTH CUCTEM U ceTel JJisi 000CHOBaHUS BbIOOpa OpraHU3alMOHHBIX U
TEXHUYECKUX Mep Mo 3amure nHpopmanuu (obecrnedeHno 0€30MacHOCTH), a TaKKe
BbIOOpA CPECTB 3alUTHl MHPOpMALUU (PUCYHOK 7).
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Ha osrane skcruryatauuu CUCTEM M CETEU I KaXIOW BO3MOXXHOU YIPO3bI
O0e3omacHOCTH HMHGPOPMALMHM OMNPEJETAETCI MHOXKECTBO BO3MOXKHBIX CLIEHAPUEB
€€ pealu3aliy B UHTEpecax OUEHKH 3(PPEKTUBHOCTU NPUHATHIX TEXHUUECKUX MEP IO
3ammTe  uHpopmaiuu  (oOecrmedyeHHI0  0€30MacHOCTH), B  TOM  YHUCIE
cpenctB 3amuThl UHGopManuu. Ilpu 3TOM MHOMKECTBO CLEHApUEB OMNpPEACNACTCS
IUISL  KQKIOTO aKTyaJdbHOTO HApYyIIUTENsl W YPOBHEM €ro BO3MOXHOCTEM
B COOTBETCTBUM C TMOJYYEHHBIMH pe3yJbTaTaMU WHBEHTApU3alUU CHUCTEM U CETEH,
aHanM3a ysI3BUMOCTEH M (WJIM) TECTUPOBAHHUS HA MPOHUKHOBEHUE, MPOBEICHHBIX
C MCIOJIb30BAHUEM aBTOMATH3HPOBAHHBIX CPEACTB (PUCYHOK 8).

5.3.6. Ha sTtane skcrutyaTanuu omnpezesneHle CIEeHapUeB peajn3alud yrpo3bl
BKJIIOYAET:

a) aHaJIM3 MCXOJHBIX JAHHBIX HA CUCTEMY WM CETh, NMPEAyCMAaTPUBAIOIINI B
TOM YHCIIE€ aHadu3 JIOKYMEHTallMHU, MOJEIH Yrpo3 0e30macHOCTH HH(POpPMAIUH,
NPUMEHSEMBIX CPEACTB 3alllUThl MH(GOpPMAIMU, W ONpeleNieHue IUIAaHHPYEMBIX K
NPUMEHEHUIO aBTOMaTU3UPOBAHHBIX CPEJICTB;

0) mpoBe/icHHE WHBEHTApU3AIMK HMHPOPMAIIMOHHBIX CHUCTEM M CeTed U
orpejieieHre 00BEKTOB BO3IEHCTBUS U UX UHTEP(EHCOB;

B) OIpe/iesIeHHe BHEIIHUX UHTEP(PECOB, KOTOPhIE MOT'YT OBITH 3a/1€MICTBOBAHBI
pU peanu3aluu yrpo3 6e30nacHoCcTd HH(popManuu;

) OIpelesiecHue BHYTPEHHHX  HHTEpP(EcoB, KOTOpblE MOTYT  OBIThH
3aJIeiCTBOBAHBI MPU peau3alui yrpo3 6€30MacHOCTH HHPOpMaIUY;

1) BBISIBJICHUE YSI3BUMOCTEH OOBEKTOB BO3CHCTBUS, a TaKKe KOMIIOHEHTOB
CUCTEM U CeTeH, MMEIOUIMX BHEIIHUE HHTEPQEHChl, ¢ KOTOPBIMU IOCPEACTBOM
BHYTPEHHUX UHTEP(HENHCOB B3aUMOIEHCTBYIOT OOBEKTHI BO3ECHCTBYS;

€) IPOBEJICHUE TECTHUPOBAHUS HAa NPOHUKHOBEHHE, IOJATBEPKIAIOIIETO
BO3MOKHOCTb HCIIOJIb30BAHUSI BBISIBJICHHBIX YS3BHUMOCTEH WIJIM BBISIBICHHSI HOBBIX
CIIEHApHEB pealii3alliy yrpo3bl 0€301MacHOCTH HH(OPMAIINH;

’K) TIOMCK TIOCJIC/IOBATEIbHOCTH TAKTUK M TEXHHK, IPUMEHEHUE KOTOPHIX MOYKET
OpUBECTH K  pealu3aly  yrpo3sl  0€30MacHOCTH  WH(pOpMaLUH, HCXOIs
U3 YpPOBHS BO3MOXKHOCTEH aKTyaJlbHbIX HapyIlIMTEJed, a Takke pe3ybTaToB
MHBEHTApU3alluy, aHAJIN3a YsI3BUMOCTEN U TECTUPOBaHUS Ha IPOHUKHOBEHUE;

3) COCTaBIICHHE CIIEHAPHUEB pealM3alliil yrpo3bl 0E€30MacHOCTH HH(OPMAIUH
IPUMEHUTENBHO K O0BEKTaM M BHJIaM BO3AEHMCTBHUSA, a TaKKe CIocobam pean3anuu
yrpo3 6e3omacHoCcTH UH(pOpMAIUH.
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[Ipunoxenue 1
K MeToauke OLEeHKH yrpo3
0e3omacHOCTH UH(pOpMALTUU

TepMuHBI ¥ onpeaesIeHU,
NpUMeHsieMble 1JIA 1ejieil HaCTOALero MeTOANYeCcKOro JOKyMeHTa

ApPXHTEKTypa CHCTeM M CceTeii: COBOKYITHOCTh OCHOBHBIX CTPYKTYPHO-
(YHKIIMOHAIBHBIX ~XapaKTEPUCTHK, CBOWCTB, KOMIIOHCHTOB CHCTEM U CETCH,
BOIUIOIICHHBIX B HMH(POPMAIMOHHBIX pecypcax W KOMIIOHCHTaX, NpaBWIIaX WX
B3aMMOJICHCTBHUS, pexuMax 00pabOTKH UH(OpMauu.

B3aumoneiicTByomas (CMexHasi) CUCTeMa: CUCTeMa WIM CeThb, KOTOpas B
paMKax yCTAHOBJICHHBIX (YHKIIMA HWMEET B3aUMOJICHCTBHE TOCPEJCTBOM CETEBBIX
uHTEpENCOB ¢ CUCTEMOM U CEThIO OTepaTopa U HE BKIIIOYEHA UM B IPaHUILy Mpoliecca
OIICHKH YTIpo3 6€30MmacHOCTH MH(pOopMaITUH.

Bo3Mo:xkHOCTH HapymiMTeasi: Mepa YCHJIMH HApyIIUTEIs ISl peaau3aliuu
yrpo3bl 0e3omacHoCcTH MH(GOpPMAIUK, BhIpaXKCHHAsI B TTOKA3aTEIsIX KOMIIETCHTHOCTH,
OCHAIIICHHOCTH peCypCcaMH ¥ MOTHBAIIUUA HAPYIITUTEJIS.

I'panuna oumeHku yrpo3 0e3omacHocTH HHQOPMAIMU: COBOKYITHOCTH
UH()OPMAIIMOHHBIX PECYPCOB U KOMIIOHEHTOB CHUCTEM M CETEH, B Mpejeaax KOTOpou
oOecrieunBaercs 3anuTa uHGopmaiuu (6€30MacHOCTh) B COOTBETCTBUH C €IUHBIMU
paBWJIaMH U TIPOLIETypPaMHU, a TAKKe KOHTPOJIb 32 peaTu30BaHHBIMU MEPAMHU 3aIIUThHI
uHdopMmanmu (obecrieueHust 6€30MacHOCTH).

Nudopmanuonnbie pecypebl: uHboOpMmaius, JaHHbIE, NPEICTABICHHBIE B
dbopMme, npeaHaA3HAYEHHOM JIJIs1 XpaHEHUsI 1 00paOOTKH B CUCTEMAX U CETAX.

KoMmnoHeHT (cHCTEMBI, CETH): MPOrpaMMHOE, MPOrPaMMHO-AMIAPATHOS HJIH
TEXHUUYECKOE CPEJICTBO, BXOJISIIIEE B COCTAB CUCTEM U CETEH.

OO0ecneyuBalomMe CUCTEMbI. HTHXCHEPHBIE CUCTEMBI, BKITIOYAIOIINE CUCTEMBI
AIEKTPOCHAOKECHHS, BEHTWISAIUHU, OXJIKICHUS, KOHAUIIMOHUPOBAHUS, OXpaHBl H
IpyrHe WHXEHEPHbIE CHCTEMbI, a TaKXe CpEACTBA, KaHAJIbI W CHCTEMBI,
NpelHa3HA4YCHHbIE MJIi OKAa3aHWsl YCIYr CBSI3M, JPYTUX YCIYT M CEpPBHCOB,
NPEIOCTaBISIEMbIX ~ CTOPOHHMMH  OPraHU3alUsIMH, OT  KOTOPBIX  3aBUCHUT
(GYHKIIMOHUPOBAHKE CHCTEM U CETEH.

O6sanarens uHGoOpMAIUM: JTUIIO0, CAMOCTOSATEIHHO CO3/1aBIee HH(OpMAIUio
nub0 TONy4YMBIIEE HAa OCHOBAHMM 3aKOHA WJIM JOTOBOpA MPABO pa3pemiaTh WU
OTpPaHUYMUBATH JOCTYH K MHGOPMAIINH, ONIPEACIIIEMON MO KAKUM-JIN00 TPU3HAKAM.

Omnepatop: 11110, OCYHIECTBIISIONIEE ACATEIBHOCTD MO IKCIUTYaTallUh CUCTEM U
ceTeil, B TOM 4HucIie mo o0paboTKe coaepIKamencs B HUX HHPOPMAIIUH.

OcHoBHbIE (KpUTHYECKHE) MPouecchl (OM3HeC-TPOecChl): YIIPaBICHYECKHE,
OpraHu3aluoOHHBIC, TEXHOJIOTUYECKHUE, MPOU3BO/ICTBCHHBIE, ¢buHAHCOBO-
HSKOHOMHYECKUE M WHBICE OCHOBHBIE MPOIECCHl (OM3HEC-TIPOIIECCH), BBITOIHICMBIC
obOnmamareneM wuH(OpMAIMK, OMEPaTOPOM B paMKax peanu3anuu  (QyHKIUH
(TTOTHOMOYMH) WM OCYIIECTBICHUS OCHOBHBIX BUJIOB JIEATEILHOCTH, HAPYIICHUE U
(w1n) npekpaiieHrue KOTOPbIX MOXKET IPUBECTH K BOSHUKHOBEHHUIO PUCKOB (y1epOy).
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IMoab30BaTeib: U0, KOTOPOMY Pa3pEIICHO BBHITIOIHSATH HEKOTOPbIE TEHCTBUS
(omepamuu) no oOpabOTKe MHPOPMALMM B CHUCTEME MM CETU U HCHOJIb3YIOLIEe
pe3ynbTaThl €€ PYyHKIIMOHUPOBAHUS.

IMocTaBmMK ycayr: auIo, NPeAOCTaBIAIONIEe onepaTopy U (Win) 00J1agaTeNto
Ha OCHOBAHHH JOTOBOPA MJIM HHOM 3aKOHHOM OCHOBaHUH YCIYTH 10 UCTIOJIB30BaHUIO
CBOMX BBIYHCIUTEIBHBIX PECYPCOB, TPOrPAMMHOTO 00€CIICUCHHS, CPEJICTB XPaHCHHUSI
WIH TIepeayl HHpOpMaIIHH.

IIporpaMmmHo-annmapaTHoe  CpPeACTBO:  YCTPOWCTBO,  COCTOsIIEe U3
anmapaTHOro ooOecreyeHuss W (QYHKIMOHUPYIOIMIETO HAa HEM MPOTPaMMHOTO
o0ecrniedeHus1, yJacTBymiiee B GOPMUPOBAHUHU, 00pabOTKe, Mepenade Uil Mmpueme
uH(OpMaIIH.

Yrpo3a Ge3onacHocTu MHGOPMANMU: COBOKYIMHOCTh YCJIOBUH U (PAKTOPOB,
CO3/IAIONIUX TMOTCHIIMATBHYIO MM PEabHO CYIIECTBYIONIYIO OMACHOCTh HAPYIICHHUS
6e3omacHoCTU H(OpMALUH.

Ys3BUMOCTB: HEIOCTAaTOK  (cabocTh)  mporpammHOro  (IporpamMmHO-
TEXHUYECKOT0) CPEICTBA WIIM CUCTEMBI M CETH B IIEJIOM, KOTOPHIH(as) MOXKET OBITH
UCITIOJIK30BaH(a) JIJIsl peanu3aiu yrpo3 6€301macHoCTH HH(GOPMAIUH.
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[Ipunoxenue 2
K MeToauke OLeHKH yIpo3
0e30macHOCTH UHPOpPMALIUU

Pexomenaanuu no (popMUpoOBaHUIO
JKCIEPTHOM I'PYNIbI M MPOBEACHUIO YIKCIIEPTHOM OLEHKHU NPHU
OLICHKe yIpo3 0e30I1acHOCTH HH(OpMALHHU

KauectBeHHOE (hopMUPOBaHKE IKCIEPTHOW TPYMIBI CIOCOOCTBYET CHUKEHHIO
CyOBEeKTUBHBIX (PaKTOPOB IIPH OLIEHKE yrpo3 O€30MacHOCTU HHpopManu. 3aHWKEHHUE
(ocnabnieHue) sKCrepTaMu MPOTHO30B U MPEANON0KEHUH MPU OLIEHKE yYTPo3 MOXKET
MOBJICYb HACTYIUUICHUE HEMPOTHO3UPYEMOTO (HEOXXKUTaHHOTO) yiiepOa
B pe3y/bTaTe UX peaan3alii. 3aBbIllIEHUE IKCTIEPTaMH MPOTHO30B U MPENOI0KEHU
OpU MOJEIMPOBAHUU yrpo3 0€30MacHOCTH MH(OPMAIMM MOXET MOBJIEYb 32 COOOM
HEOIIpaB/IaHHbIC PAacXOJbl Ha HEWTpanu3anuio (OJOKHpOBAHHUE) Yrpo3, SBISIOUINXCS
HEaKTyaJTbHBIMHU.

HezaBucuMo ot pe3ynbraTa (GOPMUPOBAHUS SKCIIEPTHON TPYMIBI TIPU OLIEHKE
yrpo3 6€30macHOCTH HH(OPMAIIMH CYIIECTBYIOT CYOBEKTHBHBIC (DAKTOPHI, CBSI3aHHBIC
C TICHXOJIOTHEH TIPUHATHS pEIIeHWH. OITO TakKe MOXKET NPHUBOAWTH Kak
K 3aHIKEHUIO (OCIallIeHUI0), TaK M K 3aBBIIICHUIO (YCHJICHHIO) SKCIEpTaMu
MPOTHO30B U TPEATOIOKEHUN TP OIIEHKE yrpo3 0e30MacHOCTH MHPOPMAIUH, YTO
B CBOIO OdYepelb MOXKET MPUBECTH K MPOMYCKY OTAENIbHBIX Yrpo3 0e30MacHOCTH
uHbOpMAIIMK WM K HEONpaBJaHHBIM 3aTpaTaM Ha HEHUTpaM3alfi0 HEaKTyaJlbHBIX
yTpo3.

JIro6oe penieHne, NPUHUMAEMOE SKCIIEPTAMH TIPU OLIEHKE YIpo3 0€30MacHOCTH
UHGOPMAIINH, TOJDKHO UCXOIUTH U3 MPABUI, IPU KOTOPBIX HAPYIIUTEIh HAXOAUTCS B
HAWIYYIIUX YCIOBUSX [IJISl peaju3alli  yrpo3bl 0e30macHOCTH  (MPUHIUIIA
«TapaHTUPOBAHHOCTH).

a) popMHUpPOBAHHE IKCIIEPTHOM IPYIIIbI

B cocTaB skcniepTHOM TpyNIbl A OLEHKH yrpo3 O6e30macHOCTH MHGOpMAIIH
pEKOMEH/yeTCsT BKIIIOYATh SKCIEPTOB (HE3aBUCMMO OT TOTO, PEANM3yIOTCS JU
byHkimu obnamarens uHGOPMAIMK, 3aKa3dudKa W OTNepaTropa B paMKax OJHON WU
HECKOJIbKMX OpraHu3aluii) oT:

nojapaszeneHuss mo 3ammure uHpopmaruu (obecnieueHuss MHPOPMAIMOHHOM
0€301acCHOCTH);

MOJApa3eNieHUsi,  OTBETCTBEHHOTO  3a  OH(PPOBYIO  TpaHCHOPMAIIHIO
(UT-cneuuanuctoB);

MO/Ipa3/ieNICHuUs, OTBETCTBEHHOTO 32 IKCILTyaTaIHIO CETeH CBS3H;

MO/Ipa3/IeNICHUsI, OTBETCTBEHHOTO 3a OJKCIUTyaTalHi0 aBTOMAaTU3MPOBAHHBIX
CUCTEM YIIPaBIICHUS;

nojpasieneHuit ooanarens nHPOpPMAIIMK WM OTlepaTopa, OTBETCTBEHHOTO 3a
BBITIOJTHCHHE OCHOBHBIX (KPUTHUYECKHX ) MPOIIECCOB (OM3HEC-TIPOIIECCOB).
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CocTaB 3KCIEpTOB MO pEUIeHUI0 obJsagaTesss MHPOPMALMM WM ONepaTopa
MOXET OBITh JOMOJIHEH UM YTOYHEH C Y4€TOM OCOOCHHOCTEH 00JaCTH AeSITEILHOCTH,
B KOTOpOW (PyHKIMOHHPYIOT CHCTEMBbl M CETH. B YacTHOCTH, Ui OIEHKH YTpPO3
6e3omacHOCTH HHPOPMAIINH, PeaTH3aIis KOTOPBIX MOXKET MPUBECTH K (PMHAHCOBBIM
pHUCKaM, pEKOMEHIyeTCs MTPUBIEKATH JOMOJHUTEIBHO CTICIUATICTOB IKOHOMIUYECKHIX
(buHaHCOBBIX) OApa3AeeHUN obnanaresns UHPOpPMAIIUU UK oTiepaTopa.

Jlis opranu3anuu pabOThl AKCIEPTHOW TPYIIBI PEKOMEHAYETCS OMpPEIeNsTh
cnenuanucra 1no  3amure uHbopMmauuu  (oOecrnedyeHUo  MHGOPMAIMOHHON
0€30MacHOCTH), UMEIOIIETO CTa)XX padoT HE MEHee TPeX JIeT U MPAKTUYECKUU OIBIT
OLICHKH HH(OPMAIIMOHHBIX PHUCKOB. B JKCIEpPTHYIO Tpynmy JUisi OLEHKHA YIpo3
Oe3omacHoCTH WH(GOPMAIMKM PEKOMEHIYETCS BKIIOYATH CICIUATMCTOB, UMEIOIINX
OMBIT pabOTHl HE MEHee OJHOrO0 TOAa IO COOTBETCTBYIOIIEMY HAIPABICHUIO
AESITETLHOCTH, B KOTOPOM IIPOBOJIMTCS OIIEHKA Yrpo3 0€30MmacHOCTH WH(OpMAIIUH.

DKCIepThl JAOKHBI 0071a1aTh HE3aBUCHMOCTHIO, OCHOBAHHON Ha OTCYTCTBHUH
KOMMEPYECKOT0 M ()MHAHCOBOTO MHTEpECa WU JPYroro JAaBJICHHUS, KOTOPOE MOMKET
OKa3aTh BIMSHHE HAa NpUHUMaeMmble pemieHus. He pexomeHnmyercs (GpopMHpOBaTH
AKCIIEPTHYIO TPYIITY U3 YYACTHUKOB, HAXOISIINUXCS B MPSIMOM MOTYNHEHHUH, TaK KaK
TO MOXKET HETaTHBHBIM 00pa3oM TOBIUATH Ha PE3ylbTaT ONpPEETCHHS Yrpo3
6e3omnacHocTU HH(OpMAIUK.

B coctaB skcriepTHOW TPYyMITBI JOKHBI BXOJAUTH HE MEHEE TPEX IKCIIEPTOB.

0) mpoBeieHNE IKCIIEPTHOMH OLEHKH

[Ipu npoBeneHUN SKCIIEPTHON OLIEHKU MPUHUMAIOTCSI MEPBI, HAIIPaBJIEHHbIE Ha
CHU)KEHHE YPOBHS CYOBEKTUBHOCTH M HEONPENEIEHHOCTH TIPU ONPEICICHUH KaXI0U
U3 yrpo3 6e30macHoCTU UH(pOpMaIUu.

DKCHEPTHYIO OLEHKY PEKOMEHIYETCS MPOBOAUTH B OTHOLIEHWH CIIETYIOLIUX
napaMeTpoB:

a) HETAaTUBHOTO  TIOCJIEJCTBUS  OT  pealu3aluu  yrpo3  0e30MacHOCTH
uH(dOpMaInH;

0) meJyeit HapyIIMTeIeH 10 peain3alliy yrpo3 0€30MacHOCTH HHPOpMAITUH;

B) CLICHApHs JICHCTBHI HaApYIIMTEICH MPH peaau3alud yrpo3 0e30IMacHOCTH
uHbOpMaITIH.

OueHky mnmapaMeTpoB PEKOMEHAYETCS IPOBOJIUTH OMNPOCHBIM METOJAOM C
COCTaBJIECHUEM AHKETHI, B KOTOPON YKa3bIBAIOTCS BOMPOCHI U BO3MOXHBIE BapUAHThI
OTBETa B €IMHON MPUHITOW IIKaJe U3MEPEHUMN («HHU3KUI», «CPEIHUI», «BBICOKHII»
W «a», «HET» WU MHbIe mIKaibl). [Ipm 3TOM BONPOCH! HOHKHBI OBITH YETKUMH U
OJIHO3HAYHO TPAKTYEMbIMH, IPEANOIAraTh OJHO3HAYHBIE OTBETHI.

Ornpoc 3KCNepTOB BKIIOYAET CIEAYIOUIME ITAIbI:

KaXXJIbI{ 9KCIIEPT MPOBOJIUT OLIEHKY OLIEHUBAEMOI0 NapaMeTpa (PEeKOMEHAYETCs
HE MEHE JIByX PayH/IOB OLIEHKH), PE3YIbTaThl KOTOPON 3aHOCSTCA B TaOJIHUILY;

MOCJIe OIEHKA KaXIbIM M3 OKCIIEPTOB OTOPACBHIBAIOTCS MHUHUMAIBHBIC W
MaKCUMAaJIbHbIC 3HAUCHUS;

ONpeAEsAeTCs CPEHEE 3HAUCHUE OLICHMBAEMOTO IMapaMeTpa B KaKJI0M PAYyH/IE;
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OIpCACIIACTCA NTOTOBOC CPECAHCC 3HAYCHUC OLICHUBACMOTI'O ITapaMeTpa.

[Tpumep TaOAMIBI PE3YIHTATOB OLIEHKH NTapaMeTPOB

OKCHepTsl 3Ha4YEHUE OLICHUBAEMOr0 | 3HAYECHHE OLICHMBAEMOTO
napametpa (paysnu 1) napametpa (payHnu 2)
Okcneprt 1
Okcnept 2
OkcnepT N

HTorosoe 3HaueHue
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[Ipunoxenue 3
K MeToauke OLeHKH yIpo3
0e30macHOCTH UHPOpPMALIUU

Pexomenayemasi CTpPYKTypa MojieJ I YIpo3
0e3onacHOCTH HH(popMaLMU

YTBEPXIAIO

PykoBoaurens opraHa
rOCyAapCTBEHHOM BIACTU
(opraHuzanyu) Wi HHOE

YIIOJTHOMOYEHHOE JIULIO

« » 20 1.

Mogens yrpo3 6e3omacHOCTH HHGOPMAITUN

« »
HAaMEHOBAaHHUE CUCTEMBI U (MJIH) CETH
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1. O61mme noJioxkeHUst

Paznen «O0muue moaoKeHUs» CONEPIKUT:

Ha3HA4YCHHE U 00JacCTh ACHCTBUSI JOKYMEHTA;

HOPMATHBHBIC TIPABOBBIC AKThI, METOJAMYCCKHE TOKYMCHTHI, HAIIMOHAJIbHBIC
CTaHJAPThI, HUCIOJB3yeMbIE ISl OICHKH Yyrpo3 Oe30macHOCTH HHPOpMAIUN |
pa3pabOTKKU MOJIENU YTPO3;

HauMEHOBaHWE oOnamarenss WH(POpPMAIMHU, 3aKa3zdyMKa, OMeparopa CHCTEM H
ceTel,

NOpa3/ieNieHus], JOKHOCTHEIE JINIA, OTBETCTBEHHBIE 32 00€CIeYeHNE 3aIUThI
uHdopMaimu (0€30MacCHOCTH) CUCTEM U CETEH;

HaNMEHOBAaHUE OpraHW3allid, MPUBIEKAEMOU ISl pa3pabOTKH MOJEIH yrpo3
6e3onacHocTU UH(pOpMaLUK (TIPU HATTUYKH).

2. OnucaHue CUCTEM U ceTell M MX XapaAKTEPUCTHKA KAK 00bEeKTOB 3alI[UThI

Paznen «Omnucanue cucTeM U CeTel M MX XapaKTepUCTHUKAa KaKk OOBEKTOB
3aIUTBD) COACPKUT:

HAaUMEHOBaHUE CUCTEM U CeTeH, IS KOTOPBIX pa3paboTaHa MOJENIb YIrpo3
6e3omnacHocTy H(pOpMAaIUY;

KJIACC 3alllUIIEHHOCTH, KATEropusi 3HAYMMOCTHM CHUCTEM M CETEH, YPOBEHb
3aIUIICHHOCTH MIEPCOHANIBHBIX JaHHBIX;

HOpMAaTUBHBIE TpaBoOBble akThl Poccuiickoit denepannivi, B COOTBETCTBUU C
KOTOPBIMH CO3/1at0TCs U (WK) GYHKIUOHUPYIOT CUCTEMBI U CETH;

Ha3HaueHue, 3a7aud (QyHKUMH) CHCTEM M ceTeil, cocTtaB oOpabaTbiBaeMOi
MHGOpPMAIINH U €€ PABOBOM PEKUM;

OCHOBHBIC  Tpollecchl  (OM3HEC-TIporiecchl)  oOnamatens  WHPOPMAIUH,
oreparopa, sl 00eCIeUYeHHs] KOTOPBIX co3AaroTcsl ((PyHKIIMOHMPYIOT) CUCTEMBI U
CeTH;

COCTaB M AapXUTEKTypy CHCTEeM M CeTedl, B TOM 4Hcle HHTEephEench u
B3aUMOCBSI31 KOMIIOHEHTOB CUCTEM U CETEH;

OMMCaHUE TPYII BHEIIHUX W BHYTPEHHHUX IMOJIb30BaTEJIEH CUCTEM U CETEM,
YpOBHEM HX MOJHOMOYMI W THUIIOB JAOCTyna (B COCTaB TPYNN IOJb30BaTEICH
BKJIFOYAIOTCS BCE MOJIB30BATENH, JJISI KOTOPBIX TPEOYETCsl aBTOPU3AIIHS TIPU TOCTYIIE
K WHGOPMAIIMOHHBIM pecypcaMm, H TOJIb30BAaTeNH, JJII KOTOPHIX HE Tpedyercs
apropu3anus (Hampumep, MPeIOCTaBIE€H JOCTYNl K CalTy 0e3 MpOXOkKIEHUS
aBTOPHU3AIINH);

OMKMCAaHWE BHENTHUX HHTEP(HENCOB W B3aMMOJEHCTBUNA CHCTEM M CETeH C
MOJIB30BATENIIMHU (B TOM YHCIIE TIOCPEACTBOM MAIIWHHBIX HOCHTENIEH WH(POPMAIINH,
CPEACTB BBOJIa-BbIBOJA, BEO-NPHIIOKEHHM), HHBIMH CUCTEMAMH U  CETAMH,
o0ecreunBaroIMMA CUCTEMaMH, B TOM YHCIIe ¢ CeThio « THTepHETY;

nHpopMaIio 0 QyHKITMOHUPOBAHUH CUCTEM U ceTell Ha 6a3e nH(OPMAIIMOHHO-
TEJIEKOMMYHHKAIIMOHHOW UH(QPAaCTPYKTypbl LEHTpa OOpabOTKH [JaHHBIX WIH
oOnmayHON WHAPACTPYKTYPHI, O MOJIETTH TPEIOCTABICHHS BRIYUCIUTEIBHBIX YCIYT, O
pacrpesielIeHud OTBETCTBEHHOCTH 3a 3alllUTy HH(QOpMAIMU MeXIy obiaaareiieM
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uH(popMaIKi, ONEePaTOPOM U MOCTABUIMKOM BBIYMCIUTEIBHBIX YCIYT, 00 YCIOBHUSIX
UCIIOJIb30BaHUSl  MH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHON  HMH(PaCTPYKTYpHI
LEHTpa 00pabOTKU TaHHBIX UM 00Ja4HOM MH(PPACTPYKTYpPhI MOCTABIIMKA YCAyT (TIpH
HaJIMYUH ).

K Mopenu yrpo3 6e3omacHOCTH MH(POpPMalMM MOTYT NPUIIAratbCsi CXEMbl U
PUCYHKH, WUTIOCTPUPYIOUIUE COCTaB U apXUTEKTYpYy CUCTEM U ceTed, MHTepdenchl
B3aMMOJIEUCTBUSI KOMIIOHEHTOB CHUCTEMbI M CETH, TPYIIbI MOJIb30BaTENEH, a TaKXKe
Jpyrue MOsSCHSIOMINE MaTepUabl.

3. Bo3amoxkHbIe HeraTuBHbIE NOCJIeACTBUS oT peanu3anuu
(BO3HHKHOBEHHS) YyIpo3 0e301acHOCTH HH(pOpMaIUH

Pasznen  «Bo3MoxHBIE  HEraTUBHBIE  MOCJIEACTBUS  OT  pealu3aluu
(BO3HMKHOBEHHMS) Yrpo3 O€30MacCHOCTH HH(OPMALIUHY COJCPHKUT:

OMHCAaHWUE BHJOB pHUCKOB (ymiepOOB), aKTyalbHbIX JJIs  OOJajgaTess
uHboOpMaIlMK, OIeparopa, KOTOpPble MOTYT HACTYNUTb OT HAapyIICHUS WU
NPEKpaIEeHNs OCHOBHBIX MPOLIECCOB;

ONMKMCAHWE HETaTHBHBIX IOCJIEJACTBUHN, HACTYIUICHHE KOTOPBIX B pE3yJbTaTe
peanu3zanuu (BOZHUKHOBEHUS) yTpo3 0€30MacHOCTH MH(OPMAIIUU MOXKET IPUBECTH K
BO3HUKHOBEHUIO PUCKOB (yiiep0a).

4. Bo3sMo:kHbIe 00bEKTHI BO3eHCTBHS Yyrpo3 6e30MacHOCTH HH(popMannu

Paznen  «Bo3moxHble  OOBEKTBI  BO3JEUCTBUS  yrpo3  0€30MacHOCTH
UH(POpMALUN») COEPIKUT:

HAaUMEHOBAHUSA W Ha3HAYCHUE KOMIIOHEHTOB CHUCTEM U CETEH, KOTOpbIE
HEMOCPEICTBEHHO yYacTBYIOT B 00pabOTKe M XpaHEHUH 3allMIaeMoi HHpopMaIuy,
WIN 00ECNeunBaOT pealn3aliio OCHOBHBIX IPOLECCOB obnanarens MHGOpManuy,
oreparopa;

OIMCAaHUE BUJOB BO3JIECUCTBUSA HAa KOMIIOHEHTBI CUCTEM U CETEH, peanu3anus
KOTOPBIX HAPYIIUTEJIEM MOKET IIPUBECTU K HETATUBHBIM IIOCJIEICTBUSM.

K monenn yrpo3 6e3omacHOCTH HMHPOpPMAIMM MOXKET NpUJIaraTtbCs cxema c
0oTOOpakeHHeM OOBEKTOB BO3JEHUCTBUS M MX HA3HAUEHMS] B COCTABE apXHUTEKTYpPHI
CUCTEM U CETEH.

5. UcTtounuku yrpo3 6e3onacHocTu uHGopManuu

Paznen «ctounuku yrpo3 6e30macHOCTH MHGOPMAIIHIY COACPIKUT:

XapaKTEPUCTUKY HAPYIIUTENIECH, KOTOPbIE MOTYT SBJISITHCA UCTOUHHKAMH YTPO3
O0e3omacHocTH WH(OpMAIMK, W BO3MOXHBIC IE€JM pean3allid UMH  yrpo3
6e3omacHocTy nH(OpMAIUY;

KaTerOpuu aKTyaJbHbIX HAPYLIUTEIEH, KOTOPbIE MOTYT ABJISITHCA UCTOYHUKAMU
yrpo3 6e3onacHocTi HHpOpMAIUK;

ONMCAaHUE BO3MOXKHOCTEM HAPYWIMTENEW MO pealu3alud HUMH  Yrpo3
0e30MacHOCTH TPUMEHHUTEIFHO K HAa3HAYCHHIO, COCTaBY U aAPXHUTEKType CHUCTEM U
ceTeil.
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K monenu yrpo3 6e3onacHOCTHM MH(OpPMAUUMU MOTYT MpUIaratbCsi PUCYHKH,
WUTIOCTPUPYIOLIUE BO3MOKHOCTH HAPYUIUTENEH, U IPYTHe MOSICHSAIOUIME MAaTEPUAIIbL.

6. Cnocodbl  peanm3anuu  (BOBHMKHOBEHHsI) Yrpo3  0e€30MacHOCTH
uHopMaLUHU

Paznen «CrmocoObl peanuzanuu  (BOBHUKHOBEHUSI) yIrpo3 0€30MacHOCTH
uH(pOpMaIN) BKIIOYAET:

OMHUCaHWEe CHOCOO0OB peain3alud (BO3HUKHOBEHHS) Yyrpo3 O€30MacHOCTU
uH(pOpMaIK, KOTOPbIE MOTYT OBbITh UCIIOIB30BaHbI HAPYIIUTEISIMU PA3HBIX BUJIOB U
KaTerOpui;

onvcanue  uUHTEpPErcoB  OOBEKTOB  BO3AEHCTBUSA,  JOCTYNHBIX  JUIs
UCIIOJIb30BaHUSl HApPYIIUTENSIMA  CIOCOOOB  peain3ald  yrpo3 0e30MacHOCTU
uH(pOpMaIIH.

K Mogenu yrpo3 0Ge3omnacHOCTM HH(OpMALMU MOXKET MpHJIAraThCs CXema ¢
OTOOpa)KEHWEM  THUIOB JIOTHYECKUX, (u3nueckux HHTepdeiicoB  00BEKTOB
BO3JICHCTBUSA, B TOM YHCIE TPeOYIOMHUX (PU3NYECKOro JocTynma K HUM, a Takke
COOTBETCTBYIOIIIME UM CITOCOOBI peau3aluy yrpo3 0€30nacHOCTH HHPOPMALIUU.

/. AKTyaJIbHbI€e YIPO3bl 0€30I1aCHOCTH NH(OPMALMHT

Paznen « AkryanbHbIE YIpo3bl 0€30MaCHOCTH MHPOPMAITII BKIIOYACT:

NepeYeHb BO3MOXKHBIX (BEPOSTHBIX) Yrpo3 0e30macHOCTH WHGOpMAIUU JIs
COOTBETCTBYIOIIIMX CHOCOOOB MX peajdu3allid W YpOBHEW BO3MOXKHOCTEH
HApPYLIUTETIEH;

ONMKMCAaHWE BO3MOXXHBIX CIEHAPUEB pealu3alid yrpo3 0€30MacHOCTH
uH(dOopMaIny;

BBIBOJIBI 00 aKTYaJIbHOCTH YIpo3 0€30MaCHOCTH HH(POPMAIIUH.

K Momenu yrpo3 Ge3omacHOCTH HMH(OpPMAIMM MOXKET MpPHJIAraThCs CXema C
O0TOOpakEHUEM CIICHAPHUEB PeaTnu3aluu yrpo3 0€30MmacHOCTH HHGOPMAIIUH.
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[Ipunoxenue 4
K MeToauke OLEeHKH yIpo3
0e30macHOCTH UHPOpPMALIUU

Buabl puckos (ymepoa) 1 THIIOBbIE HETATHBHbBIE MOCJIEICTBUS OT
peajim3anuu yrpo3 6e30nacHocT uHGopManuu

Tabnuma 4.1
Ne Buabi Bo3moskHbIe TUIIOBbIEC HETATUBHbIE
pucka (ymepoa) TOCJIeICTBHUSI
V1| VYmepb ¢pusznueckomy Iuiry VYrpo3a )KU3HU WIH 370POBBIO.
YHWKeHne T0OCTOUHCTBA JIMYHOCTH.
Hapymenue CBOOO/IHI, JUYHOMN
HEMPUKOCHOBEHHOCTH.
Hapymenne HenmpruKOCHOBEHHOCTH YaCTHOM JKM3HU.
Hapymienne nu4yHOM, CeMEWHOM TaWHBI, yTrpara
YECTH U J00POT0 UMEHH.
Hapymenune TaiiHel mnepenucku, TenedOHHBIX
MEePEroBOPOB, UHBIX COOOIEHUH.
Hapymienne wHBIX mpaB U CBOOOJ TpaKJaHWHA,
3akperieHHbIx B KoHcturynmum — Pocculickoit
Oenepanun U GeaepaIbHbIX 3aKOHAX.
®OUHAHCOBBIN, WHOW  MaTEepUATBHBIA  yIIEepO
buzndecKoMy JIHILY.
Hapymenne  koHQuACHIMATBHOCTH  (yTEuKa)
MIEPCOHAJIBHBIX JIAaHHBIX.
«TpaBns» rpaxxnanuHa B cetu «MHTEpHETY.
Pa3riamenne nepcoOHaNbHBIX JaHHBIX FPAXKIaH
V2 | Pucku OpUAMYECKOMY  JIHUILY, Hapymenune  3akoHomatensctBa  Poccuiickoii
WHJUBHUYAIIbBHOMY ®denepanuu.
NpeANPUHUMATEI0, CBs3aHHbIe C | [loTeps (XHIeHHE) TCHEKHBIX CPEICTB.
XO3SIMICTBEHHOU ACSATEIbHOCTHIO Henononyuenue oxugaemMoi (IporHO3UpyeMOi)
PUOBLIH.
HeobxomumocTtsb JOTIOJTHUTEIbHBIX

(He3arIaHMPOBAHHBIX) 3aTpaT Ha BBIILIATH MITPadoB
(HEYCTOEK) UM KOMIICHCAIUH.

Heo0xoaumocts JIOTIOJTHUTEIbHBIX
(He3amIaHMPOBAHHBIX) 3aTpaT Ha 3aKyIKy TOBapoOB,
pabor wumm ycayr (B TOM 4YMcIe  3aKyIlka
IPOrpaMMHOT0 00ecreyeHHs, TEXHUUECKUX CPENICTB,
BBIILEAIINX M3 CTPOs, 3aMEHA, HAaCTPOWKa, PEMOHT
yKa3aHHBIX CPE/CTB).

Hapymenue LITATHOTO pexxuma
(YHKIIMOHUPOBAHUSI ABTOMATU3UPOBAHHON CHCTEMBbI
yIpaBJIeHUs] U  YIOpaBlsseMOro oO0beKTa W/Win

rmponecca.
CpHB 3aHJ'IaHPIp0BaHHOfI CACJIKHU C MMAapTHEPOM.
HCO6XO)II/IMOCTL JOTIOJIHUTCIIbHBIX

(HC3aHJ'IaHI/IpOBaHHBIX) 3aTpaT Ha BOCCTAHOBJICHUC
ACATCIIbHOCTH.
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ITpogomxenue Tabauuel 4.1

Ne Buabi Bo3moskHbIe TUIIOBbIEC HETATUBHbIE
pucka (yuep6a) NMoCJIeICTBUS

[loTepst KJIMEHTOB, OCTABIIUKOB.

[ToTepst KOHKYPEHTHOTO PEUMYILECTBA.

Heo3moxHOCT 3aKJIIOUEHUS JIOTOBOPOB,
COTJIALICHUH.

Hapymenne nenosoii pernyranum.

CHIKEeHHME TIPECTKA.

Juckpenuranusi paOOTHUKOB.

VYr1para nosepus.

[IpnurHeHne UMyIIECTBEHHOTO yiiepoa.

Hecnoco6Hocth BBITIOJTHEHUS JIOTOBOPHBIX
0053aTeNbCTB.

HeBo3moxHOCTh pemieHus 3azad  (peanusanuu
GyHKUMI) WM CHUXKEHHE YPPEKTUBHOCTH PELICHUS
3a/1a4 (peanuzanuu QyHKIUN).

Heobxonmumocts  u3MeHeHHs]  (TIEpECTPOCHMUS)
BHYTPEHHUX MPOUEAYp IS JOCTHXKEHUS LeJei,
penieHus 3a1ad (peanuszauuu QyHKIHM).

[IpuHsiTHE HEPABUIIBHBIX PEIICHUN.

[IpocToii nHPOPMAITMOHHON CHCTEMBI WU CETH.

[TyOnukamuss HemocToBepHOM HH(OpManuu Ha
BeO-pecypcax opraHu3aluu.

Hcnonb3oBanue BeO-pecypcoB JUTSE
pacnpoCcTpaHeHUsT U YIOPaBICHUS BPEIOHOCHBIM
IPOrPaMMHBIM 00€CTIEYEHHEM.

Paccbuika  mHGOPMAIIMOHHBIX ~ COOOIIEHUH ¢
UCIIOJIb30BAHUEM  BBIYMCIUTENFHBIX ~ MOIIHOCTEN
omeparopa u (UJi) OT €ro UMEHH.

YTeuka KOH(pHUICHIIMATBHOU nHpopManun
(koMMepuecKoil TalHBI, CEKpEeTOB IMPOU3BOJCTBA
(Hoy-xay) u jip.)

VY3 | VYmepb rocymapctBy B obOmactu | [IpuumHenue ymep6a )KU3HU U 3I0POBBIO JIFOICH.

obOecrieueHuss OOOPOHBI  CTpaHbI,

0e30macHOCTH  rocygapcTBa |
MPaBOIOPSIIKA, a TaKke B
COIIMAJIBHOM, SKOHOMMYECKOM,

MOJIUTUYECKOM, AKOJIOTUYECKOM
cdepax nesarenbHOCTU

[pekpamenue WIN HapyIIeHHE
(GYHKIIMOHUPOBAHUS 00BEKTOB obecrieueHus
KHU3HEICATEIILHOCTU HACEIICHUSI.

[pekparenue WIN HapyIICHUE

(GYHKIMOHUPOBAHUS 00BEKTOB TPaHCIIOPTHOMN
UHPPACTPYKTYPHI.

[Tpexpanienue WIH HapylleHue
(YHKIIMOHUPOBAHUS TOCYAAPCTBEHHOIO OpraHa B
YacTH HEBBINIOJHEHUS BO3JIOXKCHHOM Ha  HEro
(GyHKIUH (TTOJTHOMOYUS).

[Ipexpamenue U HapylIeHUE
(YHKIIMOHUPOBAHUS CETH CBSI3H.

OtcyrcTBUE AOCTYIA K TOCYAapCTBEHHOM yCIIyre.

Hapyiienne ycioBuii MEXIyHapOZHOIO IOTOBOPA
Poccuiickoit ®enepauuu, CpblB MEPETOBOPOB HUIU
NOANMUCAHUA  IUIAHUPYEMOTO K 3aKIIOYEHUIO
MEKIyHapoAHOro gorosopa Poccuiickoit @enepanuu.
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ITpogomxenue Tabauuel 4.1

Buanbl
pucka (yuep6a)

Bo3Mo:xHbI€ THIIOBbIE HETaTHBHBIE
nocJIeACTBUA

CHumxeHue ypoBHS J0XOJa IOCYIapCTBEHHOMU
KOpHopaluy, TOCyJapCTBEHHOW OpraHu3aluu WId
OpraHu3alUM C FOCY1apCTBEHHBIM YYaCTHEM.

BosnukHoBenne ymep6a Oromkeram Poccuiickoit
®denepauuu.

[Ipexkpamienue wuauM  HapylleHUE IPOBEACHUS
KJIMEHTaMH OTIepannii o 6aHKOBCKUM cYeTaM U (WIIN)
0e3 OTKpHITHS OAaHKOBCKOTO CUETa WIJIM OIEpanuil B
CUCTEMHO 3HA4YMMOW KPEIWTHOM OpraHM3aluy,
OTIEpaTOPOM YCIYT IUIaTeXKHOM WHQPPACTPYKTYpPbI
CHUCTEMHO U (WJIM) COIMATIFHO 3HAYMMBIX TUIATEKHBIX
CUCTEM, CHUCTEMHO 3HAYUMOW HHQPaACTPYKTYpHOU
opranuzarei (GuHaHCOBOTO PHIHKA.

Bpennbie BO31€MCTBHS HA OKPYKAKOIIYIO CPENTY.

[Ipekpamenue W HapylIeHUe
(GyHKIIMOHUPOBAHUS MyHKTa yIpaBiIeHUs
(CUTYallMOHHOTO LIEHTPA).

CHuxenue rokasareneiu rocy/1apCTBEHHOTO
000pPOHHOTO 3aKas3a.

[Ipekpamenue W HapylIeHUe
(GYHKIMOHUPOBaHUST UH(MOPMALIMOHHONW CUCTEMBI B
obnactu obecrieueHus 000pOHBI CTpaHBbl,
0€30I1aCHOCTH IrOCyJapCcTBa U IIPABOMOPSAKA.

Hapymienue 3aKOHOJIaTeNIbCTBA Poccuiickoit
denepanuu.

[TyGnukarust HeTOCTOBEPHON COIMATBLHO 3HAYMMOM
nHpopMaruu Ha BeO-pecypcax, KOTOpas MOXKET
IPUBECTH K COLMAJIIBHOM HAIPSHDKEHHOCTH, ITAHMKE
Cpely HaceJleHus U JIp.

Hapymenne LITaTHOTO pexuma
(YHKIMOHUPOBAHUS aBTOMAaTU3HMPOBAHHOM CHUCTEMBI
yIpaBJIeHUs] W  YOPaBIIEeMOro OOBEKTa /WU
mpouecca, €Cli 3TO BENET K BBIBOAY W3 CTpOs
TEXHOJIOTUYECKUX OOBEKTOB, UX KOMIIOHEHTOB.

Hapymenne ~ oOmiecTBEHHOro  MPaBONOPSJIKA,
BO3MOXXHOCTb IIOTEpU WM CHIKEHUS YpPOBHSA
KOHTPOJIS 32 0OLECTBEHHBIM IIPABOTIOPSIIKOM.

Hapymenue Bei6opHOTO mpoiiecca.

OtrcyrcTBUE BO3MO>KHOCTH OIIEpPaTUBHOTO
OTIOBELIEHUS HACEIICHUS O YPE3BbIYAHOMN CUTYaLUH.

Opranusanus NUKETOB, 3a0aCTOBOK, MUTHUHIOB M
JIPYTUX aKIUH.

MaccoBbl€ yBOJIbHEHMUS.

VBenuyeHue KoJM4yecTBa JKano®d B OpraHbl
rOCyIJapCTBEHHOM BJIACTHM WJIM OpraHbl MECTHOTO
CaMOYIIPaBJICHUS.

[TosiBnenne HEraTUBHBIX yOJIMKaIHii B
00I1eIOCTYITHBIX HCTOYHHKAX.
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ITpogomxenue Tabauuel 4.1

Ne Buapl Bo3MoskHbIE THIIOBbIE HETaTHBHbIE
pucka (yuep6a) NMoCJIeICTBUS
Co3panne NnpeanochlIoOK K BHYTPUIIOIUTHYECKOMY
KpU3HUCY.
Oxonyanue Tabauie! 4.1
Ne Bunpl Bo3MosKkHbIE THIIOBbIE HETaTHBHbIE
pucka (yuiep6a) MOCJIeACTBUSA

I[OCTYTI K NCPCOHAJIbHBIM JaHHBIM COTPYAHUKOB
OPraHoB roCyJapCTBEHHOM BIACTH, YITOJTHOMOYEHHBIX
B oOmactu oOecriedyeHusi 00OpPOHBI, OE30MaCHOCTH U
IMpaBoIopAIKa, BBICIHIUX JOJIPKHOCTHBIX JINI]
TOCYyAapCTBCHHBIX OpraHoB u Apyrux JINI]
TrOCY/IapCTBCHHBIX OPTaHOB.

JlocTyn K cuCcTeMaM M CETSM C IeTbI0 He3aKOHHOTO
HNCITOJIb30BAHUA BBIYUCIIUTCIIBHBIX MOHIHOCTeI\/'I.

Hcnonp3oBaHne BeO-pecypcoB TOCYIapCTBEHHBIX
OpraHOB I PAcCHpOCTPAHECHUS W  YIPABJICHHS
BPC€AOHOCHBIM IIPOTPaMMHBIM o0ecrieueHneMm.

VYTeuka nHPOPMALINU OTPAaHHYEHHOTO JIOCTYIIA.

HenpenocraBneHne rocyaapcTBEeHHBIX YCIYT

Vka3aHHbIE THIIOBbIE HEraTHBHBIC MMOoCJIICACTBUA OT pCaln3alini yYIpo3

6e3omacHocTH MHGOPMAIMKM TOJIEKAT KOHKPETU3AMU W MOTYT JOMOJIHATHCA
JIPYTMMH HETaTUBHBIMU TOCJEACTBUSIMHU B 3aBUCHUMOCTH OT OCOOCHHOCTEH o0yactu
JEeSITEBHOCTH, B KOTOPOH (DYHKIIMOHUPYET CUCTEMA U CETb.
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ITpunoxenue 5
K MeTtoauke OLeHKH yrpo3
0e30macHOCTH UHPOpPMALIUU

IIpumeps! onpeneneHusi 00bEeKTOB BO3ACHCTBUS M BUI0B
BO31eHCTBUA HA HUX

Tabmauna 5.1
HeraTuBHbIE O0LeKTHI BO3AeliCTBUSA Buanl Bo3aelrcTBUSA
NOCJe/ICTBUS
Pasrinamenne baza JNaHHBIX | YTeuka  MAEHTU(GUKAUMOHHOW  MHpOpMaIUU
MIEPCOHATBHBIX nH(pOpMaLMOHHON rpakaaH U3 0a3bl JaHHBIX
JaHHBIX TpaXKJaH | CUCTEMBbI,  coJepiKalias
(V1) UIEHTU(PUKAITIOHHYIO
nH(pOopMaILNIO rpakKIaH
VY nanennoe VYTeuka uieHTUPUKATNOHHONW HH(pOpMauu
aBTOMAaTU3UPOBAHHOE rpaxxaad ¢ APM nons3oBarens
pabouee mecto (APM)
M0JIb30BaTeNs
Jluaus  cBsasu  Mmexay | [lepexBat undopmanuu, coaepxarieit
CEpBEPOM OCHOBHOTO | UACHTU(DUKAIIMOHHYIO HHPOPMAIIIO TpaX/IaH,
IeHTpa 00paboTKH | TIepeaaBaeMou 1O JIMHUSM CBSI3U
JaHHBIX U CEpPBEPOM
pEe3epBHOTO LEHTpa
00pabOTKN JaHHBIX
Be6-nipunoxenne HecankunoHnpoBaHHbBIN JOCTYTI K
WH(POPMAITHOHHOMN UICHTU(UKAITMOHHOW WH)OpMAIMU  TpaxkaaH,
CUCTEMBI, cozeprkamieics B BEO-TIPUIIOKEHUH
oOpabaTsiBaromei WH()OPMAITMOHHOW CHCTEMBI
UACHTU(DUKAIIIOHHYIO
UHGOPMAIIUIO TPaXKIAaH
XuuieHue bank-knuent HecankiuonupoBanHass ~ MOJMEHAa  JIaHHBIX,
JICHEeKHBIX CPECTB CoJlepXKallluXxcs B  PEKBU3UTAX  ILJIATEKHOTO
co cuera HOPY4YECHUS
opranuzanuu (Y2)
APM ¢unancoBoro | HecankiroHupoBaHHas MoAU(PUKAIIST
JTUpEeKTOpa uH(GOPMAIIMK B TUIATEKHBIX PACHOPSIKEHUSAX U

OTIpaBKa HEJOCTOBEPHBIX PACHOPSIKEHHH OT
uMeHU (UHAHCOBOTO JAUPEKTOPa

DNIEKTPOHHBIN MOYTOBBIN

Moaudukamus wHGOpPMAIMM B IUTATEKHBIX

SILIHUK (MHAHCOBOTO | PaCHOPSHKEHUSIX M OTIHpPaBKa HEJIOCTOBEPHBIX

JUPEKTOPA pacropsbkeHUH  OT  HMMEHH  (PUHAHCOBOTO
JUpPEKTOpa

APM rnaBHoOrO | [IonMeHa maHHBIX, COAEpXKAIIUX PEKBU3UTHI

Oyxranrepa IJIATEKHBIX TOPYYEHUH U APYrOW IIATEKHOU

uHpopmanuu Ha APM riaBHoro Gyxranrtepa
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OxkonuaHue Ta0JIUIBI 5.1

HeraruBHbIE OO0LeKTHI BO3AeiiCTBUSA Buani Bo3aelcTBUS
MOCJIe/ICTBUS
CpsiB APM pykoBoautens | Mogudukanus uHPOPMALIMU W OTIpaBKa
3aIlJIAaHUPOBAHHOM | OpraHu3aluu AJIEKTPOHHBIX ~ IMCEM  C  HEJIOCTOBEPHOM
CHIETIKU C uHpopMaMeli  OT HMMEHH  PYKOBOJUTEIS
naptHepom (Y2) OpraHu3auu
DNeKTpOHHBIN MOYTOBBIM | Momndukanus wuHbOpMAIMM H  OTHpPaBKa
SIILIAK PYKOBOJMTENS | EKTPOHHBIX  IHMCEM  C  HEIOCTOBEPHOMU
OpraHu3aluu uHpopMaMei  OT HMMEHH  PYKOBOJUTEIS
OpraHu3aluu
3arpsi3HeHus KommyrannoHHbII HecanknmonupoBanHas MoaupUKaLus
OKpYXKaroIlen KOHTpOJLIEP s | (M3MCHEHHE) JIOTUKH paboThl WM YCTaBOK
Cpelbl U BOJIOEMOB | YIpPaBJIEHUS KOMMYTallMOHHOTO  KOHTpoOJulepa,  KOTopas
B pe3yabpTaTe | aBapUUHBIMU OPUBOJUT K OTKPBITHIO (MM HE 3aKpBITHIO)
pasznuBa HepTH U3 | 3aBUKKAMU B | aBapuHHOM  3aJBWXKKM  TpU  HapYIICHUH
HedrenmpoBoga HedremnpoBoae TePMETUIHOCTU HedTempoBoaa
(¥3) [Iporpammupyemslii HecanknmonnpoBanHas MoaupUKaIus
JOTUYECKUil KOHTpouiep | (M3MEeHeHHe) JOTUKU paboThl i ycraBok ITJIK,
(IUIK) nns ympaBieHHs | KOTOpash OPUBOIUT K BKJIIOUEHUIO (MM HE
HAaCOCHBIMU CTaHLIUSAMU | OTKJIFOUYEHHUIO) HACOCHOM CTaHIMM MPH 3aKPbITON
aBapUIHOM 3aJIBIKKE B HE()TEIIPOBOIC
APM omnepatopa HecanknmoHnupoBaHHass ~ OTHpaBKa  KOMaHZ,
OpUBOAALIAs K  HecpabaThIBAHUIO  CPENCTB
aBapuiHOW 3amuThl W (WIU) K HW3MEHEHHIO
noruku [TJIK
Henpenocrasnenue | Be6-npunoxenue OTtka3 B 00CITy’)KMBaHWUU BEO-TIPUIIOKEHUS
rOCyZIlapCTBEHHBIX | IOpTasa
yeyr (Y3) rOCYJIapCTBEHHBIX YCIIYT

[Tonmena nndopmanuy Ha CTpaHUIIAX OPTaIa Ha
HEJI0CTOBEPHYIO

Cucrema  ympaBleHHS
COJICPKUMBIM BeO-
MIPUIIOKEHUS (caiiTa)
noprasa
rOCyJapCTBEHHBIX yCIYT
CepBep  OanmaHCHUPOBKH
Harpy3Ku Ha BeO-
MIPUIIOKEHUE (caiiT)
noprasa

TOCYJdapCTBCHHBIX YCIIYI'

OTka3 B 06CJ'IY)KI/IBaHI/II/I BC6'HpI/IJ'IO)KeHI/I$I

CepBep BeO-TIPHIIOKCHUS
(caiiTa) nopraia
TOCY/IapCTBEHHBIX YCIYT

OTka3 B 06CJ'IY)KI/IBaHI/II/I BC6'HpI/IJ'IO)KeHI/I$I

CepBep 06a3
noprasa

rOCyJapCTBEHHBIX YCIYT

JaHHBIX

OTka3 B OOCIy)KHUBaHHHM CepBepa YIpaBJICHUS
0a3zaMu JaHHBIX

[Tonmena wundopmammu B 0a3ax [JaHHBIX Ha
HE0CTOBEPHYIO

VTeuka MEPCOHAJIBHBIX JAHHBIX I'PAXKIaH
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[Ipunoxenue 6
K MeTtoauke OLeHKH yrpo3
0e30macHOCTH UHPOpPMALIUU

Bo3MokHBIE 1eJIN peau3anuu yrpo3 6e3onacHocTi nHpopManuu

HApPYIIUTEJISIMH
Tabmauna 6.1
Ne Buasi Kareropun Bo3moskHbIe Heu peajn3auuu yrpo3
BH/IA HAPYIIMTEJIs HAPYLIUTeJS 0e30nacHOCTH HH(OpMALIUH
1 | CoeumanibHble  CITYXKOBI Buemnwnit Hanecenune ymep6a rocymapcTBy B 06yacTu

MHOCTPaHHBIX obecrieueHuss 0OOpPOHBI, 0€30MaCHOCTH H

rocysnapcTB MPaBOMOPSAJIKA, & TAKKE B UHBIX OTJIEIBHBIX
00JacTsIX €ro JAeATeNbHOCTU WM CEKTOpax
SKOHOMHUKH, B TOM YHCII€ THUCKPEIUTAIUS
WIH JecTabuIn3anus JeSITEIbHOCTU
OTJEIbHBIX  OpPraHOB  TIOCYIAapCTBEHHOM
BJIACTH, opraHu3aiu, MOJTy4eHHe
KOHKYPEHTHBIX TPEUMYIIECTB HAa YPOBHE
rocynapcTaa, CpBbIB 3aKITFOYCHUS
MEXIYHApOJHBIX  JOTOBOPOB, CO3JaHUE
BHYTPHUIIOJUTUYECKOTO KpHU3HUCa

2 Teppopuctuueckue, Bremnmit CoBepiieHne  TEPPOPUCTHYECKUX  aAKTOB,

IKCTPEMHCTCKHE yrpo3a KU3HU FPpakJIaH.

TPYIIIUPOBKH Hanecenne ymepba otaensHbIM cdepam
NEeSTeIbHOCTH WJIM CEKTOpaM HSKOHOMHUKH
rocyznapcTaa.

Jlectabunm3anus oOmecTBa.
Jecrabunuzanus JAeATEIbHOCTH OpPraHoB
rOCY/IapCTBEHHOM BJIACTH, OpTraHU3alMil

3 [Ipectynnbie TPYIIIBI Buenrnumit [Tonydenne  ¢uHAHCOBOW  WIM  HMHOH

(KpMHHAJbHBIE MaTepuaIbHOU BBITObI.

CTPYKTYPBI) Kenanue camopeanu3aiiu
(moaTBEpXKIACHUE CTATyCA)

4 OtnenbHbIe (PU3NUECKHE Buennumit [Tonydenne  ¢uHAHCOBOW  WIM  WHOM
nuna (xakepbl) MaTepuaIbHOU BBITObI.
JIt060MBITCTBO WIH KeJaHue
camopeanu3aiyu (oITBEPKJICHUE cTaTyca)
5 | Konkypupyromue Buemrnuit [TosyueHne KOHKYPEHTHBIX IPEUMYIIECTB.

OpraHu3aIuu [Tonyuenue  ¢uHaHCOBOM  WIM  WHOU

MaTepUaIbHOM BBITObI
6 | PazpaboTunku Buytpennuii | Buenpenue JOTIOJTHUTEIbHBIX
MIPOrPAMMHBIX, (byHKIIMOHATBHBIX BO3MOXKHOCTEH B
MIPOTrPaMMHO- pOrpaMMHBIE W MPOrpaMMHO-

aIrapaTHbiX CPEACTB

annaparHble CpeJICTBa Ha ATare pa3padoTKu.
[Tony4yeHre KOHKYPEHTHBIX IIPEUMYIIECTB.
[Tonydenue  ¢uHAHCOBOM MM HMHOM
MaTepUalbHOU BBITOJIBI.
HenpennamepeHnHsle, HEOCTOPOXKHBIE WU
HEKBaNU(UIIMPOBAHHbIE JICHCTBUS
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OxkonuaHue Ta0IuIEI 6.1

nHpOpMaMK TO/JIeKAT KOHKPETHU3AIMNU M

Ne Buasi Karteropun Bo3moskHbIe Heu peaju3anuu yrpo3
BH/A HAPYIIUTEJsA HAPYIIMTeJs 0e30nacHOCTH HH(OpMaLUH
7 | Jluna, oGecrie4nBaroIne Buewnnit [omyyenne  guHaHCOBOM  WiIM  WHOU
MOCTaBKY POTPaMMHBIX, MaTepHaIbHON BBITOIBI.
IPOrpaMMHO- HenpennamepenHsie, HEOCTOPOKHBIC WU
amnmapaTtHbIX  CPEJICTB, HEKBATU(DUITUPOBAHHBIEC ICHCTBUS.
o0ecTieYnBarOIINX [TosryyeHne KOHKYPEHTHBIX MPEUMYILECTB
CUCTEM
8 | [locraBmumku Buyrpennuii | [lomydenne  ¢UHAHCOBOW WM HMHOM
BBIYMCIIATENBHBIX YCIYT, MaTepHaTbHON BBITOIBI.
YCIIYT CBSI3U HenpennamepeHnHsle, HEOCTOPOKHBIE WA
HEKBATH(UITUPOBAHHBIEC ICHCTBUSI.
[TosrydeHre KOHKYPEHTHBIX TPEUMYIIECTB
9 JInna, npusiekaemble | Buyrpennuii | [lodydyeHue — ¢uHaHCOBOW  WJIM  HMHOM
TUIst YCTaHOBKH, MaTepHaTbHON BBITO/TBI.
HaCTPOMKH, HCIBITAHUH, HenpennamepenHsle, HEOCTOPOKHBIE WIH
MTyCKOHAJIQI0YHBIX 17§ HEKBAMU(DUITUPOBAHHBIEC ICHCTBUSI.
WHBIX BHJIOB paboT [TosydeHne KOHKYPEHTHBIX TPEUMYIIECTB
10 | JIuma, oGecrieunBatorme | Bruyrpennmii | [lomydenune — ¢uHaHCOBOW WM MHOM
(YHKIIMOHUPOBAHHE MaTepHaTbHON BBITOIBI.
CHCTEM U ceTed WIHu HenpennamepeHnHble, HEOCTOPOXKHBIC WIIN
o0ecrieunBaromme HEeKBaTH(DUITMPOBAHHBIE IEHCTBHS
CHCTEMBI orepaTopa
(amMuHHCTpALWs, OXpaHa,
YOOPIIMKH U T.1I.)
11 | ABTOopH30BaHHBIE Bayrpennuii | [lomyuenne  ¢uHaHCOBOM Wi WHOM
MOJIb30BAaTEIN CHCTEM U MaTepuaIbHOU BHITObI.
ceTe JIt060MBITCTBO WIN KelaHue
camopeann3anuu (OATBEPKICHUE CTaTyCca).
MecTb 3a paHee COBEpIIECHHBIE JEHCTBHUS.
HenpennamepeHnHbsle, HEOCTOPOXHBIE WIH
HEKBAJM(UIIUPOBAHHBIE IEHCTBUS
12 | CucremHbIe Bayrpennuii | [lomyuenue  ¢uHaHcOBOM Wi WHOM
aJIMUHHUCTPATOPBI u MaTepuaIbHOU BBITObI.
aJIMUHHUCTPATOPBI JIt060MBITCTBO WIH KeJlaHue
0€30MacHOCTH camopeanu3aiuu (MoATBEepkKJACHUE CTaTyca).
MecTb 3a paHee COBEpIICHHbIE ICHCTBUS.
Hemnpennamepennble, HEOCTOPOKHBIE WU
HEKBAM(UIIUPOBAHHBIC IEHCTBUS
13 | beiBmme pabOTHHUKHU Brenramit [Tonyuenne  QuHAHCOBOM  WUIM  WHOM
(monp30BaTeNN) MaTepuaIbHOU BHITOBI.
MecTb 3a paHee COBEpIIICHHbIE IeHCTBUS
VYkazaHHble  BO3MOXHBIE  I€JIM  pealu3aluu  yrpo3  0€30MacHOCTH

MOI'yT AOIIOJHATBCA APYTHMH LOCIIAMHA

B 3aBUCHMOCTH OT OCOOCHHOCTEHN 00J1aCTH IEATETLHOCTH, B KOTOPOH (PYHKITMOHHPYIOT
CHUCTEMBI U CETH.
[Tpu orieHKe BO3MOKHOCTEH HapyIHIuTeneld HE0OX0JMMO UCXOAUTh U3 TOTO, YTO
JUISL TIOBBILLICHHS] YPOBHSI CBOMX BO3MOXHOCTEW HApymuuTenan | BHJIa MOTYT BCTyHaTh



o1

B CroBop ¢ Hapymwurtensmu 5, 6, 7, 8, 9, 10, 11, 12 unos. Hapymwurenu 2 Buna
MOTYT BCTynath B croop ¢ Hapymurensmu 10, 11, 12 Bunos. Hapymmrenu 3 Buga
MOTYT BCTynaTh B croop ¢ Hapymurenasmu 10, 11, 12 Bugos. B ciywae nmpunsaTHs
TAaKUX MPEANOJOKEHUM LEeIM U yPOBHU BO3MOXKHOCTEH HApYyIIUTENEH MOAJiexkaT
00BETMHEHUIO.



ITpunoxenue 7

K MeTtoauke OLeHKH yrpo3
0e3omacHOCTH UHPOPMALTUU

IIpuMep oueHKH Hesied peaJu3alui HAPYIIUTEJISIMHA YIPo3 0€301aCHOCTH MH(POPMALIUH B 3aBUCUMOCTH OT BO3MOKHbBIX
HEraTUBHBIX MOCJIECTBHIl U BUOB ylIep0a OT UX peaju3auuu
(m1s1 rocymapcTBeHHOI HH(OPMAIMOHHOW CHCTEMDbI)

Tabnuna 7.1
Buabi Bo3Mo:kHbIe 11e/1H peajiu3alum Yrpo3 0e30nacHoCcTH HH(pOpMauu CooTBercTBHE Heel
HapyluTesen Hanecenue ymep0a Hanecenue ymep0a Hanecenne ymep6a rocynapcTsy B | BHJIaM pucKa (yuep06a) u

(puzugeckomy Jguny

OPUINYECKOMY JIMILY,

00J1acTH o0ecnieyeHnst 00OPOHBI

BO3MO’KHBIM HEIraTuUBHBLIM

HHAUBHUIYAJTBLHOMY CTPaHbl, 0€30MaCHOCTH FOCY1apCTBa MOCJIeACTBUAM
npeanpuHUMATETI0 U MIPABOMNOPS/IKA, a TAKKE B
CONUATBLHOM, JKOHOMHYECKOM,
NOJUTHYECKOM, IKOJOTrHUECKOH
chepax 1esITeJILHOCTH
CrienasibHBIC CITYXKOBI - - + y3*™
WHOCTPAHHBIX (mrcKpeauTAIS MK ICCTaOMITH3AIIS (mapymenue
rocyJ1apcTB JIEATEeIIbHOCTH OpraHa (G YHKIIMOHUPOBAHUS
roCyJapCTBEHHOI BIACTH ) roCyJIJapCTBEHHOI'O OpraHa,
JICKpeAUTAIUS
JIeATEeIIbHOCTH OpraHa
rOCYAapCTBEHHOM BJIACTH)
Teppopuctuueckue, - - + Vv3
SKCTPEMHUCTCKHUE (mecrabunu3anus 1eITeIbHOCTH (otcyrcTBHE MOCTYMA K
TPYIIIUPOBKU OPraHoB TOCYJIapCTBEHHOU BJIACTH, COLMAJIBHO 3HAYUMbIM

OpraHu3ariuii)

roCyIapCTBCHHBIM
ycityram)

¢S



ITponomkenue Tabauuepl 7.1

Buabi Bo3mokHbIe 11e1u peajn3anum yrpo3 0e30nacHocTu nHpopmanun CooTBercTBHE Leseli BUIAM
HapyLIHTe el Hanecenue ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
Ppuznueckomy gy OpPUANYECKOMY JIMILY, roCy1apcTBY B 00J1aCTH BO3MO’KHBIM HEraTHBHbBIM
HHIMBHUAYATbHOMY olecrieyeHnst 000POHBI CTPAHBI, NOCJIe/ICTBUSIM
NpeanpuHIMATEII0 0e30I1aCHOCTH rOCyAapCcTBa U
NPaBONOPS/IKA, a TAKKe B
COIUATIBLHOMN, JKOHOMHYECKOM,
NOJMTHYECKOI, IKOJIOrH4ecKoil
chepax 1esTeJILHOCTH
[IpecTymnHble rpymnb + + + V1
(KpMHHAJIbHBIE (monydenue (monmydenue HhUHAHCOBOI (xemaHue caMOpeaTn30BaThCs) (HapyieHue
CTPYKTYpBI) (buHAHCOBOM BBITOJIBI 32 BBITOIbI 32 CUET KOH(UIEHIINATBHOCTH
CUET Kpakl U MPOJaku UCIIOJIb30BaHUS MEePCOHAIBHBIX JJAHHBIX IPAXKIaH )
MEPCOHAIBHBIX JAHHBIX |BBIYUCIUTEIbHBIX MOIIHOCTEN y2
rpakiaH) CEpBEPOB TOCYAapCTBEHHOMN (HapylIeHue 1eJI0BOM peryTanun)
WH(POPMAITMOHHON CUCTEMBI v3
JUIs MalHUHTa (opranuzanys MUTHHTOB,
KPHITTOBAITIOTHI) 3a0aCTOBOK M3-3a IMyOIMKAIIHA
HEJI0OCTOBEPHOH MH(MOPMAITHIH)
OtnenbHbIC PU3MUYECKUC + + - Vi
nuna (Xakepbl) (xenmanue (monmydenue HpUHAHCOBO (HapyiieHue TMYHOU, CeMEeMHOI
caMopeaTn30BaThCs) BBITOJIbI 32 CUET KPAXXH U Tal{HBI, yTpaTa 4YeCTu U J0OPOro

KOMMEPYECKOM TaliHbI)

UMEHH) Y2
(yreuka KOMMEpPYECKOH TalHBI;
MOTEPS KITUEHTOB)

KoHnkypupyromue
OpraHu3anuu

€S



ITponomkenue Tabauuepl 7.1

Buasi Bo3mo:kHbIe HeJin peajan3anuu yrpo3 6esonacHoctu uHpopmanumn CooTtBeTcTBHE LEJIel BUIAM
HapyLIHTe el Hanecenue ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
Ppuznueckomy gy OpPUANYECKOMY JIMILY, roCy1apcTBY B 00J1aCTH BO3MO’KHBIM HEraTHBHbBIM
HHIMBHUAYATbHOMY olecrieyeHnst 000POHBI CTPAHBI, NOCJIeACTBUSIM
NpeanpuHIMATEII0 0e30I1aCHOCTH rOCyAapCcTBa U
NPaBONOPS/IKA, a TAKKe B
COIUATIBLHOMN, JKOHOMHYECKOM,
NOJMTHYECKOI, IKOJIOrH4ecKoil
chepax 1esTeJILHOCTH
PazpaboTunku - + + y2
MIPOTPaMMHBIX, (mepenava uHGOpPMAIUH O (BHEIpEHUE JIOTIOTHUTETBHBIX (HemomoTydeHUE 0KUAAEMOM
MIPOrpaMMHO- IOPUAMYECKOM JIMIIE TPETHUM | (YHKLIHOHAIBHBIX BO3MOXKHOCTEN pUOBLITH)
anmnapaTHBIX CPECTB JIUIIAM) B [IPOrpaMMHbIE WU TIPOTrPaMMHO- V3

amraparHbIe CpelICTBa Ha dTare
pa3paboTKu MpH BCTYIUICHUH B
CTOBOP CO CIIEIUATbHBIMA
CITy»)0aMu UHOCTPAHHBIX
roCyIapCTB)

(mapymienne QyHKIIMOHUPOBAHUS
roCyJIapCTBEHHOTO OpraHa,
JMCKPEIUTAIUS JEeSITeIbHOCTH
OpraHa rocy/iapCTBEHHO# BJIACTH)

JInia, obecneynBaroye
MTOCTABKY MPOTrPaMMHBIX,
MPOrPaMMHO-AITIaPATHBIX
CPEIICTB,
00ecIeunBaroIX CHCTEM

IlocTaBiku
BBIYUCIIUTENbHBIX YCIYT,
YCIIYT CBSI3U

JInna, MpUBJICKaEMbIC
JUIST YCTaHOBKH,
HACTPOWKH, HCIIBITAHUM,
MMYCKOHaJIa10YHbIX u
WHBIX BUJOB paboT
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ITponomkenue Tabauuepl 7.1

Buasi Bo3mo:kHbIe HeJin peajan3anuu yrpo3 6esonacHoctu uHpopmanumn CooTtBeTcTBHE LEJIel BUIAM
HapyLIHTe el Hanecenue ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
puzuveckomy Jauimy OpPUANYECKOMY JIMILY, roCy1apcTBY B 00J1aCTH BO3MOKHBIM HEraTUBHBIM
HHAUBUIYAJTBLHOMY olecrieyeHnst 000POHBI CTPAHBI, MOCJIeICTBUSIM
NnpeanpuHUMATETI0 0e30I1aCHOCTH rOCyAapCcTBa U
NMPaBoONOPSAKA, a TAKKE B
COIUATIBLHOMN, JKOHOMHYECKOM,
NOJMTHYECKOI, IKOJIOrH4ecKoil
chepax 1esTeJILHOCTH
Jliia, oOecrmeunBaroIye - - - -
(YHKIMOHUPOBaHNE
CUCTEM M CeTell WM
o0ecrieunBaroIme
CHUCTEMBI oreparopa
(amMuHMCTpAITS, OXpaHa,
YOOPIIUKH | T.1.)
ABTOPHU30BaHHBIE + - - vi
MOJIb30BaTeIM CUCTeM M| (HempeaHaMepeHHBIE, (buHaHCOBBII, HHOM
cere HEOCTOPOKHBIE UITH MaTepuaTbHBIN yiepo
HeKBaJU(ULIUPOBAHHBIE bu3HYECKUM JIUIAM)
JEWCTBHS)

CucreMHbIe + + + vi
aJIMUHHUCTPATOPBI u (mecTb 3a paHee (;rro0oMBITCTBO MITH XKenanue |(ToydeHne GUHAHCOBOM MM UHOM (buHaHCOBBIH, HHOM
aJIMUHHUCTPATOPBI COBEpIICHHbBIE caMopeaTu3alym) MaTepuaIbHOU BBITObI TIPU MaTepUaIbHBIN yiepo
0€30MacHOCTH JIeHCTBHSA) BCTYILJICHUH B CTOBOP C (bu3HYECKUM JIUI[AM)

HPECTYIHOM TPYIIO#)

y2
(HEBO3MOYKHOCTD 3aKJITFOUEHUS
JIOTOBOPOB, COTJIAIICHUN )
V3
(yreuka uHDOpMAaNUU
OTPaHMYCHHOTO JIOCTYTIA)

GS



Oxkonuanue TaduIn! 7.1

Buabl Bo3mo:skHbIE 1eJIM peajiu3anni yrpo3 6e30nacHocTH nHpopManum
HapyIuTejei Hanecenne ymepoa Hanecenmne ymepoa Hanecenmne ymepoa
(usuyeckomMy Jauny OPUINYECKOMY JIHILY, rocy1apcTBy B 00J1acTH
HHIHBHIYATbHOMY obecrneyeHusi 000POHBI CTPAHBDI,
NpeanPUHIMATEJ 0 0e30MacHOCTH roCyIapcTBa u

NMPaBoONOPSAKA, a TAKKE B
COIUATIBLHOM, JKOHOMHYECKOM,
MOJIUTHYECKOH, IKOJIOTMYeCKOi
chepax 1esTeJIbHOCTH

CooTBeTCcTBHE LIejIeii BUIAM
pucka (yuiep6a) u
BO3MOKHbIM HEraTHBHBIM
NMOCJIEACTBHAM

briBmne  (yBOJIEHHBIE) - -
pabOTHUKH
(monp30BaTeNN)

" - IpUMepBI BOBMOXKHBIX TIeJIel pealin3aiuy yrpo3 0e30nacHoCTH HH(DOPMAIIMY C yIeTOM 00JIaCTH IeITeIHbHOCTH, B KOTOPO
(1)yHKU;I/IOHI/IpyIOT CUCTEMBI U CETH, ONPEIEICHHBIE B COOTBETCTBUU C IPUIIOKEHHEM 6 K HacTosmeld Meronuke.
- TpUMEpPHl COMOCTAaBIEHHUS BO3MOXKHBIX LI€JeH peanu3alud yrpo3 0e30macHOCTH HHGOpMAlUd C BHUAAMHU

yiuepba (pucka) M BO3MOXKHBIMU HETaTUBHBIMHM TOCJEACTBUSIMU O pealu3alliud yrpos,

C MMPWJIOKEHUEM S5 K HacTosen Mertoauke.

OIpCACICHHBIC B COOTBCTCTBHUU
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YPpoBHU BO3MOKHOCTEH HAPYLIUTEIEH

[Ipunoxenue 8§
K MeTtoauke OLeHKH yrpo3
0e3omacHOCTH UHPOPMALTUU

M0 peaju3aluu yrpo3 6e30nacHoCcTH HH(poOpMaIuu

Tabnuma 8.1
Ne YpoBeHb Bo3mokHOCTH HapylIMTe/Iel 10 peajiu3anum yrpo3 6e30nacHoCTH Buabl HapymmTenei
BO3MOKHOCTel uHopMmanuu
HApYLIHTEIeH
H1 | Hapymwurens, HNmeetr BO3MOKHOCTh TIPH peau3aiiil yrpo3 0e30macHOCTH HHGOPMAITHT dusndeckoe JUIo (XaKep)
obnanaroui HCI0JIb30BATh TOJLKO U3BECTHBIE YSI3BUMOCTH, CKPUIITHI U HHCTPYMEHTHI.
06a30BBIMU HNmeer BO3MOXHOCTH HCHOJIB30BaTh CPEACTBAa peav3allii  Yrpo3 JInna, obecrieunBaronue MOCTaBKy
BO3MOXHOCTSIMU | (MHCTPYMEHTBI), CBOOOJIHO pacrpocTpaHsemble B ceTu «VHTepHET» U | MPOrpaMMHBIX, TPOrpPaMMHO-aIapaTHBIX
pazpaboTaHHbI€ IPYTUMH JINLIAMHU, UMEET MUHUMAJIbHbIE 3HaHUSI MEXaHU3MOB CPEICTB, 00ECIEUNBAIOIINX CUCTEM
uX (YHKIMOHUPOBAHMUS, JOCTaBKM U  BBINOJHEHHUS  BPEJOHOCHOTO
MIPOTPAMMHOTO 00€CTICUCHHUSI, SKCTUIOWTOB. JInma, obecneunBaronye
Ob6nanaer 6a30BBIMU KOMIIBIOTEPHBIMU 3HAHUSIMU M HaBBIKAMU Ha YpOBHE | (DYHKIIMOHMPOBAHUE CUCTEM M CETEH WU
M10JIb30BATEIIS. obecreynBaronINX CUCTEM (aAMUHHUCTpAIUS,
HMmeeT BO3ZMOKHOCTh pean3alii yrpo3 3a c4eT (PU3HUeCKUX BO3ACHCTBHIMA oxpaHa, yOOPIIUKHU U T.1I.)
Ha TEXHUYECKHUE CPEJICTBA 00paObOTKU U XpaHEeHUs UH(DOPMALIUH, TUHUH CBS3U
1 00eCreyunBaoIIie CUCTEMbl CUCTEM U CeTel MpH HaIMYuU (U3NYECKOro | ABTOPU30BAHHBIC MOJI30BATEIH CUCTEM U
JIOCTyIa K HUM. ceren
Takum o0pa3om, HapymuTeau ¢ 0a30BHIMM BO3MOKHOCTSIMM HMEIOT
BO3MOXKHOCTh  PeajiM30BbIBATL  TOJBKO  HM3BECTHbIE  YI'PO3bl, briBine paboTHUKY (TIOJIH30BATEIN)
HANPABJCHHbIC HA M3BECTHbIC (JOKYMEHTHPOBAHHbIC) YSI3BUMOCTH, C
HCIO0JIb30BAHNEM 001IeJOCTYIIHBIX HHCTPYMEHTOB
H2 | Hapymwurens, O6nagaer BceMHM  BO3MOXHOCTSAMM  Hapymuteneii ¢ 0a30BbIMU [IpectynHble Tpymiibl (Ba JuIa U 6oJee,
oOnagaromuit BO3MOXHOCTSIMU. JICHCTBYIOIIUE [0 SIUHOMY ILIaHY)
0a30BbIMU HNMeer BO3MOXXHOCTB HCIOJIB30BaTh CPEACTBA peaM3allid  Yrpo3
MOBBIIIEHHBIMU (MHCTpYMEHTHI), CBOOOJHO pacmpocTpaHseMmble B ceTH «MHTepHeT» u KoHkypupyromue opranusaniuu
BO3MOKHOCTSIMH | pa3paboTaHHbIE APYTrUMH JHLIAMU, OJHAKO XOPOLIO BIaJCEeT STUMHU

ITocTaBIIMKN BEIYMCIUTEILHBIX yciayr,

LS



ITponomxkenue Tabauupl 8.1

YpoBennb
BO3MOKHOCTel
HApyLIHTE el

Bo3moskHOCTH HapymIMTe el 110 peaaTu3anuy yrpo3 0e301acHOCTH
uHopManuu

Buabl HapymmTeei

CpeacTBaMu U UMHCTPYMCHTaAMU, IIOHHUMACT, KaK OHHU pa60Ta}0T U MOXET
BHOCUTH N3MCHCHU B nux q)yHKHI/IOHI/IPOBaHI/IG JJIA IIOBBIIIICHUA
3(h(HEeKTUBHOCTU peann3aluu yrpos.

OcHailieH u BiajaeeT ppeiMBOpKaMu U HAOOpaMU CpPEeACTB, HHCTPYMEHTOB
JUIsL  peayiu3aliid  yrpo3 0e30macHOCTH WHOOPMAIMU W HMCIOJIb30BAHUS
YSA3BUMOCTEH.

NmMeer HaBBIKM CaMOCTOSITEIHHOTO IJIAaHUPOBaHWUA MW p€aiu3dallvn
CIIeHapueB yrpo3 0e30MacHOCTH HHPOPMAIUH.

OO6nagaer MpPakKTUYECKUMHU 3HAHUSAMHU O (YHKIIMOHUPOBAHMU CHCTEM H
CeTeil, OMmepalMOHHBIX CHCTEM, a TakKKe HMEeeT 3HAaHMUS 3allUTHBIX
MEXaHHU3MOB, MPUMEHSEMBIX B MPOTrPAMMHOM OOECIEUYeHUH, MPOrpaMMHO-
anmnapaTHBIX CpeACTBaX.

Takum oOpa3om, HapymmuTeJad ¢ 0a30BbIMM  MOBBIIIEHHBIMH
BO3MOKHOCTSIMH HMEIOT BO3MO:KHOCTH PeajHu30BbIBATH YIPO3bl, B TOM
yucje HanpaBjeHHble HAa HeU3BeCTHbIe (HEJOKYMEHTHPOBAHHbIE)
YA3BHUMOCTH, € HCIOJb30BAHHEM CIELHHAJBHO CO3JAHHBIX AJS 3TOr0
HHCTPYMEHTOB, CBOOOJIHO pacnpocrpaHsieMbix B ceTn «UHTepHer». He
HMEIOT  BO3MOKHOCTEl  peajm3anMd  yYrpo3 Ha  (Qu3HYecKH
H30JIMPOBAaHHbIE CETMEHThI CHCTEM H ceTeil

YCIIYT CBSA3U

Jluia, npuBieKkaemble 111 YCTAaHOBKH,
HACTPOWKH, UCIIBITAHUM, MyCKOHAJIAJOYHBIX
Y WHBIX BHJIOB paboT

CucrtemMHBbIe aIMUHUCTPATOPBI U
aIMUHUCTPATOPhI 0€30TMaCHOCTH

H3

Hapymurens,
oOazaromuii
CpeAHUMHU
BO3MOKHOCTSIMH

O6nagaer BceMM  BO3MOXHOCTSAMM  Hapymuteneii ¢ 0a30BbIMU
MOBBIIIEHHBIMUA BO3MOKHOCTSIMHU.

HNmeer BO3MOXKHOCTH TpuOOpeTaTh HHPOpPMAIMIO 00 YI3BHUMOCTSX,
pa3MeniaeMyr0 Ha CIEHUaIM3UPOBAHHBIX IUIATHBIX pecypcax (Oupxkax

ySI3BUMOCTEH).
HNMeer BO3MOXKHOCTH MPUOOpETaTh  JIOPOTOCTOSAIIUE CPEICTBA H
WHCTPYMEHTBI TUIS peanuzanuu yrpos, pa3Merniaembie Ha

CMEeLMAIN3UPOBAHHBIX MJIATHBIX pecypcax (OMpkax ys13BUMOCTEN).

TeppopucTtudeckue, SJKCTPEMUCTCKUE
TPYIIUPOBKU

Pa3paboTunku nporpaMMHBIX,
MPOrPaMMHO-AMIAaPaTHBIX CPEJICTB
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ITponoskenue Tabauuel 8.1

YpoBennb
BO3MOKHOCTel
HApyLIHTE el

Bo3moskHOCTH HApyHIMTe el 110 peaTu3anuy yrpo3 0e301acHOCTH
uHopMmanuu

Buael Hapymuresei

HNmeer BO3MOXXKHOCTB  CaMOCTOSITENIBHO — pa3padarbiBaTh  CpeACTBa
(MHCTpYMEHTBI),  HEOOXOIMMBbIE s  peayM3auuu  yrpo3  (arax),
peaIn30BbIBATH YIPO3bI C UCTIOIb30BAaHUEM JIAHHBIX CPEJICTB.

Nmeer  BO3MOXXHOCTH  TOJY4YEHHsS]  JOCTylla K  BCTPauBaeMoOMY
MIPOrpaMMHOMY OOECIEYEHHIO amNMapaTHbIX IIaTGopM, CHUCTEMHOMY H
MPUKJIAJHOMY TPOTPAMMHOMY OOECHEUEHHUI0, TEIEeKOMMYHUKAIIMOHHOMY
000Opy/IOBaHHIO MW JpPYyrUM [pPOTrpaMMHO-aNNapaTHBIM CpPEACTBaM  JUIs
MMPOBCACHUA UX aHAJIHU3A.

O6J1a11aeT SHAaHUSAMH W MPAKTUYCCKUMHU HAaBBIKAMM ITPOBCIACHHUA aHalln3a
MIPOrpaMMHOTO KO/ JUIs MoJTyuyeHus: nHpopMaluu 00 yI3BUMOCTSX.

O6J1a11aeT BBICOKMMH 3HAaHUSAMU W MPAKTUYCCKUMHU  HaBBIKaMHU O
(YHKIIMOHUPOBAHUU CUCTEM U CETEeH, ONIEPallMOHHBIX CUCTEM, a TAKKE UMEET
ry0okoe TMOHMMaHWe 3allUTHBIX  MEXaHHU3MOB, IMPUMEHSEMBIX B
MIPOrpaMMHOM OO€CIeuYeHUH, MPOTrPaMMHO-alIapaTHIX CPEACTBAX.

HMmeeT BO3MOKHOCTh peain30BbIBaTh YIPO3bl OE30MACHOCTH HH(POPMAIUH
B COCTaBE I'PYIIIIbI JIHII.

Takum 00pa3oM, HAPYHIMTEIM €O CPEIHUMHM BO3MOKHOCTSIMH HMEIOT
BO3MOKHOCTh PeaJIM30BbIBATh YIPO3bl, B TOM 4YHCJI€ HA BbISIBJIEHHbIE UMM
HeM3BeCTHbIE  YSI3BUMOCTH, €  MCIOJb30BAHHEM  CAMOCTOSITEILHO
pa3padOTaHHbIX JUIA 3TOr0 HHCTpyMeHTOoB. He wuMewT BO3MOMKHOCTEH
peanu3aluu Yrpo3 Ha pu3nyecKy W30IMPOBAHHbIE CETMEHThI CHCTEM H ceTeil

H4

Hapymwurens,
oOJazaromui
BBICOKHMH
BO3MOKHOCTSIMH

O6nazlaeT BCCEMH BO3MOXHOCTAMMU HaPYHJHTeHeﬁ CcO CpCAHUMHU
BO3MOXHOCTAMHM.

HMMeeT BO3MOKHOCTD TNOJYUYCHHA JOCTYIIa K HCXOJHOMY KOAY BCTPANBACMOI'O
IIporpaMMHOIO obecreueHns allrapaTHbIX HHaT(bOpM, CUCTCMHOI'O H
MIPUKIIATHOTO porpaMmMHOIr0 o6ecnequI/m, TCJIICKOMM YHUKAIITUOHHOT'O
O60py,Z[OBaHI/ISI U ApYIruXx IMpOorpaMMHO-AIIIapaTHBIX CPEACTB UIA IOJYYCHHA
CBEACHUI 00 YA3BUMOCTAX «HYJICBOT'O JTHS.

CHCI_II/IaJ'IBHBIC CJ'Iy>K6BI HHOCTpPAHHBIX
rocyaapcTrs
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ITponoskenue Tabauuel 8.1

Ne YpoBeHb Bo3moxkHOCTH HapyIIMTeJIeH 0 peajn3aluy yrpo3 6e30nacHOCTH Buael Hapymuresei
BO3MOKHOCTel uHopMmanuu
HApyLIHTE el
HNMeer  BO3MOXHOCTH  BHEIPEHMS]  IPOrpPaMMHBIX  (IIPOrpaMMHO-
aHHapaTHI)IX) 3aKJIado0K HJIN y;I3BI/IMOCTeI71 Ha pa3IMYHBIX JSTallax IMOCTaBKHU
MIPOrpaMMHOT0 O0eCreueHusl WM IPOrPAMMHO-alapaTHBIX CPEACTB.
Oxonuanue Tadaunsl 8.1
Ne YpoBeHb Bo3mokHOCTH HapylIMTeJ/Iel 0 peajiu3anuu yrpo3 6e30nacHoCTH Buabl HapymmTenei
BO3MOKHOCTel uHopMmanuu
HapylumTeJen

HNmeetr BO3MOXKHOCTH CO3JJaHUSI METOJIOB M CPEJICTB PEATM3allUUd yIpo3 C
MIPUBJICYCHUEM CIICIIHATM3UPOBAHHBIX HAYYHBIX OPTaHU3AIMNA U peaTn3aIiui
YIpO3 ¢ MPUMEHEHUEM CIICIHAIBHO pa3paOO0TaHHBIX CPEJCTB, B TOM YHCIIE
00€eCTeunBarOINX CKPHITHOE IPOHUKHOBEHHE.

Nmeer BO3MOXKHOCTH  pEaM30BBIBATh  yrpo3bl C  NPHUBJICUYCHHUEM
CTIIEIUAJIUCTOB, HMMECIOMIMX O0a30BbIC IOBBLIIICHHBIC, CPEAHHUE W BBICOKHE
BO3MOKHOCTH.

HNmeet BO3MOXKHOCTD CO3/IaHMSI M IPUMEHEHUS CIICITUATBHBIX TEXHHYECKUX
CpencTB i A0ObIBaHUS MH(POpMaUu (BO3JACUCTBUS Ha MHPOPMAIIMIO WU
TEXHUYECKUE CPEJCTBA), PACIPOCTPAHSIONMICHCS B BUE (PU3NUECKUX TMOJCH
WU SIBJICHUM.

HNmeet BO3MOXKHOCTH JJOJTOBPEMEHHO M HE3aMETHO JIJISI OIIEPATOPOB CHCTEM
U CceTel peaim30BbIBATH YIrPO3bl 0€30MMaCHOCTH H(OPMAITUH.

OO0aiaeT UCKITIOYUTEIbHBIMU 3HAHUSAMHU M MPAKTUYECKUMH HAaBBIKAMU O
(YHKIIMOHMPOBAHUM CHCTEM U CETEH, ONepallOHHBIX CHUCTEM, allapaTHOM
00ecIreueHnH, a TAKXKE OCBEIOMIICH O KOHKPETHBIX 3all[UTHBIX MEXaHH3MaXx,
MPUMEHSEMBIX B TPOrPAMMHOM OOECIICUCHUH, IMPOTPAMMHO-AIAPATHBIX
CpEICTBaX aTaKyeMbIX CHCTEM U CETEH.

Takum 00pa3oM, HAPYIIUTEJH € BHICOKHMH BO3MOKHOCTSIMM HMEKOT
NPAKTU4YeCKH HeOrPaHUYeHHbIe BO3MOKHOCTH PeajiM30BbIBATH YIPO3bl,
B TOM 4HCJIe ¢ HCIOJb30BAHMEM HeJeKJIAPHMPOBAHHBIX BO3MOKHOCTEH,

09



OxkonuaHue Ta0IUIB 8.1

YpoBennb
BO3MOKHOCTel
HApyLIHTE el

Bo3moskHOCTH HApyHIMTe el 110 peaTu3anuy yrpo3 0e301acHOCTH
uHopMmanuu

Buael Hapymuresei

NMporpaMmMHbIX, MNMPOrpaMMHO-aANNapPaTHBIX 3aKJa10K, BCTPOCHHBLIX B
KOMIIOHEHTBI CHCTEM H ceTeil

19



62

[Ipunoxenue 9

K MeTtoauke OLeHKH yrpo3
0e30macHOCTH UHPOpPMALIUU

IIpumepsl pe3yabTaTa onpeieeHUs] AKTYAJIbHbIX HAPYLIUTEJIei NPH

peaau3anuu yrpo3 6e3onacHocTd HHGpopManuu u

COOTBETCTBYIOIIIME UM BO3MOKHOCTH

(m1s1 rocymapcTBeHHO HH(POPMAIIMOHHONH CHCTEMbI)

Tabmauna 9.1
Ne | Buasbl pucka (yuiep6a) n Buabi Kareropus Yposensn
1/ | BO3MOKHbIe HETaTHBHbIE AKTYaJIbHOI' 0 HApPYLIUTENAs | BO3MOKHOCTe
OC/IeICTBUS HApYIIMTeJs HAPYLIUTEJS
1 V1 [IpecTynHbie rpymmsl Bremnuit H3
HapylleHue (KpyMHHaJIbHBIE
KOH(UIEHIINAIBHOCTH CTPYKTYpBI) BuyrpenHui***
TIEPCOHAIIBHBIX TAHHBIX OtnenbHbIE Buenrnnii H2
TPaXKJIaH; dbuszndeckue Imima
HapylIeHHe JTUYHOM, (xakepsl)
CEMEMHOM TalHbI, yTpara PazpaboTunku BuyTtpennunit H3
4YeCTU U J0OpOro UMEHH; MPOTrPAMMHBIX,
(UHAHCOBBIN, MHOU MIPOrPaMMHO-
MaTepHabHBIN yiepo anmnapaTHbIX CPEICTB
(puzmueckux i CucreMHbIe Buyrpennuit H2
aIMUHUCTPATOPHI U
aJIMUHUCTPATOPbI
0€3011aCHOCTH
ABTOPHU30BaHHBIE Buyrpennuit H2
M0JIb30BATEIN CUCTEM
U ceTel
2 V2. [IpectynHbie rpymimbl Buenrnuii H3
HEBO3MOKHOCTh (KpMHHAJIbHBIE
3aKJIOYEHUS JOTOBOPOB, CTPYKTYPBI)
COTJIAIlICHU; OtnenbHbIC Buyrpennuit H2
yTeuKa KOMMEpPYECKON buznueckue nuia
TalHBbI; (xakephl)
MOTEPsI KIIMEHTOB; PazpaboTunku Buyrpennuit H3
HapylIeHUE JEI0BOU MPOrPaMMHBIX,
penyranuu; IPOrpaMMHO-
HEJOTIOJyYEHHUE anmnapaTHBIX CPEJCTB
0KMJ1aeMOH IPHOBLIH CucremHele Buyrpennuit H2
aJIMUHUCTPATOPHI U
aJMMHHCTPATOPbI
0€3011aCHOCTH
3 V3: CneunanbHbie Bueunuii H4
HapylIeHHUE CIIY>KObI HHOCTPAaHHBIX
(yHKIMOHUPOBAHHUS roCyiapcTB BHyTpeHHUI***
roCyIapCTBEHHOIO OpraHa, Teppopucrtuueckue, Buemnuit H3
JUCKPEIUTALS JKCTPEMUCTCKHE

ACATCIIBHOCTH OpraHa

OpraHu3aln
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OxkonuaHue Ta0IuIEl 9.1

Ne | Buasbl pucka (yuep6a) u Buambl Kareropus YpoBenb
1/ | BO3MOKHbIC HEraTHBHbIE aKTYyaJIbHOI'0 HApPYILIUTeNAsl | BO3MOKHOCTel
* **
NOCJIe/ICTBUS HAPYLIUTEJS HAPYLIUTEJS
roCyJapCTBEHHOM BJIACTH; [IpecTynnbie rpymmsl Bremnuit H3
JOCTYII K CUCTEMAaM U CETIM (KpyMHHaJIbHBIE
C LEJIBbI0 HE3aKOHHOTO CTPYKTYpBI) Buyrpennunii®**
WCTIOJIb30BAHUS =
CHOJIR30BA Pa3zpabotunku Buyrpennuit H3
BBIMHCIATENBHBIX HPOTPAMMHEIX,
MOIIIHOCTEH;
IPOrpaMMHO-
yredKa HH{opMam anmnapaTHbIX CPEJCTB
OTPaHUUYEHHOTO JIOCTYTIA; =
P AOCTYIA, CucremHbIe Bnayrpennuit H3
OpraHu3anusi MUTUHIOB,
aJIMMHHUCTPATOPBI U
3a0acTOBOK M3-3a
. aJIMMHHUCTPATOPbI
MyOITUKAIHit
. 0e30macHOCTH
HEZI0CTOBEPHOM
MH(OpMALHL; ABTOPH30BaHHBIE BryTtpennun HI
OTCYTCTBHC IOCTYIIA K 10JIL30BATEIN CUCTEM
COILIMAJIHO 3HAYUMBIM 1 ceTei
roCy/IapCTBEHHBIM yCIIyram —
INSEINGE Bryrpennuit HI
(yBOJIEHHBIE)
paboTHUKH
(Tmosip30BaTENN)
© - mpuMepsl  BO3MOXKHBIX — IIEJICH  peajau3alud  yrpo3  0e30MacHOCTH

uH(OOpPMAIUU C YI€TOM 00JIaCTH JEATeILHOCTH, B KOTOPOH ()YHKIIMOHUPYIOT CHCTEMBI
U CETH, ONPEICIICHHBIE C YYETOM MPpUIIOKEeHUHN 4 U 5 K HacTosie Metoauke.

- mpuMepsl BHIOB aKTyaJlbHBIX HApyIIUTENeH, ONpPE/IEeIeHHBIE C YY4EeTOM
NpUIOKEHUM 6 1 7 K HacToseln MeToauke.

CUCTCMHBIMH

*kk

aIMUHUCTPATOPaAMHU

ONPEJICIICHHOM B MPWJIOKEHUU 7 K HacTosAlen Meroauke.

- MPU CrOBOpPE MPECTYHNHON TPYyNIUPOBKH (KPUMHUHAIBHOW CTPYKTYpBI) C
aIMUHUCTpATOpaMu U

0€e30I1aCHOCTH,



[Tpunoxenune 10
K MeTonuke OneHKH yrpos
0e3omacHOCTH UHPOpPMALTUU

IIpumepsl onpeneeHUs: AKTYAJIbHBIX CIIOCO00B peau3aliu yrpo3 0e301acHOCTH HHPOPMALUH
U COOTBETCTBYIOIUME UM BU/AbI HAPYIIMTEJIEH U UX BO3MOXKHOCTH
(naist rocynapcTBeHHOM HHGOPMAIIMOHHOM CHCTEMBbI)

Taomnua 10.1

Ne Buja Hapymmuress Kareropus O0beKT BO3ACHCTBUS HocTtynHbie Crnoco0bl peaan3zanuu
n/n HapyLIMTeJst HHTepdeiichl
1 | CnenuanbHble Bremnwnit baza nmanHBIX HMH(OpPMAIIMOHHON Be6-unrepdeiic Hcnonws3oBanue
CITYKOBI CUCTEMBI, CONEPXKAIAS | yraneHHOTO HeEeKJIapUPOBAaHHBIX
MHOCTPaHHBIX WICHTU(PUKAITTOHHYIO aIMHHICTPHPOBAHHUS BO3MOXHOCTEHN
rocyznapcts (H4) UH()OPMALINIO TPaXKIaH: 6a3bI JaHHBIX | IPOTPaMMHOIO ObecIeYeH s
HECAHKIMOHUPOBAHHEIH JIOCTYI K | yydopMariHOHHOIM TE€JIEKOMMYHUKAIIMOHHOTO
KOMITIOHEHTaM CHCTEM WM CETEH, | cpcreMbl 000pyOBaHUS
zilg;ﬁiiﬁz B HHGopMALIH, [Tosp30BaTeIBCKUN HCHOHBOBaE{He
KOH(HUryparOHHBIM, umpnv | BEO-HHTEpdeiic  socTyma | YASBUMOCTEN KOH@)HF}(;paHHH
CITyEGHEIM JAHHBIM: K Gasze JIAHHBIX CHUCTEMBI yIIpaBJeHUs OazaMu
yTeuKa (Hapyienue UH(OPMAITHOHHOH JIAHHBIX
KOH(HUICHIIMAITBHOCTH) CHCTCMBI
3allMIIAeMON uHpopManumy,

CHUCTCMHBIX, KOH(l)I/Il"ypaI_II/IOHHBIX,
HWHBIX C.]'Iy>K€6HLIX JaHHBIX

JIuHUS CBSI3M MEXKIY CEpBEpPOM
OCHOBHOTO IIEHTpa 0OpabOTKH
JTAHHBIX M CEPBEPOM PE3EPBHOTO
HIeHTpa 00pabOTKH JaHHBIX!
nepexsaT (HapymeHue
KOH(UICHIIMATEHOCTH)
3amuiiaeMon nHhopMaIu,

Kanan nepenaun qaHHBIX

MEXKIY cepBepoOM
OCHOBHOTO IIeHTpa
00paboTKH JAaHHBIX U
CepBEPOM  PE3EepPBHOTO
LIEHTpA 00paboTku
JTAHHBIX

VcraHoBKa — MPOrpaMMHBIX
3aKJ1aJI0K B
TEJIEKOMMYHHUKAIIHOHHOE
obopynoBaHue
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[Tponomxenue Tabauusl 10.1

Ne Bujx Hapymmuresas Kareropus O0beKT BO3AEHCTBUS HoctynHbie Cnoco0bl peaan3zanuun
n/n HapyLIUTE/Is HHTepdechI
CHCTEMHBIX, KOH(PUTYpaIIMOHHBIX,
WHBIX CITY’)KEOHBIX JTaHHBIX
KoMMyTanmoHHbIi ~ KOHTPOIUICP | Y janeHHBIi kaman | Acnosib30Banue
JUIL  YOpPaBICHHUS aBAPMHHBIMU | yrpapjieHus ySI3BUMOCTEN KoJa
3a/IBU’KKaMH B He(hTEerpoBOE: KOMMYTALHOHHBIM KOMMYTallHOHHOTO
HapyIIeHHe (QYHKIHOHMPOBAHHS | KOHTPOILIEPOM KOHTpOJLIepa
(paboTOoCIOCOOHOCTH)  CPENCTB T E N —
06paboTKN - XpaHeHust CbeMHBIE  MAalIMHHBIC .
MH(OPMAITHI HOCHUTENN HH(pOpMaIUH, ayTeHTH(UKALMOHHOM 5
Mo aHbHKaIHS (mommena) | COACPKamIIe MH(POPMAIUK U3 TTOCTOSHHOM
3amHIaeMoit uHpOpMAaLHH, ayTeHTH(PUKAITMOHHYIO naMsITu § HOCUTEIA
CHCTEMHBIX, KOHQHIYPAITHOHHEIX UH(OPMALHIO (MHBa3UBHBIH METO.T)
) )
UHBIX CITY’)KEOHBIX JaHHBIX
2 | OraenbHbIE Buemnnit YnaneHHOe aBTOMAaTH3MPOBAHHOE | JocTym gepes | BHEpEHHE  BPEJIOHOCHOIO
busnueckue auna pabouee MECTO (APM) | jokanbhyto IPOrpaMMHOI0 00eceueH s
(xaxepsr) (H2) TI0JIb30BATEIA. 5 BBIYHMCIUTENILHYIO  CETh
HECAaHKIMOHMPOBAHHBIN JOCTYII K | opranusauuu
ornepanuoHHo cucrteMe APM s [ 7 T ——.
[10.Tb30BATEIIS; BEMHbBIE  MAILIMHHBIE F
HapymIeHe HocuTenn wH(poOpMamuy, | YI3BUMOCTEH KOH(Hryparuu
KOH(HICHIMATEHOCTH noakirouaeMmeie k' APM | CUCTEMBI YHpaBJICHHA
uHpopMalKH, coaepiaiieiica na | T0IB30BATCIA AOCTYHOM K APM
[0JIb30BaTENSA
APM nonw3oBarens
Be6-caiit noptana | BeG-unrepdeiic Hcnosp3oBanne
rOCyZIapCTBEHHBIX yciayr | mojb3oBarens BeO-caiiTa | ysI3BUMOCTEH KoJa
(cepBuCOB): rOCYyJapCTBEHHBIX YCIYT | IPOrPaMMHOTO OOecTedeHus

OTKa3 B 00CTy)KMBaHUU BeO-caiiTa
nopTajia rocyJapCTBEHHbBIX YCIYT

BeO-cepBepa
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Oxkonuanue Ttadmuiel 10.1

Ne Bua Hapymmrens Kareropus O0bexT BO3CHiCTBUSA HJocrynubie Cnoco0bl peausanumn
n/n HapyLIUTE/Is HHTepdechI
Buenpenue  BpenoOHOCHOTO
KOJIa B BEO-TIPUIIOKEHNE
Cerepie  mHTepdeiicer | CTOIb30BaHHE
KOMMYTaTopa ceTH, rie | YA3BUMOCTEH KOHQHryparuu
pacnonoseH Beb-ceppep | CHCTEMbI YIpaBJICHAA
JIOCTYTIOM K APM
10JIb30BATENS
3 | ABTOpH30OBaHHBIC Buyrpennuii APM  rmaBHoro  Oyxrantepa | JlokanpHas OmunbouHble  JEUCTBUS B
II0JIb30BATEIIN CUCTEM OpraHH3aINN: BBIYHMCIINTEIILHASA CeTh | X0/¢e HaCTPOUKH APM
u cereii (H1) MoaupUKaus IJIATEXKHBIX | OpPraHnu3aluu IJIaBHOTO Oyxranrepa
MOpy4eHu, xpansmuxcs Ha APM
TJIAaBHOTO OyXxrainrepa
CepBep 0assl 1aHHBIX BEO-CaiiTa |  BeG-unrepdeiic Hapymenue nenouku ycmayr
HopTana rocyJapCTBEHHbIX YCIYT | cpcTeMEl o a/IMUHUCTPUPOBAHUIO
(cepBucOB): aIMUHACTPHPOBAHHUS nopraja roCyJapCTBEHHBIX
OTKa3 B 0OCITy)KMBaHUH | peG-caiita noprana | YCIYT

OTACIBHBIX KOMIIOHCHTOB
CHCTEM M CETeH B ocjIoM

NN

rOCY/IapCTBEHHBIX YCIIYT
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[Tpunoxenue 11
K MeTtonuke OneHKH yrpo3
0e3omacHOCTH UHPOPMALTUU

IlepevyeHb OCHOBHBIX TAKTHK W COOTBETCTBYIOIINX MM THIOBBIX TEXHHK, HCIIOJIb3YEeMbIX JIJIsl TOCTPOEHUSI
ClleHAPHEB peajnu3aluy yrpo3 6e30nacHoCcTH HHpopManuu

Tabomuma 11.1

TakTuka

OcCHOBHBIE TEXHUKH

Tl

Coop uHpOpMaIIUK O CUCTEMAX U CETAX

TakTuueckass 3ajgava:  HapyLIUTEINb
CTPEMUTCS MOJTY9UTh 0%
TEXHUYECKYI0 HMH(pOpMaIUIo, KOTopas
MOXKET OKazaTbCsi IIOJIE3HOH B XOJe
peanmzanuu  yrpo3  0€30MacHOCTH
nHpopMmaruu

T1.1. Coop undopmanuu u3 myOIMUHBIX UCTOYHUKOB: O(UIIMATIbHBIA CAalT (CaliThl) OpraHu3alyy,
CMMU, counanbHbie ceTH, (PoTOOAHKH, CAUTHI MOCTABIIMKOB U BEHJJOPOB, MaTepHalibl KOH(EpEeHIIH

T1.2. Coop mHGOpPMAIIUK O MOIKIIOUYEHHBIX K MYOJUYHBIM CHCTEMAaM M CETSIM YCTPOMCTBAX M HMX
cinyx0ax MpU TMOMOIIM TOUCKOBBIX CHUCTEM, BKJIHOYass cOOp KOHGHUTIYypallmOHHOW HHpOpManuu
KOMIIOHEHTOB CUCTEM U CeTeil, MPOrpaMMHOT0 00ECTIeUeHuUsI CEPBUCOB U MIPUIIOKEHUH.

[Ipumep: wucmosb30BaHUE TOUCKOBOM cucTteMbl Shodan s monmydenus wuHopManuu o0
omnpenieneHHbIXx Mojensax I[P-kamep BuaeoHaOmMoOOEHHS C BO3MOXKHO YA3BUMBIMU BEPCHAMMU
IPOIIMBOK

T1.3. [NaccuBHsIi cOOp (TIpoCTyIIMBaHKE) HHPOPMAIIUHN O TIOKITFOUSHHBIX K CETH YCTPOUCTBAX C IEITBIO
WICHTU(UKAIIMN CETEBBIX CIykO, TMHOB W Bepcuid 10 »TuX ciayx0 M B HEKOTOPBIX CIydasx —
WJICHTH(UKAIIMOHHON MH(OPMAIIK MTOJIb30BaTeIIeH

T1.4. HanpaBneHHOE CKaHUPOBAHHWE TMPU TOMOIIM  CHEIHATU3UPOBAHHOTO  MPOrPAMMHOIO
obecreueHns MOJKIIOYEHHBIX K CETH YCTPONCTB € LIEIbI0 UACHTHU(PHUKAIIUN CETEBBIX CEPBUCOB, TUIIOB
U BepcUil NPOrpaMMHOTO OOECIEUYeHMs] OSTUX CEPBHCOB, a TakkKe C LEeJIbl0 MOJIY4YeHUs
KOH(MUTYpallMOHHOW WH(GOpPMallUU KOMIIOHEHTOB CHCTEM M CEeTei, MPOrpaMMHOTO OOecreyeHHs
CEPBHCOB U MPUIIOKEHUH.

[Ipumep: ckaHupoBaHKE MTPH MOMOIIY CKaHepa hmap

T1.5. Coop wunHpOpManmMu O TMOJB30BATENSAX, YCTPOMCTBAX, MPUIOKEHUSIX, a Takke cOop
KOH(UTYpaIllMOHHON WH(POPMAIMM KOMIIOHEHTOB CHCTEM M CETei, MpOrpaMMHOTO OOecHeYeHUs
CEpBUCOB U TPHWIIOKEHUN MyTEM IMOMCKA M AKCIUIyaTallMd YSI3BUMOCTEH MOJAKIIOYEHHBIX K CETH
YCTPOMCTB.

[Tpumep: skcIuTyatanus ys3BUMocTH Tuna directory traversal myGIMYHO JOCTYMHOTO Beb-cepBepa
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[Iponomxenue Tadauusl 11.1

TakTuka

OCHOBHbBIE TEXHUKH

T1.6. Coop nHpOpMAIUH O TOJIE30BATENAX, YCTPOMCTBAX, IPHIIOKEHUIX, aBTOPH3YEMbIX CEPBHCAMHU
BBIYMCIIMTEIILHON CETH, IyTeM Iepedopa.

[pumep: cO6op mHPOpPMaMK O TOYTOBBIX aapecax mpu momorm directoryharvestattack Ha mouToBbIe
cepBepa

T1.7. Coop undopmanuu, npeaocrasiasgemord DNS cepsucamu, Bkitouas DNS Hijacking

T1.8. Coop umHbopMaimu o0 Mosb30BaTeie IPU MOCEUEHWH UM BeO-caliTa, B TOM YHCIE C
UCIIOJIb30BaHUEM YA3BHMOCTEH IporpaMmbl Opay3epa U HaJCTpanBaeMbIX MOayiIel Opays3epa

T1.9. Coop wuHpopManuu O TMONH30BATENAX, YCTPOWCTBAX, MPHJIOKEHUSAX IyTeM IIOHCKa
nHpOpManuK B mamMsATH, (paitax, kartajgorax, 6a3ax IaHHBIX, MPOIIUBKAX YCTPONCTB, PEMO3UTOPHIX
ucxoaHbix koaoB IIO, BkiOYas MOWCK MApoJed B HMCXOAHOM M XAUIMPOBAHHOM  BUJIE,
KpUINTOrpapuuecKux KIroueH.

[Ipumep: momyuenune xa1ei maposen us /etc/passwd Uil mogydeHue maposiei mo yMoJI4aHuIo myTeM
00paTHOTO MHKUHUPHUHTA MPOIIUBKU yCTPOHCTBA

T1.10. Kpaxxa 1uudpoBbIXx cepTUPUKATOB, BKIOUYas Kpaxy (U3HYECKUX TOKEHOB, JHOO
HEaBTOPH30BAHHOE BBHIMHMCHIBAHUE HOBBIX CEPTHPHUKATOB (BO3MOXKHO TIOCIE KOMIPOMETAIHH
MHQPPACTPYKTYPHl TOMEHHOTO PETHUCTpPATOpa HIIM aKKayHTa aJMHUHUCTPATOpa 30HBI HA CTOPOHE
KEPTBBHI)

T1.11. Coop wuHpOpMamMu O TMOJB30BATEIAK, YCTPOWCTBAX, TMPHUJIOKEHUIX, BHYTPCHHEH
uH(GOpPMAaIMK O KOMIIOHEHTaX CHUCTEM U CEeTel MyTeM MPUMEHEHUs COIMaIbHON MH)KEHEPHH, B TOM
qyucie GUITMHTa

T1.12. Coop nuuHOM wuACHTH(GUKANMMOHHONW WHPOpPMAIUK (UISHTU(DHUKATOPHI TOJb30BaTEICH,
yCcTporcTB, HH(pOpMamuss 00 WACHTU(PHUKAIMKA IOJIb30BATENCH CEepBUCAMH, MPHIOKCHHUIMH,
CpeACTBaMU YIAJICHHOTO JIOCTYIA), B TOM YHCIe COOp YKPAJICHHBIX JINYHBIX IAHHBIX COTPYIHUKOB U
HOJIPSITYMKOB HA CIIy4aid, €CIIH COTPYAHUKH/TIOAPSAYNKN HCIIOJB3YIOT OJHU M T€ )K€ Mapojii Ha
paboTe U 3a ee npejienaMu

T1.13. COop unpoOpMaIMK yepe3 MOoJIydeHUE NOCTyNa K cucreMaM (U3UYEcKoil 0e30MacHOCTH U
BUJICOHAOIOICHUS

T1.14. COop nnpopmanuu yepe3 MoaydeHrue KOHTPOJIS Ha/l INYHBIMHU YCTPOUCTBAMH COTPYIHUKOB
(cMapTdoHamu, IIAHIIETAMH, HOYTOYKaMH) JUIsl CKPBITON MPOCIYIIKH U BUAEOGUKCAIUU

T1.15. llouck n nokymnka 6a3 JaHHBIX UICHTU()UKALMOHHON MH(OPMAIMH, CKOMIPOMETHPOBAHBIX
napoJied M KIIto4el Ha CHelMaIM3MpOBaHHBIX HeJleralbHbIX IIONIaIKax
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[Iponomxenue Tadauusl 11.1

TakTuka

OCHOBHbBIE TEXHUKH

T1.16. Coop uH(pOpMaMK Yepe3 MoTydeHrEe TOCTyNa K 0a3aM JaHHBIX Pe3yIbTaTOB IPOBEIECHHBIX
WHBCHTApH3AIHiA, PeeCTpaM yCTaHOBJICHHOTO 00opynoBanus u [10, qTaHHBIM MPOBEACHHBIX ayUTOB
0€30IaCHOCTH, B TOM YHCIIE Yepe3 MOJy4YeHHE JOCTYyNa K TaKUM JaHHBIM 4Yepe3 KOMIIPOMETAIIHIO
MOJIPSITYMKOB U TTAPTHEPOB

T1.17. [laccuBHblii cOOp W aHaIW3 JAHHBIX TEJIEMETPUM U MOJIydeHUs HHPOpMaIu
0 TEXHOJIOTHYECKOM IPOILIECCe, TEXHOJIOTMUYECKUX yCTaHOBKaX, cuctemax u I10 Ha mpeanpustusx
B AaBTOMAaTH3UMPOBAHHBIX CHCTEMax YIPAaBJIEHUS MPOU3BOJACTBEHHBIMU M TEXHOJOTHYECKUMU
IIpoLIeCCaMU, B TOM YHCJIE€ HA KPUTUYECKH BaXKHBIX O0BEKTaxX

T1.18. COop ¥ aHanu3 AaHHBIX O MPOLIMBKAX YCTPOMCTB, KOJWYECTBE U MOJAKIIOUYEHUH STHX
YCTPOMCTB, HCHOJB3YEMbIX MPOMBIIIIEHHBIX MPOTOKOJAX JJs TMOJydeHus HHPOopMauud o
TEXHOJIOTMYECKOM IMPOLECCEe, TEXHOJOTHYECKUX YCTAaHOBKAX, cucteMax u I1O0 Ha nmpeanpustusx B
ABTOMAaTHU3UPOBAHHBIX CHCTEMax VIPABICHHUsS NPOU3BOJCTBEHHBIMM W  TEXHOJOTHYECKHUMH
MIpolieccaMy, B TOM YHCJIe Ha KPUTHYECKH BaXKHBIX 00bEKTaxX

T1.19. Coop u ananu3 crnermuduyuecKux I OTPacid WM TUIA TPEANPHUATHS XapaKTEPUCTUK
TEXHOJIOTMYECKOT0 TMpoliecca Ui MOMYYeHHUS HHPOpPMAIMM O TEXHOJOTHYECKHX YCTaHOBKAX,
cuctemax u I[IO Ha mnpeanpusATHSX B  aBTOMATU3HPOBAHHBIX CHUCTEMax YIPaBJICHUA
MIPOU3BOJICTBEHHBIMH U TE€XHOJOTHYECKHMMH IPOIIECCaMU, B TOM YHCJIE Ha KPUTUYECKU Ba)KHBIX
00BbeKTaxX

T1.20. TexHuKM KOHKYPEHTHOW Pa3BEIKHA U IPOMBIIIICHHOTO IIITHOHAXKA I cOOopa HHGOPMAITH O
TEXHOJIOTMYECKOM IpOIecCce, TEXHOJOIMUYEeCKUX yCTaHOBKax, cucreMax u I10 Ha mpennpuatusx B
ABTOMATU3UPOBAHHBIX CHCTEMAax YIPaBJICHUS TPOU3BOJCTBEHHBIMH M TEXHOJOTHYECKUMHU
IpOIECCaMy, B TOM YHCJIE HA KPUTHUYECKH BaYKHBIX 00bEKTaxX

Ipumeuanue 1: Coop unghopmayuu modicem blNOIHAMBCIA C UCHONL308AHUEM OOHOU UIU Ooee U3
NepevUcieHHbIX Gbllile MEeXHUK, NOKA Hapywumenb He NOAYYUM OO0CHMAMmMOYHO UHGpopmayuu Ois
peanuzayuu Opy2oi maxkmuKu 8 npoOOIHCeHUU amaKu

T2

HOHY‘IGHI/IC MEpBOHAYAIBHOTO AOCTYIIA
K KOMIIOHEHTaM CUCTEM M CEeTeH

TaxkTnueckas

3ajada:

HapyIINTENb,

Haxo/sCh BHE HH(PPACTPYKTYpPbI CETH WIH

CUCTCMbI, CTPEMUTCA MOJIYUYUTH OJOCTYII K

T2.1. Vcnonb30BaHne BHEIIHUX CEPBUCOB OPraHU3aLUK B CeTAX MyoaumyHoro nocryna (MHTepHer)
ITpumepsl: 1) moctynm K BeO-cepBepy, pPAcHOJIOXKEHHOMY B CETH OpraHu3aluu; 2) JOCTYH K
uHTepdeiicy anekrponHoi moutsl OutlookWebAccess (OWA) no4toBoro ceppepa opraHu3aliu

T2.2. Ucnons3oBanue YCTpOﬁCTB, AaTYUKOB, CHUCTEM, PACIIOJIOKCHHBLIX Ha NCPUMCETPC UM BHC
IepuMeTpa (I)H3H‘-ICCKOI>1 3alllUThI 06T>GI(T8., AJI1 HMOJIYUCHUA TICPBUYHOIO0 AOCTyIla K CUCTCMaM U
KOMIIOHCHTAaM BHYTPH 3TOTO IICPUMCETPA.
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[Iponomxenue Tadauusl 11.1

TakTuka

OCHOBHbBIE TEXHUKH

moboMy Y31y B HMH(PACTPyKType H
UCIIONIB30BaTh €ro Kak IUIalgapM i

anbHENIINX NENCTBUUA

[Ipumeps! 1) noctyn K AaTYNKaM aBTOHOMHOM CHUCTEMBI JUCTAaHIIMOHHOTO KOHTPOJIS JaBJICHUS rasa
ydacTKa ra3onpoBo/ia; 2) JOCTYI K YMHOMY CUCTUHKY, PACIIOJIOKECHHOMY Ha YaCTHOM OOBEKTE, KaK
K 9acTH MH(PACTPYKTYpHl MOCTABIIMKA AIIEKTPOIHEPTUH; 3) AOCTYN K HMHTep(eiicy ynpaBieHHS
KaMephl BUJICOHAOIOICHUS Yepe3 CeTH OJMKHETO CHCTBUS

T2.3. Dkcrutyaranus ysa3BUMOCTENW CETEBOTO 00OpPYIOBAaHUS U CPEJACTB 3aAIIUTHI BBIYUCIUTEIbHBIX
ceTel /IS TIOJTydeH sl TOCTYyIa K KOMIIOHEHTaM CHCTEM M CETel TP YIaJeHHOH aTake.

[Tpumep: 00X0J MEKCETEBOrO 3KpaHa IIyTeM SKCIUTyaTallMHM yA3BHMOCTEH peann3aliy TpaBHI
¢bunbTpanun

T2.4. Ucnionb3oBaHue OMMOOK KOH(UTYpallUK CETEBOr0 00OPYIOBAHUS M CPEJICTB 3aAIIHUTHI, B TOM
yuclie cnadbIX mapoJiel U naposiel o yMOJTYaHHIo, Ui TOJTYy4eHHsI JOCTYyIa K KOMIIOHEHTaM CUCTEM
U ceTel NP YAAJICHHOW aTake

T2.5. Okcrutyatanust ys13BUMOCTEN KOMIIOHEHTOB CHCTEM M CETE€H IPHU YAAICHHOW WJIM JIOKAJIbHOM
aTake.

[Tpumepsl: 1) skcrnyatanus ysa3BUMOCTEH BeO-cepBepa C LeNbI0 BHIIOJIHEHUS IPOU3BOJIBHOTO KOJIa
B KOHTEKCTE 3TOTO CepBepa; 2) dKCIUTyaTamus YsI3BUMOCTEH OIMEpallMOHHONW CHCTEMBl YCTPOWCTBA
YeJI0OBEKO-MAaIllMHHOTO HHTepdeiica aBTOMAaTU3UPOBAHHOW CUCTEMBI YIPABICHHUS C  LEIbIO
BHEJPEHMsI CPEJCTB MOTY4YEHHUS BBOJUMBIX HA TOM YCTPOUCTBE Maposieil 1ocTyna; 3) SKCIUTyaTarysl
ys3BUMOcCTel Opay3epa BpeZOHOCHBIMH CKPUIITaMH IIPH NTOCELIEHNUH M0JIb30BaTENIEM BPEJOHO CHOT'O
WJIN CKOMIIPOMETHPOBAHHOIO BeO-caiiTa

T2.6. Ucnionb30BaHWe HEIOKYMEHTHPOBAHHBIX BO3MOXHOCTEH IMPOTPaMMHOTO  oOecredeHus
CEpBHCOB, MPUJIOKEHHH, 00OpynOBaHUS, BKJIIOYAs HCIOJIb30BAaHUE OTJIAJOYHBIX HHTEep(delncos,
IPOrpPaMMHBIX, IPOTPAMMHO-AMNMAPATHBIX 3aKIaA0K

T2.7. Ucnonb3oBaHne B CHCTEME BHEIIHUX HOCUTeNed HHGOpPMALUK, KOTOPbIE MOTJIH
HIOJIKJIFOYATHCS K JPYTUM CUCTEMaM | OBITh 3apa’kKeHbI BPEJJOHOCHBIM IIPOTPaMMHBIM 00€CTIeYeHUEM.
B Tom uymcne mapenue, moaMeHa WM MOJUIOT HOCHTENEH MH(GOpPMAalyH W BHEUIHUX YCTPOMCTB,
COJIepIKaIlMX BPEAOHOCHOE MPOrpaMMHOE OOeCIlieueHNe WM NpeJHA3HAYCHHBIX JUIS pean3aluu
BPEIOHOCHBIX (DYHKIIMH.

ITpumepsl: 1) nmepenaua ¢rem-HOCUTENS B KOMIUIEKTE MaTEpUAJIOB BBIE3HOTO MEPOIPUSTHS;
2) noameHna USB-anmantepa OecnipoBOJHONW KJIaBHATypbl CXOKUM BHEILIHE, HO pPEaTHU3YHOILUM
¢yHKkuuu cOopa M nnepeayu JaHHBIX YCTPOHCTBOM
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T2.8. Mcrionb30BaHNe METOJIOB COIMATBHON MHXCHEPHH, B TOM YHCIe (PUINTUHTA, VI MOTyYCHUS
IIpaB JOCTyIa K KOMIIOHEHTaM CHCTEMBbI

T2.9. HecaHKIIMOHUPOBAHHOE IOIKJIIOYEHHE BHEIIHUX YCTPOICTB.
[Tpumep: HECAaHKIIMOHUPOBAHHOE MOKIIOYCHUE TOUYKH fAocTyna Wi-Fi

T2.10. HecanHKIMOHMPOBAHHBIN JOCTYN IYTEM M0J00pa YYETHBIX JAHHBIX COTPYAHHUKA WIH
JETUTUMHOTO IMOJb30BaTenss (METoAaMu MpsIMOro Imepedopa, CIOBapHbIX arak, MapoJiei
MIPOU3BOJIUTENEH O YMOJIYaHHIO, MCIOJb30BAaHUS OJUHAKOBBIX IMApOJIEH AJs Pa3HbIX YUETHBIX
3anMcel, IPUMEHEHUS «PaJyKHbIX» TaOIHIl UIIU APYTUMHU)

T2.11. HecaHKIMOHUPOBAHHBIM JOCTYN IyT€M KOMIIPOMETAIMU YYETHBIX JIaHHBIX COTPYJIHUKA
OpraHu3alui, B TOM YHCIE 4Yepe3 KOMIIPOMETAIMI0 MHOTOKPAaTHO HCIIOJIB3YEMOIO0 B Pa3IMYHbBIX
cUCTeMax MapoJist (U1 TUYHBIX WIH CIY)KEOHBIX HYXK)

T2.12. Ucnonp30oBaHue JAOCTyma K CHUCTEMaM M CETSIM, NPEIOCTAaBICHHOTO CTOPOHHUM
OpraHu3alysaM, B TOM YHCJIE Yepe3 B3JIOM MH(PACTPYKTYphl 3TUX OpraHU3alui, KOMIPOMETALINIO
JMYHOTO 00OpYIOBaHUS COTPYAHUKOB CTOPOHHUX OpraHU3aIUii, UCIOJIb3YeMOro Uil JOCTYIA.
[IpuMmep: wucnosib30BaHUE JOCTyNa TPEThbeW MOBEPEeHHOW CTOpoHBI (ToctaBmmku WT-ycmyr,
MOCTaBIUKH YCITYT 6€30TIaCHOCTH)

T2.13. Peanu3zanus atakd TUINa «4EJIOBEK MOCEPEANHE» ISl OCYIIECTBICHUS TOCTYyIMa, HApPUMED,
NTLM/SMB Relaying ataku

T2.14. JlocTym myTeM 3KCIUTyaTallMi HEJIOCTATKOB CUCTEM OMOMETPHYECKON ayTeHTHU(UKAITUY.
[Ipumep: nemoHcTpauus pororpaduu s ayreHTUGUKaK yepe3 GYHKINIO0 pacro3HaBaHUS JIUIL

Ipumeuanue 2: Ilonyuenue docmyna modxicem 8blNOIHAMbBCS 8 HECKOILKO UWA208 C UCNOIb308AHUEM
00HOU unu Oolee U3 NepPedUCeHHbIX 6blule MEeXHUK, NOKA Hapywumenb He OOCMUSHem Yenesoll
cucmemvl Uy He Oyoem GbIHYHCOeH NpubecHyms K Opyeoti maxkmuke 0718 NPOOOINCEHUL AMaKu

T3

BHeI[peHI/IC u HUCIIOJIHCHUC
Bp€AOHOCHOI'O IporpaMMHOIO
oOecreueHns B CUCTEMaX M CETAX

TakTuueckas 3agava: MOJIYYHUB JOCTYII K
Y31y C€THU WM CHUCTCMbI, HAPYHIUTCIIb
CTPCMUTCA BHCAPHUTH B €ro

T3.1. ABTOMaTH4YeCKHit 3aIlyCK CKPHUIITOB U HUCIOJIHACMBIX (1)a171n03 B CHUCTEMC C HCIIOJIB30BaHHCM
IIOJIb30BATCIIbCKUX HJIN CUCTEMHBIX YUYCTHBIX HAaHHBIX, B TOM YHUCJIC C HUCIOJB30BAHHUECM MCTOIOB
COIIMAIBHOM HWHXXCHCPUUN

T3.2. AKTHBaN¥s U BBINIOJHEHUE BPELOHOCHOTO KO/1a, BHEIPEHHOTO B BUJE 3aKJIAJI0K B JIESTUTUMHOE
IpOrpaMMHOE U MPOTrpaMMHOE-aNnapaTHoe o0ecreyeHne CUCTEM U ceTei

T3.3. ABTOMaTuyecKas 3arpy3ka BpPCAOHOCHOI'oO KOJa C YAAaJICHHOI'O caiiTa WiIu pecypca C
IMOCJICAYIOIIUM 3alTYCKOM Ha BBITIOJIHCHUC

T/
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IIPOrPaMMHYIO cpeny | T3.4. KomupoBanue M 3amyck CKPHUINTOB M HCHOJHIEMBIX (DalJIOB Yepe3 CpelcTBa yIAIEHHOTO
UHCTPYMEHTAJIbHBIE CPEJICTBA, | YIPABJICHUS ONEPALMOHHON CUCTEMOM U CEpBUCAMU

HEOOXOUMBIC €My IS JATbHEHIITUX
ENCTBUM

T3.5. Okcrutyatanusi  ysa3BUMOCTEM THMa yraajieHHoe ucnonHeHnue mnporpammuoro konaa (RCE,
Remotecodeexecution)

T3.6. ABTOMaTu4yeckoe CO3/1aHH€ BPEIOHOCHBIX CKPUIITOB TPH  TOMOIIU  JOCTYITHOTO
WHCTPYMEHTAPHUS OT UMEHH TI0JIL30BATEIISI B CHCTEME C UCITOJIb30BAHUEM €T0 YICTHBIX JaHHBIX

T3.7. Ilogmena (aiioB JETUTUMHBIX IPOTPAaMM M OMOJIMOTEK HETIOCPEICTBEHHO B CUCTEME.
Ipumeuanue 3: B mom uucie mosicem couemamvcs ¢ MeXHUKOU KOMRpoMemayuu cepmuguxama,
UCNONb3YemMo2o 013 yugposoi noonucu oopasza 110

T3.8. [lonMeHa JETUTUMHBIX TIpOorpaMM H OHONHMOTEK, a TaKKe JIETUTUMHBIX OOHOBJICHUN
MIPOrPaMMHOTO OOECIIEUYCHHUS, MOCTABIIIEMbIX MPOU3BOIUTEIIEM YIAJICHHO Yepe3 CETH CBS3H, B
PENO3UTOPUSX TTOCTABINNKA UJIH MPH TIepeade Yepe3 CETH CBS3H.

Ipumeuanue 4: B mom yucie modrcem couemamvpcs ¢ MeXHUKOU KOMIpomMemayuu cepmuguxkama,
UCNOIB3YeMO20 018 YUGPOBol NOONUCU 0OPA3a NPOCPAMMHO20 0becneyeHUs

T3.9. [loagmeHa CCHIJIOK Ha JITUTUMHBIE MPOTPaMMbl U OMOTMOTEKH, a TaKXKe Ha JICTUTUMHBIE
OOHOBIIEHHS TTPOTPAMMHOTO 00ECIIEUEHHs, TOCTABIISIEMbIE ITPOM3BOINUTEIIEM YAAJICHHO Yepe3 CEeTH
CBSI3M, TIOJMEHAa WH(QOPMAIMU O TaKUX OOHOBICHHSX, BKIIOUAs aTakKu Ha HHPPACTPYKTYpHBIC
cepBuchl noctaBmuka (Takue kak DNS hijacking), aTaku Ha TpEeThECTOPOHHUE PECYpPCHI, aTaKu Ha
AJIEKTPOHHYIO TIOUTY M IPYTUE CPEICTBA OOMEHA COOOIICHUSMHU.

Ipumeuanue 5: B mom uucie mosicem covemamvcs ¢ mexHUKoOU KOMApoMemayuu cepmuguxama,
UCNOIb3YeM020 018 YUPPOoBol NOONUCU 0OPA3A NPOCPAMMHO20 0becneyeHUs.

T3.10. Ilommena aucTpuOYTUBOB (YCTAaHOBOYHBIX KOMILIEKTOB) TMPOTPaMM Ha HOCHTEIAX
uH(bOpMaIMK WK OOIIUX CETEBBIX pecypcax

Ilpumeuanue 6: B mom yucie modscem couemamvpcs ¢ MeXHUKOU KOMIpoMemayuu cepmuguxkama,
ucnonv3yemo2o 0 yugposou noonucu 0opasa npoepammHo2o obecneyeHus

T3.11. Komnpometanusi ceprudukaTta, HCHOIb3yeMoro mais IudpoBoil moamucu obpaza I[1O,
BKIIIOUasi Kpaxy 3Toro ceprudukara y npomsBoautens [10 wiu nokynky kpajaeHoro cepruduxara
Ha HeJleraJbHBIX TUIOMIAIKaX B CETAX CBS3U (T.H. «IapKBeO») U MOIENKY cepTU(PHUKATA C TOMOIIBIO
sKkcruTyaTanuu ysazpumocted 110, peanusytomniero GyHKINHM T€HEPUPOBAHUS KPUNTOTpaduuecKux
KJII0Ye, XpaHEeHUs U yIpaBlieHus Hu(poBbIMU cepTU(dUKATaAMU
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T3.12. KomnpoMeranusi CpeCTB CO3JaHusl MPOTPAMMHOTO KOJa MPHIOKEHUN B MH(PACTPYKType
pa3paboTuMkKa OJTUX NPUIOKEHUH (KOMIMJISATOPOB, JIMHKOBIIMKOB, CPEJICTB  YIPaBJICHUS
pa3paboTKOM) IS TOCIEAYIOMIEr0 aBTOMATU3UPOBAHHOTO BHECEHMUS] M3MEHEHHM B O3TOT KO,
yCTaHABJIMBAEMbI aBTOPU30BAHHBIM T0JIb30BATEJIEM Ha II€JIEBBIC JUISI HAPYIIUTEISI CUCTEMBbI

T3.13. Komnpomeranusi cpenctB cOOpKH, KOHPUIYpHUpOBaHUS M Pa3BOpPavyMBaHUsl MPOTPaMMHOIO
KOJa, a TaKkKe CpEeACTB CO3/aHUs Y3KOCHEIHMAIM3UPOBAHHOTO Koja (K IpuMepy, Koja
MIPOMBIIIJIEHHBIX KOHTPOJIJIEPOB) B HHPPACTPYKTYpe LIEIEBOM CUCTEMBI JJIsi aBTOMATU3UPOBAHHOTO
BHECEHUS U3MEHEHUH B ATOT KOJI, yCTaHABIMBAEMbI aBTOPU30BAHHBIM I10JIb30BATENIEM Ha LI€JIEBbIE
JUISL HAPYIIUTENIsl CUCTEMBI

T3.14. InannpoBaHue 3arycka BpeJOHOCHBIX ITPOTPAMM IIPH CTAPTE ONEPALMOHHON CHCTEMBI ITyTEM
JKCIUTyaTalluy CTAHJAPTHBIX MEXaHU3MOB, B TOM 4YHCJE IIyTeéM IpaBKU KIKOYEH peecTpa,
OTBEYAIONIMX 3a aBTOMATHMYECKUH 3aIllyCK NIporpamM, 3alycka BPEAOHOCHBIX IIPOrpaMM Kak
CEPBHCOB H T.II.

T3.15. [lmanupoBanue 3amycka BPEAOHOCHBIX TMPOTPaMM 4Yepe3 IUIAHHPOBIIMKOB 3a7ad B
OTIEPAIIMOHHON CHCTEME, a TaKXKE C MCIOJIh30BAHUEM MEXaHHM3MOB IUIAHWPOBAHUS BBHIIOJHECHUS B
yIAJIEHHOW CUCTEME Yepe3 yaalleHHBIN BBI30B MPOLEAYp. BhIoOHEHHE B KOHTEKCTE IIIAHUPOBIIUKA
B sl CIIydaeB TO3BOJISIET aBTOPU30BATh BPEJOHOCHOE MPOTPAMMHOE OOECIIeYeHHEe M TIOBBICHTH
JOCTYITHBIE €MY IPUBUIICTHH

T3.16. 3ammyck BpPEIOHOCHBIX IPOTrpaMM IPH IOMOIIM JISTUTHMHBIX, MOJIMUCAHHBIX ITU(POBOI
HOJANUCHIO YTUIUT YCTAHOBKM TPUJIOKEHUH M CpEeICTB 3allycka CKpPUNTOB (T.H. TEXHUKA
IPOKCUPOBAHMS 3aITyCKa), a TAK)KEe Yepe3 CPeICTBA 3alyCKa KOJia AJIEeMEHTOB yrpaBieHus ActiveX,
KOMITOHEHTOB (PUIILTPOB (KOJIEKOB) U KOMIIOHEHTOB OmOmoTexk DLL.

[Ipumepsr: 1) 3amyck MSI-¢aitnoB B onepanuonHoit cucreme Windows mpu MOMOIIM yTHUIHTHI
msiexec; 2) wucnosib3oBanue yruiuT Regsvr32.exe (Microsoft Windows RegisterServer) u
odbcconf.exe s nMpokcHpoBaHUS UCHOJHEHHsS Kojma OmbiamoTtexk dll B omepanuoHHOW cucTeMe
Windows mocpeicTBOM BHECEHHSI U3MEHEHUI B PEECTP ONEPAIIMOHHBIX CHCTEM

Ilpumeuanue 7: BHeOpenue u ucnoiHenue pe0OHOCHO20 NPOSPAMMHO20 0becneveHuUs 8 CUCeMax u
cemsx Modcem GbINOTHAMbCA 6 HEeCKONIbKO WA208 ¢ UCNONb308aHUeM OOHOU unu 0Oonee u3
NnepeducIeHHbIX Gblie MeXHUK, NOKA Hapywumensb He O0CIUSHem Yelesoll Cucmemsl Uiy He Oyoem
8bIHYIHCOEH NpubecHyms K Opy20u maxmuxe 0Jisk NPOOOINCEHUS AMAaKU
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T4 | 3akpemnenue (coxpanenue pocryna) B | T4.1. HecaHKIMOHMPOBAaHHOE CO3JJaHME YYETHBIX 3alMCEl WM Kpaka CYIIECTBYIOLIUX YYETHBIX
CUCTEME WUJIU CETU JTAHHBIX
T4.2. Ucnionb30BaHKEe INTATHBIX CPEACTB YAAJCHHOrO JOCTYNa M YIPABICHUS ONEPAIIMOHHON
TakTnueckas 3a7aya: MOIYYUB TOCTYI K | CHCTEMBI
y3Iy CETH ¢ TOMOLIbIO HEKOTOPOM | T4.3. CkpbiTast yCTAHOBKA M 3aIyCK CPEJCTB YIAJICHHOTO JOCTYIA U YIPABICHUS OMEPAIHOHHON
II0CJIEA0OBATCIBHOCTHU JCHUCTBHUU, | CUCTEMBI.
HAPYIIUTENb CTPEMUTCS YIIPOCTUTE ceOe | BHecenre W3MEHEHWM B KOH(MIYPALUMIO M COCTAB NPOTPAMMHBIX M IIPOrPAMMHO-alllapaTHBIX
MOBTOPHOE MOJTyYCHHUE JOCTYMa K 3TOMY | CPEACTB aTaKyeMOW CHUCTEMbI WJIM CETH, BCJIEACTBHE YErO0 CTAHOBUTCS BO3MOKEH MHOTOKPATHBIN
y3ly, €CIM OH €My BIIOCIEJICTBUH | 3aIyCK BPEIOHOCHOIO KOJa
TNOHA00UTCS (Hampumep, | T4.4. MackupoBaHHE MOAKIIOYCHHEIX YCTPOWCTB II0f JICTUTHMHBIC (HAIPHMEp, HAHECCHHE
YCTaHABJIMBACT CPEACTBA  YNAICHHOTO | xopropaTHBHOTO JIOTOTHITA, HHBEHTAPHOTO HOMEpA, TeleoHa CITYKOBI MO IIEPIKKH )
YHpaBJICHIA y3iom, VSMCHACT | T4 5 BHeceHMe COOTBETCTBYIOIIMX 3alHcell B PEECTp, aBTO3Arpy3Ky, IUIAHMPOBIMKH 3aaHHIA,
HACTPOMKH CPCICTB 3alIUTRI U APYIHC | oGecrieunBaromuX 3aIycK BPEJIOHOCHOTO MPOrPAMMHOTO OOECTIEUEHHS TIPU NIEPE3arpy3Ke CHCTEMBI WIN
NeNCTBUSA) cetn
T4.6. Komnpomeranusi NpONIMBOK YCTPOMCTB € MCHOJIb30BAHUEM YA3BUMOCTEW WJIM MPOTPAMMHO-
amnmapaTHBIX 3aKJIaJIOK, K mpumepy, BHenpenue HoBbix ¢yHkiui B BIOS (UEFI), kommpomeTtarus
MPOIIMBOK KECTKUX JINCKOB
T4.7. PezepBHOE KOIMPOBaHHE BPEAOHOCHOTO KOJIa B 00JIACTIX, PEAKO MOJIBEPraeMbIX MPOBEPKE, B
TOM YHCJIIE 3apa)KEHUE PE3ECPBHBIX KON JaHHBIX, COXpaHEHHE 00pa30B B HEPA3MEUEHHbBIX 00IaCTIX
YKECTKHMX JUCKOB U CMEHHBIX HOCHUTEJIEH
Ilpumeuanue 8: 3akpenneHue (coxpaneHue Oocmyna 6 cucmeme) MO}Cem NPOU3BOOUMbCI C
UCNONIL308AHUEM OOHOU Ul Dolee U3 NepedUCIeHHbIX 8bIULe MEXHUK
TS5 | Ynpasnenue BpenoHocHbIM | T5.1. YnanenHnoe ympaBieHue depe3 CTaHAApTHBIE MpoTokoibl (Hampumep, RDP, SSH), a Takxke

MpOrpaMMHBIM oOecrieueHueM | (WJIn)
KOMIIOHEHTaMH, K KOTOPBIM paHee ObLI
MOJTyYEH JOCTYI

TakTuueckas 3a/1a4a; BHEJIPUB
BPEIIOHOCHOE MPOTrPaMMHOE
oOecrieuenne 1501051 o0ecneunB

UCIOJIb30BaHuE MHPPACTPYKTYPHI MPOBANRAECPOB CPEACTB YAAIEHHOTO aIMUHUCTPUPOBAHHUSL.
[Ipumep: ucnosib30BaHuE CPEACTB yAaIeHHOTO yrpaBieHuss RMS/teamviewer anst co3aanus KkaHana
CBSI3H M YIIPaBJICHHs] CKOMIIPOMETUPOBAHHOW CHCTEMOM CO CTOPOHBI 3JI0YMBIIINIEHHUKOB

T5.2. Ucnonp30BaHuEe IMTATHBIX CpCACTB YAAJICHHOI'O OOCTyIlla W YHPABJICHUA OHepaHHOHHOﬁ
CHUCTCMBI

T5.3. KoMMyHHKaIMsS ¢ BHEIIHUMU CEpBEpPaMU YIIPABJICHUS YEPE3 XOPOIIO M3BECTHBIE TOPTHI HA
ITHX CepBepax, pa3pelieHHbie Ha MexxceTeBoM dkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)
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IMOCTOSIHHOC MMPUCYTCTBUC HA Y3JIC CCTH,

HApYIIUTEb CTPEMHUTCS
ABTOMAaTU3UPOBATh YIIpaBJICHUE
BHEJPEHHBIMHU MHCTPYMEHTAJIbHBIMU
CpeACTBaAMH, OpraHu30BaB
B3anMMOJICHCTBUS

CKOMITPOMETHUPOBAHHBIM y3J0M nu

CEpPBEPOM YIIPABJIEHUS, KOTOPBI MOKET
OBbITh pa3MellleH B ceTu VIHTepHeT wiu B
HH(]paCTPyKType opraHu3aIuu

T5.4. KoMMyHHKaIMs ¢ BHEITHUMH CEpBEpaMU YIPABJIEHUS Ye€pe3 HECTaHJapTHbIE NOPThI HA ITHX
cepBean, yTO B HeKOTOpI)IX cnyqaﬂx I1I03BOJISACT 3KCHJIyaTI/IpOBaTI) y5[3BI/IMOCTI/I CpeIICTB CCTGBOIZ
¢dbunpTpanuu s 00X01a 3TUX CPENICTB

T5.5. Ynpasnenue uyepe3 CbeMHbIE HOCUTENH, B YACTHOCTH, IIepeadya KOMaH/| YIIPABICHUS MEXIY
CKOMITIPOMETHUPOBAHHBIMY U30JIMPOBAHHOM CHCTEMOM U IO KIIOUEHHOM K IHTEepHET cucteMon uepes
HOCHUTENM UHPOPMAIIH, UCIIOJIb3yeMble Ha 00enX cucTeMax

T5.6. IlpokcupoBanue Tpaduka yhnpaBiaeHHs I MACKHUPOBKH TOJO3PUTEIBHONH  CETEBOM
aKTUBHOCTH, 00XOJa NpaBWJI Ha MEKCETEBOM JKPAaHE M COKpBITHS aJpecoB HH(PaCTPyKTYphl
HapymuTesneH, Ty0onupoBaHue KaHAJIOB CBSI3H, 0O yCKalus U pasaeieHue Tpaduka yrnpaBlIeHUs BO
n30exaHne 0OHApyKEHUS.

[Tpumepsr: 1) uCob30BaHNE CKOMIIPOMETHPOBAHHBIX CUCTEM B TOU K€ CETH, [T KOTOPBIX MIPABHIIAMH
MD pazperien nocryn B HIHTepHeT, B kKauecTBE MPOKCH CEPBEPOB; 2) UCIIOIb30BaHUE UH(PACTPYKTYPHI
cetru TOR s mpokcupoBaHUST 3allpOCOB K CepBepaM  yrpaBiieHUs; 3) HCIOJIb30BAHHE OJHOTO
KOMMYHHUKAIIMOHHOTO IPOTOKOJIA JIIsl 3a1pOCa, U APYroro — JUlst OTBETA Ha 3aIpoc

T5.7. TynnenupoBanue Tpaduka yrnpapieHus yepe3 VPN

T5.8. TynnenupoBanue Tpaduka YOpaBiICHUS B TOJS 3alOJHEHWUS W JIaHHBIX CITY>KEOHBIX
MIPOTOKOJIOB, K MPUMEPY, TyHHEIHpPOBaHUE TpaduKka yIpaBJeHUS B MO JAHHBIX W 3aMOJIHEHUS
npoTokos0B DNS, ICMP wnu apyrue

T5.9. Yopasnenue uepe3 MOJKIHOYEHHBIC YCTPOMCTBA, PEATU3YIONIME JIOMOTHUTEIbHBIA KaHal
CBSI3M C BHEITHUMH CHCTEMaMU WM MEXy CKOMIIPOMETHPOBAHHBIMU CUCTEMaMU B CETH

T5.10. Ucnonb3oBanue cpeiacts oOdyckanuu, MUGpoBaHUs, CTEraHOrpapuu I COKPBITHS
TpaduKa yrnpaBieHUs

T5.11. [lepenaua komaHI yIpaBieHHs Yepe3 HECTAaHAAPTHO HMHTEPIPETUPYEMbIE TUIIOBBIC
oTepaiuu, K IpuMepy, MyTeM BbIOTHEHHS KonupoBaHus (aiiia no paszpemenHomy nmporokoiy (FTP
WM TIOJJOOHOMY), TIyTEM YIpPaBICHUS pa3/efiieMbIMU CETEBBIMU pecypcamu Mo mpotokoiry SMB u
T.11.

T5.12. [lepenaua KoMaHj yIpaBieHHs 4epe3 MyOJUKAIMI0 HAa BHEIIHEM JIETUTUMHOM CEpBHCE,
TaKOM KakK Be0-caiiT, 00JauHbIil pecype, pecype B COLUAIBHON CETH U T.II.

T5.13. JIlunamMmuyeckoe HM3MEHEHHE aJpPEcOB CEPBEPOB YIpPaBIICHUS, WACHTU(HHUKATOPOB BHEUIHHX
CEpBUCOB, Ha KOTOPBIX MyOIMKYIOTCS KOMaH/bl YIPaBJIECHUs, U T.II. 1I0 U3BECTHOMY aJTOPUTMY BO
n30exaHue 0OHapYKEHUs
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Ipumeuanue 9: Ynpaenenue 6pedoHoCHbIM NPOCPAMMHBIM 0becneyeHuem u (Uau) KOMIOHeHmamu,
K KOMOpbIM paHee Oblll NOYyUeH 00CMYN, MOXCEN NPOU3B00UMbCs Hapyuumenem ¢ UCHOIb308aAHUEM
OO0HOU UM 0Oonee U3 NEPEeHUCTIeHHbIX 6ble MEXHUK O YNpasieHus: mpyoHOOOCHYNHbIMU
KOMROHEHMAMU Ul OJisl Peanu3ayuu pe3epeHbliX KAHANI08 YNPasileHus

T6

[ToBbIIIEHME TPUBWIETHMH N0 JOCTYNY K
KOMIIOHEHTaM CHCTEM U CeTe

TaxTnueckas 3ajada: [IOJIy4YUB
MEpBOHAYAIBHBIN JOCTYIl K Y31y C
MIPUBWIETUSAMH, HENOCTATOYHBIMU IS
COBEpILECHHS HYXHBIX €My JEHCTBHI,
HapylmuTeIb  CTPEMUTCA  IOBBICUTH
MTOJTYy4YEHHbIE NPUBUIIETUM U IOJYYHUTh
KOHTPOJIb HAJl y3JI0M

T6.1. IlonydyeHue AaHHBIX I8 ayTeHTU(UKALWKW W aBTOPU3ALMU OT UMEHHM NPUBUIETUPOBAHHOM
YUETHOM 3alKCH IMyTeM MOMCKa 3TUX JAHHBIX B Mankax U (aiinax, moucka B NaMsATH WK NepexBaTa
B ceTeBOM Tpaduke. /[aHHBIE ISl aBTOPU3ALMU BKIIIOYAIOT MAPOJIU, X3II-CYMMBbI TapOJiei, TOKEHBI,
UJCHTU(QUKATOPBI CECCUU, KpUIITOrpapruuecKue KUK, HO HE OTPaHUYHMBAIOTCS] UMU

T6.2. llogGop mapons wunum Apyrol uHbopManuu Juis  ayTeHTUQUKAIMH  OT
MIPUBWIICTUPOBAHHON YYETHOM 3aIHUCH

HUMEHU

T6.3 Dkcrunyaranus ys3BuMocTed [1O kK TOBBIIIEHUIO TPUBUIIETHNA.

[Ipumep: skcIuTyatanus ya3BUMOCTH JipaiiBepa CIIyKObI Te4aTH, TO3BOJISIIONIEH BBITIOJHUTH KOJI C
MPUBHWICTUSIMA CHUCTEMHOW YYETHOW 3aIiCH, 4Yepe3 JOCTYIl K ITOMY JpailBepy W3 MPUIOKEHUS,
3aMyIIeHHOT0 OT UMEHHU HENPUBUIIETHPOBAHHOTO MOJIH30BATES

T6.4. DxcrutyaTanusi ysI3BUMOCTEH MeXaHW3Ma MMIIEPCOHAIUM (3aIycKa OTeparii B CUCTEME OT
MMEHH JIPYroil y4eTHOM 3aIucH).

[Ipumep: oskcmilyaranus YA3BUMOCTH INTATHOTO MeEXaHW3Ma MMIIEPCOHALIMH, PEai3yeMOro
OIEpallMOHHON CUCTEMOM

T6.5. Manunynasiuu ¢ UACHTUPUKATOPOM CECCUH, TOKEHOM JOCTYyNa WM HHBIM IapamMeTpoM,
OTIPEIEIIAIONIMM IIPaBa U MOJHOMOYHS IOJIb30BATENsl B CUCTEME TaKHUM O0pa3oM, YTO HOBBIA WM
U3MEHEHHBIM  UACHTU(UKATOP/TOKEH/TapaMeTp  JaeT  BO3MOXHOCTH  BBITIOJIHEHUS  paHee
HEIOCTYIHBIX MOJIb30BATEIIO OTEPAIIHIA.

[Ipumep: kpaka u mojueinka cookie ceccuu A MOJTYYSHHs] aBTOPU30BAHHOTO JOCTYyNa K BeO-
uHTep(delicy ynpaBiaeHUs] CETEBOT0 YCTPOMCTBA

T6.6. O6x0/ MOJUTUKU OIPAaHUYEHHS 110JIb30BATEIBCKUX YUETHBIX 3alKCEll B BBINOJHEHUH I'PYII
ornepauui, TpeOyIMX NPUBUIETUPOBAHHOTO PEKUMA.
ITpumep: 06xox UserAccountControl B onepannonnoii cucteme Windows

T6.7. Ucnionb30BaHue ySI3BUMOCTEH KOH(UTypallMi CUCTEMBI, CIIY>KO U MPUIIOKEHUH, B TOM YHCIIe
IpeBapUTeNbHO  CKOHOUTYPHUPOBAaHHBIX Mpoduied NPUBHIECTHPOBAHHBIX  IMOJIb30BaTElNEH,
ABTOMAaTHUYECKN 3aIllyCKaeMbIX OT MWMMEHHM NPHUBWIECTMPOBAHHBIX I[0JIb30BATENECH CKPUIITOB,
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OPUJIOKEHUH M HIK3EMIUIIPOB OKPY)KEHHMsI, MO3BOJIAIOIIKX BpenoHocHoMy IIO BwimonHsATHCA C
HOBBIIICHHBIMU IPUBUJIETUSIMH.

[Tpumepsr: 1) ucrions3zoBanue npoduieit PowerShell nuist 3axperienus BpenonocHoro I10 B cucreme
¥ BbINOJIHEHU 3TOTO0 11O ¢ MOBBIIEHHBIMY IPUBWIETUAMU; 2) KOHPUrypalis KOMaH bl [Iepexo/ia B
MIPUBUJIETUPOBAHHBIN peskuM sudo, Tpu KOTOPOU yCIIEUTHBINA Pe3y/IbTaT BBIMOIHEHHS TOW KOMaH/Ibl
Ha HEKOTOpO€ BpEeMsl KIUIMPYETCs, 4YTO MpPU OIPEAEICHHBIX OOCTOSTENbCTBAX MOXKET ObITh
HCIIOJIb30BAHO BPEOHOCHBIM KOJIOM JIJIsl BBITIOJIHEHUS NPUBUIIETUPOBAHHBIX ONEpaluil B TeUeHue
sToro BpemeHH; 3) mnapamerpsl wucnonHeHus (ainos (ImageFileExecutionOptions, IFEO),
MO3BOJISIFOIINE TMEPEKIIIoYaTh HCMOJHEHHE (allioB B PEXUM OTJIAJKH, BBINOJIHSS BpPEIOHOCHBIE
MPWJIOKEHUS TIOJI BHJIOM OTJIQAYUKOB M CPEJICTB MOHUTOPHHIA, YTO TO3BOJSIET UM OTKJIIOYATh
CUCTEMHbIE IPUJIOKEHUS M CPEACTBA 3aIlUTHI

T6.8. OkcruryaTanusi ya3BUMOCTEH, CBA3AaHHBIX C OTAEIBHBIM, M BEpPOSITHO MEHEE CTPOIMM
KOHTpOJIEM JIOCTylla K HEKOTOphIM pecypcaMm (Hampumep, K (ailjioBoit cucreme) Juist
HEIPUBUWIECTMPOBAHHBIX YYETHBIX 3aIIACEH.

[Ipumep: nmonmeHa Ha JuUcKe OMHAPHBIX (AMJIOB WM CKPUIITOB, IPEJHA3HAYEHHBIX /ISl UCIIOJHEHUS B
IIPUBUJICTUPOBAHHOM  KOHTEKCTE, TPWIOKEHHEM, MWCHOIHAIOUIMMCI B  HENPUBWIECTHPOBAHHOM
KOHTEKCTE

T6.9. OkcrutyaTanust  yA3BUMOCTEH CpEJACTB OIPAHMYCHUS CpPEIbl HCIOJHEHHUS (BUPTYyajIbHBIC
MAaIIWHbI, IECOYHULIBI U T.I1.) JJI UCIIOJHEHHS KOJa BHE ATON CPE/Ibl.

[Ipumep: sKcrulyatanus ysa3BUMOCTH o00paOoTku Oydepa [OaHHBIX B paMKax I[E€COYHMIIBI,
peanuzyemoit Opay3epoM Jist OrpaHUIeHHs paboThl MOOMIIBHOTO Koa (Javascript), ¢ mociaeayronum
BBITIOJTHEHHEM KOJIa B KOHTEKCTE Ipoliecca opaysepa

prwettaﬂue 10: Iosvuuenue npuewzeeud no docmyny K KOMNOHEHMAamM cucmem u cemeil ModHcem
np0M3600MI71bC}Z C UCNONb306aHUeM OOHOU unu Oonee us nepedUCiIeHHbIX 6blile MEeXHUK, NOoKda
Hapywumeib He nojiydsum 00CmMamoyHo npuswzezm? ons peanuzayuu épyeozl mMAaKkmuKku 6 l’lpOdOJlOfceHuu
amaxku

T7

COKpLITI/IC JEHUCTBUH H MMPUMCHSIEMBIX
IIpH 9TOM CPEACTB OT 06Hapy>KeHI/I}I

TakTnueckas
CTPEMHUTCS

3ajava:
3aTPyHUTD

HapyLIUTENIb
IIPUMEHEHHE

T7.1. Ucnionb30BaHNe HapyIIMTENEM MM BPEIOHOCHOM MIaT(OpMON INTAaTHBIX HMHCTPYMEHTOB
aIMUHUCTPUPOBAHMS, YTUIIUT U CEPBUCOB ONIEPALIMOHHOMN CUCTEMBI, CTOPOHHUX YTHUIIUT, B TOM YHCIIE
JBOMHOI'O Ha3HAYEHMUS.

ITpumep: ncnomnp3oBanue nonynsapHoit yruautsl PsExec qis OC Windows kak aAMUHUCTpaTOpamu,
TaK ¥ HAPYLIUTEIIMU
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Mep 3aluThl HH()OPMAIUH, KOTOPHIC
CIIOCOOHBI MOMEIIATh €ro JeHCTBUAM
W OOHAPYXKUTH UX

T7.2. OuncTka/3aTHpaHre UCTOPUU KOMaH]I U KypHAJIOB PETUCTPAIINH, ITEPEHANIPABICHUE 3aIUCei
B )KYpHaJIbl PETUCTPALMH, IEPENIOJIHEHNE UICTOPUU KOMaH/ U )KYpHAJIOB pErucTpaliy, 3aTpyAHEHNE
JIOCTYTIA K KypHaJIaM perucTpalyu JUlsl aBTOPU30BAHHBIX 10JIb30BaTENeH

T7.3. Ynanenue ¢aiinos, nepenucbiBanue (ailyioB MPOU3BOJIBHBIMH JaHHBIMH, (POPMATHPOBAHHE
CBEMHBIX HOCUTENEN

T7.4. OTkIoUeHUE CPEACTB 3alIUTHl OT Yrpo3 HH(POPMAIMOHHON OE30TaCHOCTH, B TOM YHCIIE
CpCaAcCTB aHTI/IBI/IpyCHOI\/'I 3al0vUTbl, MCXAaHHU3MOB ayauTa, KOHCOJIEH orneparopa MOHHUTOpHHIAa H
CpCACTB 3alIMTHI APYTUX THUIIOB

T7.5. OTKIIIOYEHHE CHCTEM M CPEACTB MOHMTOPUHIA W 3alUTBl OT Yrpo3 IPOMBIIUICHHOM,
(bu3uYecKkol, TOKApHOH, OKOJOTHYECKOW, paJauallMOHHONW O€30MacHOCTH, WHBIX BHUJIOB
0€30MacHOCTH aBTOMAaTU3MPOBAHHOW CHCTEMbl YIPABIEHUS TEXHOJOTHYECKUMH IpoLeccaMu U
yIpaBJsieMoro (KOHTPOJIMpyeMoro) o0ObeKTa 1 (Min) mpouecca

T7.6. Ilognenka qaHHBIX BBIBOJIA CPEJICTB 3AIIUTHI OT YTPo3 HHPOPMAITMOHHON 06€301MacHOCTH

T7.7. llonnenka faHHBIX TEJIEMETPUH, TAHHBIX BHIBOJA aBTOMATU3UPOBAHHBIX CUCTEM YIIPABJICHUA,
JAHHBIX CHCTEM W CPEACTB MOHHUTOPHMHTA W 3aIIUTBl OT Yrpo3 IMPOMBINIJICHHOW, (HU3MUECKOMH,
MOKapHOU, 9SKOJIOTMYECKOW, paaualMOHHOM O€30MacHOCTH, WHBIX BHJOB 0€30MacHOCTH
ABTOMAaTHU3UPOBAHHOW CHCTEMBI YIPaBJICHUS TEXHOJOTHYECKUMH MPOLECCAMH U YIIPABIISIEMOTO
(koHTpOIUpPYEMOT0) 00BEKTa M (WJIK) TpoIlecca, JaHHBIX BHICOHAOIIOACHUS U APYTUX BU3YaJIbHO
WM aBTOMATHYECKU WHTEPIPETUPYEMbBIX JTaHHBIX

T7.8. BeimonHenne aTtaku OTKas3a B O6CJ'Iy}KI/IBaHI/II/I Ha OCHOBHBIC M PE3CPBHLIC KaHAJIBI CBA3H,
KOTOPBIC MOT'YT UCIIOJIB30BATLCA I JOCTABKU COO6H.ICHHI>1 (6] Hepa6OTOCHOCO6HOCTI/I CHUCTEM HJIN UX
KOMIIOHCHTOB WJIK O APYI'UX IIPU3HAKAX dTAKH

T7.9. llonnucanue Kojaa, BKIIKOYAs HCIOJIB30BAHUE CKOMIIPOMETHPOBAHHBIX CEPTU(UKATOB
aBTOPUTETHBIX mpousBoauTenei [10 ans noanucanus BpeIOHOCHBIX MPOTPAMMHBIX MOIYJIEH.
Ipumeuanue 11: Couemaemcs ¢ mexHukou KOMupomMemayuu cepmu@ukama, UCno1b3yemozo O
yughposoii noonucu oopaza 110

T7.10. BHeapeHne BpeTOHOCHOTO KOJIa B IOBEPEHHBIE MTPOIIECCHI OTIEPAIMOHHON CUCTEMBI U IpyTHE
00BEKTBI, KOTOpBIE HE TOJABEPraroTCs aHaIW3y Ha HaJHM4YUe TaKOro KOJa, JUIS IPEeIOTBPALICHUS
oOHapyXeHHS

T7.11. Momudukanus Moayneil 1 KOHPUrypaly BpeJOHOCHOTO MTPOrpaMMHOT0 oOecTiedeHus sl
3aTpy/AHEHUs ero oOHApY>KEHHsI B CUCTEME.

8.
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[Ipumep: BHECeHHWE WM3MEHEHHMI B MOAYNMHM M KoH(purypauuio BpemoHocHoro I1O mist ymaneHwus
uHAMKaTopoB KoMmnpomeranuu 3tuM BIIO nociie oOHapyXeHus ero B IJpyrux cCUucTemMax

T7.12. Manunynauuy HMMEHaMH W IapaMeTpaMM 3alycka IIpPOLIECCOB U IPWIOKEHUH Jis
o0ecrie4eHns CKpPbITHOCTH.

[Ipumepsl: 1) cokpbITHE OKHA IPUJIOKEHUS dYepe3 mapaMeTpsl 3amycka nporecca B OC Windows;
2) BBIOOP 1151 BPEJOHOCHOTO MPHIIOKEHNS UMEHU (aiina (Tpoecca), HOX0XKEero Ha UMsl H3BECTHOTO
W/WIY CUCTEMHOTO MPUJIOKEHMSI UM COBIAJAIOIIETO C HUM

T7.13. Co3znanue cKpbIThIX (paliIoB, CKPBITBHIX YUETHBIX 3anuceit

T7.14. YcTaHOBIIEHHE JIOKHBIX JIOBEPEHHBIX OTHOLICHHWH, B TOM YHCJIE YCTAHOBKA KOPHEBBIX
cepTu(UKaTOB AJsl YCIEUIHOM BalMIalMi BPEAOHOCHBIX MPOTPaAaMMHBIX MOJYJIEH M aBTOpHU3ALNU
BHEIIHUX CEPBUCOB

T7.15. BHenpeHnue BpeIoOHOCHOTO KOJa BBIOOPOYHBIM/IIENIEBBIM 00pa3oM Ha Haubosee BaKHBIE
CUCTEMBbI HWJIM CHUCTEMBI, YJIOBJICTBOPAIONIUE OMNPCACICHHBIM KPUTCPHUAM, BO n30exaHue
MPEXICBPEMEHHONH KOMIPOMETaluk WHPOPMAIMU 00 HMCIOIb3yeMbIX NPH aTake yA3BHMOCTSAX H
oOHapyxeHusl dakTa aTaku

T7.16. UckycCTBEHHOE BPEMEHHOE OTPAHMYEHUE PACTIPOCTPAHEHUS UM aKTUBAIIUUA BPEIOHOCHOTO
KOJla BHYTPH CE€TH, BO N30€KaHUE MPEKACBPEMEHHOTO OOHApYKEeHUs (paKTa aTaku.

[Ipumep: pacnpoctpanenue BpenoHocHoro [IO enuHOBPEMEHHO IO BCEM HHTEPECYIOIINM
3JI0YMBIIIJIEHHUKAM CUCTEMaM U €IMHOBPEMEHHBIH 3aIlyCK €ro Ha BBIIIOJIHEHUE 10 KOMaH/Ie, BIUIOTh
JI0 BBITIOJIHEHUS] KOTOPOH KOMIIPOMETAILIUIO CUCTEMbI 0OHAPYKHUTH CIIOKHO

T7.17. O6dyckamnus, mmdpoBaHue, YyIMaKOBKA €  3al[ATOM  IMapoJIeM WM  COKPBITHE
cTeraHorpadu4eckKUMH METOJaMH IMPOrpPaMMHOT0 Koaa BpenoHocHoro I1O, maHHBIX W KOMaH.
YIPaBJISIONIEr0 TpaduKa, B TOM YUCIE MPU XPAHEHUH 3TOTO KOJa U TAaHHBIX B aTaKyeMOUW CHUCTEME,
IpU XpaHEHUU Ha CETEBOM pecypce WM MpH Mepeiade 1o CeTH

T7.18. Ucnonb3oBaHue CpCACTB BUPTyaJIM3allunu A COKPBITHA BPCAOHOCHOTIO KOJa WK
BpeHOHOCHOﬁ AdKTHUBHOCTH OT CPpCICTB 06Hapy>KeHI/I${ B OHepaHHOHHOﬁ CHUCTEMC

T7.19. TynnenupoBanue Tpaduka ymnpasiaeHus yepe3 VPN

T7.20. TynHenupoBanue Tpaduka YOpaBICHHUS B TIOJS 3aloJIHEHUS M JIaHHBIX CIIY)KEOHBIX
IPOTOKOJIOB, K MpUMEpY, TYHHEIHpOBaHHE TpadHKa YNpaBJICHUS B MOJS JAHHBIX M 3alOJHEHMS
npotokosioB DNS, ICMP nnu npyrue

6.
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T7.21. U3menenne KoHQUTYpaIlK CETH, BKIIIOYast N3MEHEHNE KOH(PUTYpAIUK CETEBBIX YCTPOUCTB,
OpraHu3aIUI0 MPOKCH-COCTMHEHNH, N3MEHEHHE TaOIHIl MapuIpyTU3aluuu, cOpoC U MOTUPHUKAIIHIO
napoJieit 1ocTymna K HHTepdeiicaM yIpaBiIeHUs CETEBBIMHU YCTPOHCTBAMH

T7.22. IlonMeHa 1 KOMIIpOMETAIUsl IPOIIMBOK, B TOM uucie npomnBok BIOS, jxecTKux TMCKOB

T7.23. [lonmeHa ¢ailioB JETUTUMHBIX IPOTpaMM U OMOIMOTEK HEMOCPEICTBEHHO B CUCTEME.
Ipumeuanue 12: B mom uucie modxicem couemamvpcs ¢ MexXHUKOU KOMApoMemayuy cepmughukama,
UCNONb3YeM0o20 03 yugposoi noonucu oopasza 110

T7.24. [lonMeHa JNETUTUMHBIX TPOrpaMM U OUOIMOTEK, a TaKKe JIETUTUMHBIX OOHOBIIEHUH
MPOrpaMMHOTO O0€eCHeUeHHUs, MOCTABIAEMbIX MPOU3BOJUTENIEM YJAJICHHO 4Yepe3 CETH CBA3H, B
PENO3UTOPUSX MTOCTABIIMKA WUJIH MPU Mepeaaye Yepe3 CETH CBS3U.

Ilpumeuanue 13: B mom uucie modxcem couemamspcs ¢ MexXHUKOU KOMnpomemayuu cepmuguxama,
UCNONb3YemMo2o 013 yugposoi noonucu oopasza 110

T7.25. [lonMeHa CCBIJIOK Ha JIETUTUMHBIE MPOTPaMMbl U OMOIMOTEKH, a TaKKe Ha JIETUTHMHBIE
0OHOBJIEHHS MPOTrPAMMHOTO OOecredeHus, OCTaBIsIeMble TPOU3BOIUTENIEM YJAIIEHHO Yepe3 CeTH
CBS3M, MHQOpPMAIMM O TaKUX OOHOBJIEHUSX, BKIIIOYash aTaku HAa HHPPACTPYKTYpHBIE CEPBUCHI
nocraBmuka (takue kak DNS hijacking), arakm Ha TpeThECTOPOHHUE PECYpPChl, aTaKud Ha
AIEKTPOHHYIO MOUTY U JPYTHe CPEICTBA OOMEHA COOOIICHUSMU.

Ipumeuanue 14: 6 mom uucie modxicem couemamspcs ¢ MEXHUKOL KOMApoMemayuy cepmughuxama,
UCNnonb3yemo2o 01s yugposoi noonucu oopasza 110

T7.26. llommena aucTpuOYTUBOB (YCTAaHOBOYHBIX KOMILIEKTOB) TMPOTPaMM Ha HOCHTEIAX
uH(bOpPMaIMU WK OOIINX CETEBBIX pecypcax.

Ipumeuanue 15: 8 mom uucie modxxcem couemamspcs ¢ MEXHUKOL KOMApoMemayuy cepmughuxama,
ucnonv3yemo2o 0ns yugposoi noonucu obpasa 110

T7.27. Komnpomeranus ceptudukara, HUcnoibdyemoro s uudpoBoil moamucu obpasza I10,
BKJIIOYasl KpaxKy 3TOro ceprudukara y npousBoauteins [10 unm nokynky KpajeHOro cepTugukara
Ha HEeJETaJIbHBIX IIJIOIIAIKaX B CETSIX CBS3M (T.H. «IapKBe0») U MOAJENKY cepTU(HUKaTa C TOMOIIBIO
sKkcrutyaranuu ya3sumocteil [10, peanusyroniero GyHKIMM T'€HEPUPOBAHUS KpUNTOrpadruecKux
KJIIOUeH, XpaHeHMs U yIpaBlieHHs HU(POBBIMU cepTHHHUKATaAMU

T7.28. Komnpomerarusi CpeACTB CO3AaHUS MPOTPAMMHOTO KOJla MPUJIOKEHUH B MH(PACTPYKTYpe
pa3paboTyMKa ATUX MNPUIOKEHUH (KOMIMIATOPOB, JIMHKOBIIMKOB, CPEICTB YIpPaBICHUS
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pa3paboTKoil) s NOCIEAYIOIIEr0o aBTOMATU3MPOBAHHOIO BHECEHUS H3MEHEHHUH B 3TOT KO,
yCTaHABJIMBAEMbI aBTOPHU30BAHHBIM T0JIb30BATEJIEM Ha IIEJIEBBIC ISl HAPYIIUTEISI CUCTEMBI

T7.29. Komnpomeramusi cpeacTB cOOpKH, KOH(PUTYPUPOBAHUS M PAa3BOPAYMBAHHS MPOTPAMMHOTO
KOJa, a TakkKe CpEeICTB CO3JaHMs Y3KOCIELMAIM3UPOBAHHOIO Koaa (K Ipumepy, Koja
MIPOMBIIIJIEHHBIX KOHTPOJIEPOB), B THPPACTPYKTYPE LIEJIEBON CUCTEMBI, JIs1 aBTOMAaTU3UPOBAHHOTO
BHECEHUS U3MEHEHUH B ATOT KOJI, yCTaHABIMBAEMbI aBTOPU30BAHHBIM I10JIb30BATENIEM Ha 1I€JIEBbIE
JUIsL HAPYIIUTENSE CUCTEMBI

Ipumeuanue 16: Coxpvimue Oelicmeuil U NPUMEHSEMbIX NPU IMOM CPEOCME Om OOHAPYICEeHUs.
MOdHCEM NPOU3B00UMBCS C UCNONb308AHUEM OOHOU U OOJlee U3 NePeyUCIeHHbIX 8blule MEeXHUK 05
COKPBIMUsL PA3HLIX CEUOEMENbCIE KOMAPOMEemayuy cucmemsl uiu o0as Oonee 3¢pgdhexmusnozo
COKPbIMUsL

T8

[Tomyuenne moctyma (pacnpocTpaHeHHE
J0CTyNa) K JPYrUM  KOMIIOHEHTam
CHCTEM M CeTed WM  CMEXKHBIM
CHCTEMaM H CETSIM

TakTudeckas 3aa4a: MOIYYHUB JTOCTYI K
HEKOTOPBIM  y3JIaM HH(PACTPYKTYpHI,
HApyIIUTENb ~ CTPEMHUTCA  TOJIyYHUTh
goctyn K ApyruMm ysnaMm. IlomoOHoe
pacnpocTpaHeHHe JIOCTYIa MOXKET ObITh
HEIIeICHANpPABICHHBIM: TaK, €IIe He
3Has, K KakuM HMEHHO KOMIIOHEHTaM
UH(PACTPYKTYpBbl TPeOYeTCsl IMOJy4UTh
JIOCTYyIl Ui TOTO, 4TOOBI BBHI3BAaTh
HY)XHBIE €My HETaTUBHBIC TIOCIICICTBHS,
HapyIIUTEIb MOXET CTPEMHUTHCS
MOJIydUTh KOHTPOJb HaJl KaK MOKHO
Oonblieil  4acThl0  MH(PACTPYKTYPHI
CUCTEM H ceTel

T8.1. Okcruryatauusi ys3BUMOCTEH ISl TOBBIICHHUS TPUBHIETHM B CHCTEME WM CETH IS
YAQJIEHHOTO BBIMOJHEHUS MPOTPAMMHOI0 KOJA I paCpOCTPAHEHHS JOCTYyIa

T8.2. Ucnionp30BaHue CpeACTB U MHTEPGEHCOB yIaJICHHOTO YIPABICHUS IS MTOJTYYSHHS JOCTYIa K
CMEXHBIM CUCTEMAaM U CETSIM

T8.3. Mcnonpb30BaHWe MEXaHW3MOB JTUCTAHIIMOHHOW YCTAHOBKH IPOTPAMMHOTO OOECIedYeHHsS W
KOH(PUTYPHUPOBAHUS.

[Ipumep: pacnpocTpaHeHHE BPEIOHOCHOTO KoJa TPYyNNoBbIMU mojuTHKamu ActiveDirectory,
OOBIYHO HCIIOJIB3YeMBIMH JUISI aBTOMATHYECKOI'O YIPABJICHUS JIETUTUMHBIM IPOTrPAMMHBIM
obecrieueHueM

T8.4. YnanenHoe xomupoBaHue (ailyioB, BKIOYAs MOAYJIM BPEIOHOCHOTO IMPOTPAMMHOIO
obOecrie4eHHss W JIETUTUMHBIE MPOTPaMMHBIE CPEICTBA, KOTOPHIE MO3BOJISIOT 3JIOYMBIIIJICHHUKY
MOJIy4aTh HOCTYI K CMEXKHBIM CUCTEMaM U CETSIM

T8.5. Usmenenune koHQUTypaIy CETH, BKIIOYAs U3MEHEHUE KOH(UTYpaAllMU CETEBBIX YCTPOMCTB,
OpraHHU3aIUI0 TPOKCU-COCTMHEHUH, U3MEHEHHEe TabIuI] MapLIpyTH3aIud, cOPOC U MOTUDUKALIUIO
napoJieil Joctyna K uurepdeiicam ynpaBieHHs] CETEBbIMU YCTPONUCTBAMU

T8.6. KOHI/IpOBaHI/Ie BPCAOHOCHOI'O KOJIda Ha ChbEMHBIC HOCUTCIIN

T8.7. Pa3menieHne BpeJOHOCHBIX NMPOTrpaMMHBIX MOAYJIEH Ha pa3feisieMbIX CETEBBIX pecypcax B
CETH

T8.8. Ucnonn3oBanue JOBCPCHHBIX OTHOIIICHUI CKOMHpOMCTHpOBaHHOﬁ CHCTEMEI U MOJIb30BaTeleH
3TOH CHUCTEMBI C APYruUMHU CHUCTECMaMHU U IMOJIb30BATCIIAMU JId PACHIPOCTPaHCHUA BPCAOHOCHOTO
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POTPaMMHOTO 00ECHeUeHUsI WK Ul JOCTYNa K CHUCTeMaM M MH(OpMalnuu B APYrHX CHCTEMax H
CeTsX.

[Tpumep: OTCHUIKA COOOIIEHUI KOPIOPATUBHOW AJIEKTPOHHOW MOYTHI OT UMEHH KOJUIET U MPOUUX
JIOBEPEHHBIX JIUI]

Ipumeuanue 17: Ilonyuenue docmyna (pacnpocmpaunenue 00Cmyna) K Opyeum KOMNOHEHMAM
cucmem u cemeti UIU CMENCHLIM CUCIEMAM U CeMAM MONHCEN BbINOTHAMBCA 8 HECKOIbKO U208 C
UCNONb308aHUEM OOHOU UNU OoNlee U3 NEPEeYUCIeHHbIX 6blule MEXHUK, NOKA Hapywumenb He
docmucHem yYenegol cucmemvl UlU He OyOem BblHYHCOeH NpubecHymv K Opyeou maxkmukxe Ojis
NPOOONNCEHUS AMAKU

T9

CO6op M BBIBOA M3 CUCTEMBI WU CETH
uHpopmanuy, HeoOXoauMon  ass
JAIBHENIINX JEUCTBUN NPU pealn3aluu
yrpo3 6e30macHOCTH MH(pOpPMALUU WU
peanu3aly HOBBIX yIpo3

TakTnyeckas 3a7aya: B X0me
peamuzanuu  yrpo3  0€3011aCHOCTH
uHbOpMALUY, HApYLIMTENI0  MOXKET
oTpeOoBaThCs MOJTYYUTh M BBIBECTH 32
npenensl  MHPPacTpyKTypbl OoJiblIne
o0beMbl HH(pOpPMaIUK, H30SKaB IPHU
3TOM oOHapyXeHUs WIH
IIPOTUBOJEHCTBUSA

T9.1. Joctyn k cucreme g cObopa MHGOpMAMU M BBIBOJ HH(DOpMAIMU uYepe3 CTaHIapTHbHIE
npoTokoJsibl  yrnpasieHus (Hanpumep, RDP, SSH), a Ttaxxke ucnonbp3zoBaHue HHOPACTPYKTYphI
MIPOBAMIEPOB CPEJICTB YAAIEHHOTO aIMUHUCTPUPOBAHUS.

[Ipumep: ucnonb3oBaHKue CPEACTB yaalleHHOTO yrpaBieHuss RMS / teamviewer a5 co3naHus kaHaia
CBSI3U U YNPABJIEHUs] CKOMIIPOMETHPOBAHHOM CUCTEMOI CO CTOPOHBI 3JI0YMBIIIJIEHHUKOB

T9.2. loctynm k cucteme s cOopa mHpOpManuu W BBIBOJ MH(MOPMAIIMU Yepe3 UCIOJIb30BaHUE
MITaTHBIX CPENICTB YAAICHHOTO OCTYIA M YIIPABJICHUS ONEPAIIMOHHON CHCTEMBI

T9.3. BeiBog nHopmaimu Ha XOpOIIo W3BECTHBIE TIOPTHI HA BHEIIHUX CEPBEpax, pa3pelieHHbIE Ha
MexcereBoM dkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)

T9.4. BeiBog nndopmariy Ha HeCTaHJAPTHBIE MOPTHI HA BHELITHUX CEPBEPAX, UTO B HEKOTOPBIX CITydasx
MO3BOJISIET SKCILTYaTHPOBATh YSI3BUMOCTH CPEJICTB CETEBOM (PUIIbTpaIMK [1st 00X0/1a 3TUX CPEICTB

T9.5. OTHpaBKa JaHHBIX 110 U3BECTHBIM IIPOTOKOJIAM YIPaBJICHUA U MEPCAAYN JaHHBIX

T9.6. OtnpaBka JaHHBIX 110 COOCTBEHHBIM IIPOTOKOJIAM

T9.7. IlpokcupoBanue Tpaduka TepeJadyd AaHHBIX JUIS MACKHPOBKH IOJIO3PUTEIILHONW CETEBOM
aKTHBHOCTH, OO0XOJa TpaBWI HAa MEXKCETEBOM OSKpaHe M COKPBITUS aApecoB HH(GPACTPYKTYPhI
HapyIuTeseH, TyonupoBaHie KaHAIOB CBsI3U, 00(dycKkalys U paszeneHue Tpaduka rnepeiaun JaHHbIX BO
u30exaHne OOHapY KEHUS.

[Tpumepst: 1) rcnonb30BaHHE CKOMIIPOMETUPOBAHHBIX CUCTEM B TOH K€ CETH, JJIsl KOTOPBIX MpaBUIaMH
MD pazperieH octyn B MIHTepHET B KauecTBE MPOKCH CEPBEPOB; 2) UCMOIb30BaHNUE MH(PPACTPYKTYpHI
ceti TOR m1s mpoKCcHMpOBaHUS 3alMpOCOB K CepBepaM yIpaBieHMs, 3) HCIOJIB30BAHUE OJIHOTO
KOMMYHMKALIMOHHOTO IIPOTOKOJIA JUIS 3aI1p0oca, ¥ APYroro — Ui OTBETA Ha 3arpoc
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T9.8. TynnenupoBanue Tpaduka nepenadn JaHHbIX yepe3 VPN

T9.9. TynnenupoBanue Tpaduka yHpaBICHUS B TIOJIA 3alOJIHCHUS W JaHHBIX CITY)KCOHBIX
ITPOTOKOJIOB, K MPUMCPY, TYHHCIIMPOBAHNC Tp&(l)HKZl YIIPpaBJICHHUA B IOJIA JAHHBIX W 3allOJTHCHHA
npotokosioB DNS, ICMP unu apyrue

T9.10. BeiBox mHpOpManum depe3 CheMHBbIE HOCHTEIH, B YAaCTHOCTH, Tepeiavya JaHHBIX MEXIY
CKOMITIPOMETHUPOBAHHBIMY U30JIMPOBAHHOM CHCTEMOM U IO IKIIOUEHHOM K ITHTEepHET cucteMon uepes
HOCHUTENIM MHPOPMAIIH, UCII0JIb3yeMble Ha 00enX CUcTeMax

T9.11. OTnpaBka TaHHBIX Yepe3 AIbTEPHATUBHYIO CpPEy Nepeiauk JTaHHBIX.
[Ipumep:  BBIBOA  KOHOQUACHIMATBLHOM  MHPOpMAIMM  4Yepe3  CyOTUTpBl  BHAEOPSIA,
JIEMOHCTPHPYEMOTO Ha BeO-caiiTe

T9.12. lllncdpoBanue BHIBOIMMON HH(pOpPMAIMH, HWCIOJIB30BAHUE CTEraHOTrpa(uu sl COKPBITHS
(hakTa BbIBOIa HH(OPMALIUU

T9.13. BeiBoa uabopManuu depe3 MpeAoCTaBlICHHE TOCTyNa K (GailIoBbIM XpaHWIUIIAM U 0azam
JTaHHBIX B WHQPACTPYKTYpPE CKOMIIPOMETHPOBAHHOW CHUCTEMBI HMJIM CETH, B TOM YHCIE ITyTeM
CO3/IaHUSI HOBBIX YYETHBIX 3alMCel WM TMepeaddl JaHHBIX JUIsl ayTCHTH(QHUKAIMA U aBTOPU3ALUU
MMEIOIINXCS YYETHBIX 3aIucei

T9.14. BeiBoa nndopmaruu myreM pa3MenieHust cooOeHni min (paityioB Ha MyOJIMYHBIX pecypcax,
JOCTYIHBIX JUUII aHOHUMHOTO HapymuTenst (Gpopymsl, (aittooOMeHHbIE CepBHUCHI, (POTOOAHKH,
00J1aYHbIe CEPBUCHI, COIUATBHBIC CETH)

Ipumeuanue 18: Coop u 6b1600 u3 cucmemul uiu cemu UHGopmayuu, HeodXo0OUMOU 0 OANbHEUUUX
oeticmeuil npu peanuzayuu yepo3 6e30nacHoCmu UHGoOpMayuu uiu pearu3ayui HOBbIX yepo3 MONCem
BbINOTHAMBCS C UCNONIL30BAHUEM OOHOU U DOJIee U3 NEPEeUUCTICHHbIX 8blULe MEXHUK 0I5l Peaniu3ayuu
PE3ePEHBIX KAHAN08 8bl800A UHDOPMAYUU

T10

HecankimoHupoBaHHBINA JOCTYI U (WITN)

BO3JIEICTBHUE
pecypebl uiu

Ha HH(pOpPMALMOHHBIE
KOMIIOHEHThI CHCTEM U

ceTeﬁ, MMpUBOAAINNEC K HCETAaTUBHBIM

OCICACTBUAM

T10.1. HecankiimoHMpOBaHHBIN AOCTYN K MHGOpMAaIlMu B MaMsITH CUCTEMBI, (ailioBoil cucreme,
0a3ax JaHHBIX, PEIO3UTOPHIX, B IPOTPAMMHBIX MOIYJISIX U IPOIIMBKAX

T10.2. HecankIIMOHUpOBaHHOE BO3/IEHCTBHE Ha CHUCTEMHOE IpOrpaMMHOE OOecledYeHue, €ero
KOH(UTypaluIo U mapamMeTpsl 10CTyIa

T10.3. HecaHKHI/IOHI/IpOBaHHOG BO3JCHCTBHUE Ha IIporpaMMHBIC MOAYyJIH IMPUKIAIHOTO
IIpoOrpaMMHOTO oOecreueHust

€8



[Iponomxenue Tadauusl 11.1

Ne TakTuka OcHOBHbIE TEXHUKH
Taktnueckass  3amava:  goctumxenue | T10.4. HecanKMOHMpPOBaHHOE BO3/IEHCTBUE HA NPOrPAMMHBIN KOJ, KOH(UTYPALUIO U NTapaMeTphbl
HapyILIUTEIEM KOHEYHOU LeJIH, | JOCTYIA MPUKIAJHOTO MPOrpPaMMHOr0 00ecTieyeHus!
[IPUBOAAILIEE K peanuzanuu | T10.5. HecaHKiMOHUpOBaHHOE BO3JEHCTBUE HA MPOTrpaMMHBINA KOJ, KOHPUTYpALlMIO U IapaMeTpbl
MOJIEIUPYEMOM YIrPpO3bl U NPUYMHEHUIO | TOCTYNA CUCTEMHOTO IPOTPAMMHOTO 00ECTICUeHHS
HEJIOITYCTUMBIX HeraTuBHBIX | T10.6. HecaHKIIMOHUPOBAHHOE BO3JICHCTBHE HA MPOTPAMMHBIN KO, KOH(QUTYPAIHIO U TTapaMeTPhI
IIOCJIEACTBUI JIOCTYIa IPOIIMBKH YCTPONCTBA

T10.7. [Tonmena nHpopManuu (HarpuMep, MIATEKHBIX PEKBU3UTOB) B MaMATH WIK MHPOpPMAIUY,
XpaHuMoil B Buzae (aiinoB, nHpopMmanuu B 0azax NaHHBIX M PENO3UTOPHUSAX, MH(POPMALUHU Ha
Hepa3MEUYEeHHbIX 00J1aCTsIX JUCKOB U CMEHHBIX HOCUTEJIEeH

T10.8. Yauuroxenne wuHpOpManuy, BKIOYas HHGOpMAIMIO, XpPaHUMYIO B BHUAe (aiisios,
nHpopmanuio B 0a3ax JaHHBIX U PETMIO3UTOPUAX, THPOPMAIINIO HA HEPA3MEUEHHBIX 00JIaCTAX JUCKOB
Y CMEHHBIX HOCHUTEJIEN

T10.9. lo6aBnenne nupopmanmu (Harpumep, AedeidCHAT KOPIOPATUBHOTO MOpTalIa, IMyOIUKaIus
JI0’)KHOW HOBOCTH)

T10.10. Opranmzanusi 0oTKa3za B OOCTY)KWBaHWUU OJHON WIJIM HECKOJHKHX CHUCTEM, KOMIIOHEHTOB
CHCTEMBI UJIU CETH

T10.11. HeeneBoe ucnoyib30BaHNE PECYPCOB CUCTEMBI.
[Ipumepnr: 1) opraHuzanys MaWHUHTOBOM IUIATGOPMBI;, 2) oOpraHu3anus IUIaTGopMbl IS
OCYIIECTBIICHHSI aTaK OTKa3a B 0OCITy)KUBAaHNH HA CMEKHbBIE CHCTEMBI H CETH.

T10.12. HecaHKITMOHUPOBAHHOE BO3JICHCTBHE HA aBTOMATU3MPOBAHHBIC CUCTEMBI YIPABJICHHUS C
LEJIbIO BBI30BAa OTKA3a WM HapylleHUs (yHKIUHN yrpaBieHus, B ToM uucie Ha ACY KkpuTuuecku
BaXXHBIX 00BEKTOB, MOTEHIIMAILHO OMACHBIX 00BEKTOB, 0OBEKTOB, MPEICTABISIONINX MOBBIICHHYIO
OTIACHOCTH JUIS JKU3HHU U 3/I0POBbA JIIOJIEH U 7Sl OKPYXKAIoIIel MPUPOIHOM Cpellbl, B TOM YHCIIEe
OTIACHBIX MTPOU3BOJICTBEHHBIX OOBHEKTOB.

[Ipumepsr: 1) Bo3aeiicTBie HA aBTOMaTHU3UPOBAaHHBIE CHCTEMBI yIIpaBJiIeHHs] 00BEKTOB TPAHCIOPTA,;
2) ynaleHHOEe BO3JIEHCTBME Ha LU(POBBIE CHCTEMbl U MEPBUYHOE O0OOPYAOBaHHE OOBEKTOB
ANEKTPOIHEPIreTUKH; 3) BO3JCHCTBHE HAa CHUCTEMBl YIPABJICHUS TEXHOJOTHYECKHM IMPOIIECCOM
HEPTEXUMUYIECKOTO 00BEKTa

T10.13. HecaHKIIMOHUPOBAaHHOE BO3JIEHICTBME HA aBTOMATU3MPOBAHHBIE CHCTEMBI YIPABJIECHUS C
IIeJIbI0 BBI30BAa OTKAa3a MJIM MOJOMKHU 00opynoBaHus, B ToM uucie ACY KpUTHYECKH BaKHBIX
00BEKTOB, TOTEHIHAJIBHO OMACHbIX OOBEKTOB, OOBEKTOB, MPEACTABISIONIMX MOBBIIIEHHYIO
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OTIACHOCTbH JUISl KU3HHU U 3J0POBBS JIIOJCH U ISl OKPYXKAIOIICH MPUPOIHON Cpefbl, B TOM YHUCIIE
OTIACHBIX ITPOU3BOACTBEHHBIX 0OBEKTOB
Oxkonuanue Tadomuinl 11.1
No TakTuka OcHOBHBIE TEXHUKH

T10.14. OTxiitoueHue CUCTEM U CPEACTB MOHMTOPHMHIA U 3alIUThl OT Yrpo3 MPOMBIIUICHHOM,
(dbu3uYecKol, TOXApHOW, OKOJOTHYECKOW, paJauallMOHHOW O€30MacHOCTH, WHBIX BHUJIOB
0€30MacHOCTH, B TOM YHUCJI€ KPUTHUYECKU BaXKHBIX OOBEKTOB, MOTEHIMAJIHHO OMACHBIX OOBEKTOB,
00BEKTOB, MPEICTABIISIIOMINX MOBBIIICHHYIO OMACHOCTh Ui JKU3HM M 370POBbs JIIOJEH W JUid
OKpY’Karolllel MpUPOJAHOMN Cpeibl, B TOM YHCIIE ONACHBIX MPOU3BOICTBEHHBIX 00BEKTOB

T10.15. Bo3aelictBue Ha HH(OPMALIMOHHBIE PECYPCHI Yepe3 CUCTEMbI PACIIO3HABAHUS BU3YyalbHbIX,
3BYKOBBIX 00pa30B, CUCTEMbI T€OTIO3UIIMOHUPOBAHUS U OPUEHTALMH, JATYMKU BUOpALUU, MTPOYHE
JAaTYUKU M CUCTEMBI IIpeoOpa3oBaHUsl CUTHAIOB (pu3nueckoro mMupa B HU(POBOE MpeAcTaBlIeHUE
C LEJbI0 TMOJHOTO WM YacTHMYHOTO BBIBOJA CUCTEMBl M3 CTPOS WM HECAHKIHOHHPOBAHHOTO
YIpaBJICHHUS CUCTEMOM.

[Ipumepsnr: 1) HaHEeceHWE HENETUTUMHOW pa3METKH JOPOKHOTO TOJIOTHA C IIeJIbI0 BBI30Ba COOs
CUCTEMbl aBTOMATUYECKOTO YIPaBIECHUS aBTOMOOUIIEM; 2) UCIIOJIb30BAHUE CIIEIIMAbHBIX CHMBOJIOB
B UICHTU(PUKAIIMOHHOM  3HaKe  (Qu3M4eckoro oOBEKTa, paclo3HaBaeMOM  KaMepamu
BUJICOHAOIOICHUS

Ipumeuanue 19: Hecankyuonuposaunwiti docmyn u (uau) eozoelicmsue HA UHGOPMAYUOHHbLE
pecypeul unu KOMIOHEHmMbl CUcmem U cemell, Npugoosujee K He2amuHblM NOCIeOCMBUIM Npu
peanuzayuu yepo3 6e30nacHoCmu UHGOPMAyUL Wil pearu3ayuu HO8bIX y2po3, MONICEN 6bINOIHANMbCS
C UCNONb30BaHUEM OOHOU ulu Oojlee U3 NEPEYUCTICHHbIX Gblile MEXHUK Olsi NOGbIUECHUS.
appexmusHocmu 8030etUcmeusi ¢ MOUKU 3PeHUsi Hapyuiumens uiu OJisi peatu3ayui HeCKOJIbKUX
MUNo8 8030eUCmaust Ha amaxkyemyro CUCmemy
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